
 

 

UNITED STATES DISTRICT COURT 

EASTERN DISTRICT OF TEXAS  

TYLER DIVISION 
 

 

ACQIS LLC, 

Plaintiff, 

v. 

Huawei Technologies Co., Ltd., Huawei 

Technologies USA, Inc. 

Defendant. 

 

 

COMPLAINT FOR PATENT 

INFRINGEMENT  

 

Case No.  

Jury Trial Demanded 

  

 

Plaintiff ACQIS LLC complains against Huawei Technologies Co., Ltd. and Huawei 

Technologies USA, Inc. as follows: 

THE PARTIES 

1. Plaintiff ACQIS LLC is a limited liability corporation organized under the laws of 

Texas, with offices at 411 Interchange Street, McKinney, Texas 75071.  A related entity, ACQIS 

Technology, Inc. is a corporation organized under the laws of California, having its principal 

place of business at 1621 West El Camino Real, Mountain View, California 94040.  ACQIS 

LLC—the Texas entity—is operated from California where its President William Chu resides.  

Mr. Chu is also the Chief Executive Officer of ACQIS Technology, Inc.  The plaintiff in this 

case, ACQIS LLC, will be referred to herein as ACQIS.    

2. Defendant Huawei Technologies Co., Ltd. is a corporation organized under the 

laws of the People‟s Republic of China, having its principal place of business in Guangdong, 

China.  Huawei does business in the United States through its subsidiary, Huawei Technologies 

USA, Inc., a corporation organized under the laws of Texas, having its principal place of 

business in Plano, Texas.  Huawei Technologies USA, Inc.‟s agent for service of process in 
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Texas is CT Corporation System, 350 North St. Paul Street, Suite 2900, Dallas, Texas 75201-

4234.  Huawei Technologies Co., Ltd. and Huawei Technologies USA, Inc. are collectively 

referred to as “Huawei.” 

JURISDICTION AND VENUE 

3. This is an action for patent infringement arising under the patent laws of the 

United States, 35 U.S.C. § 1 et seq.  

4. The Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §§ 

1331 and 1338(a).   

5. Huawei is subject to this Court‟s personal jurisdiction because it does and has 

done substantial business in Texas, including: (i) making, using, and/or selling infringing goods; 

and (ii) regularly doing or soliciting business, engaging in other persistent courses of conduct, 

and/or deriving substantial revenue from goods used or consumed by, and services provided to, 

persons in the state of Texas and in this judicial district.  For example, Huawei maintains its 

North American headquarters at 5700 Tennyson Parkway, Suite 500, Plano, Texas.  

Accordingly, Huawei has established minimum contacts with the forum such that the exercise of 

jurisdiction over it would not offend traditional notions of fair play and substantial justice.   

6. Venue is proper in this district pursuant to 28 U.S.C. §§ 1391(b) and (c), and 

1400(b).   

THE PATENTS-IN-SUIT 

7. On April 22, 2008, United States Patent No. 7,363,416 (“the „416 Patent”) 

entitled “Computer System Utilizing Multiple Computer Modules with Password Protection” 

issued to William W.Y. Chu.  (A copy of the „416 Patent is attached hereto as Exhibit A.)  The 

entire right, title and interest to the „416 Patent has been assigned to ACQIS.  ACQIS is the 

owner and possessor of all rights pertaining to the „416 Patent. 
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8. On March 9, 2010, United States Patent No. 7,676,624 (“the „624 Patent”) 

entitled “Multiple Module Computer System and Method Including Differential Signal Channel 

Comprising Unidirectional Serial Bit Channels” issued to William W.Y. Chu.  (A copy of the 

„624 Patent is attached hereto as Exhibit B.)  The entire right, title and interest to the „624 Patent 

has been assigned to ACQIS.  ACQIS is the owner and possessor of all rights pertaining to the 

„624 Patent. 

9. On October 19, 2010, United States Patent No. 7,818,487 (“the „487 Patent”) 

entitled “Multiple Module Computer System and Method Using Differential Signal Channel 

Including Unidirectional, Serial Bit Channels” issued to William W.Y. Chu.  (A copy of the „487 

Patent is attached hereto as Exhibit C.)  The entire right, title and interest to the „487 Patent has 

been assigned to ACQIS.  ACQIS is the owner and possessor of all rights pertaining to the „487 

Patent. 

10. On October 18, 2011, United States Patent No. 8,041,873 (“the „873 Patent”) 

entitled “Multiple Module Computer System and Method Including Differential Signal Channel 

Comprising Unidirectional Serial Bit Channels to Transmit Encoded Peripheral Component 

Interconnect Bus Transaction Data” issued to William W.Y. Chu.  (A copy of the „873 Patent is 

attached hereto as Exhibit D.)  The entire right, title and interest to the „873 Patent has been 

assigned to ACQIS, including the right to enforce the „873 patent and obtain legal and equitable 

relief for infringement. 

11. On April 27, 2010, United States Patent No. RE41,294 (“the „294 Patent”) 

entitled “Password Protected Modular Computer Method and Device” issued to William W.Y. 

Chu.  (A copy of the „294 Patent is attached hereto as Exhibit E.)  The entire right, title and 
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interest to the „294 Patent has been assigned to ACQIS, including the right to enforce the „294 

patent and obtain legal and equitable relief for infringement. 

12. On November 23, 2010, United States Patent No. RE41,961 (“the „961 Patent”) 

entitled “Password Protected Modular Computer Method and Device” issued to William W.Y. 

Chu.  (A copy of the „961 Patent is attached hereto as Exhibit F.)  The entire right, title and 

interest to the „961 Patent has been assigned to ACQIS, including the right to enforce the „961 

patent and obtain legal and equitable relief for infringement. 

13. On October 2, 2011, United States Patent No. RE42,814 (“the „814 Patent”) 

entitled “Password Protected Modular Computer Method and Device” issued to William W.Y. 

Chu.  (A copy of the „814 Patent is attached hereto as Exhibit G.)  The entire right, title and 

interest to the „814 Patent has been assigned to ACQIS, including the right to enforce the „814 

patent and obtain legal and equitable relief for infringement. 

14. On November 29, 2011, United States Patent No. RE42,984 (“the „984 Patent”) 

entitled “Data Security Method and Device for Computer Modules” issued to William W.Y. 

Chu.  (A copy of the „984 Patent is attached hereto as Exhibit H.)  The entire right, title and 

interest to the „984 Patent has been assigned to ACQIS, including the right to enforce the „984 

patent and obtain legal and equitable relief for infringement. 

15. On February, 7, 2012, United States Patent No. RE43,171 (“the „171 Patent”) 

entitled “Data Security Method and Device for Computer Modules” issued to William W.Y. 

Chu.  (A copy of the „171 Patent is attached hereto as Exhibit I.)  The entire right, title and 

interest to the „171 Patent has been assigned to ACQIS, including the right to enforce the „171 

patent and obtain legal and equitable relief for infringement. 
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16. On August 27, 2013, United States Patent No. RE44,468 (“the „468 Patent”) 

entitled “Data Security Method and Device for Computer Modules” issued to William W.Y. 

Chu.  (A copy of the „468 Patent is attached hereto as Exhibit J.)  The entire right, title and 

interest to the „468 Patent has been assigned to ACQIS, including the right to enforce the „468 

patent and obtain legal and equitable relief for infringement. 

17. The above patents are collectively referred to herein as the “Patents-in-Suit.” 

BACKGROUND REGARDING PRIOR LITIGATION 

18. In April 2009, ACQIS filed suit in this district against IBM, Hewlett-Packard, Sun 

Microsystems (now Oracle), Dell and six others, accusing defendants‟ blade server products of 

patent infringement.  ACQIS LLC v. Appro Int’l, Inc., No. 6:09-CV-148-LED) (“the 2009 

litigation”).  IBM was the only defendant remaining when the case was tried in February 2011—

the other nine defendants settled before trial.  At trial, the jury found that IBM infringed all of the 

patent claims tried, and that none of the tried claims were invalid.  In October 2011, ACQIS filed 

a second suit against IBM, accusing IBM‟s rack and tower server products of patent 

infringement.  In December 2011, IBM and ACQIS entered into a settlement agreement ending 

both disputes. 

19. During the course of the previous litigations, IBM and Hewlett-Packard sought 

reexamination of the „416 Patent, and IBM sought reexamination of the „873 and „814 Patents.  

The Patent Office confirmed the patentability of all the claims under reexamination for the „873 

Patent, all but two claims of the „814 Patent, and all but three claims of the „416 Patent. 

20. The „416 Patent was asserted against IBM in the 2009 litigation.  The „873 Patent 

was asserted in the October 2011 complaint filed against IBM.  The Patents-in-Suit are part of 

the same patent family as the patents asserted in the 2009 litigation.   
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21. In the prior litigations, ACQIS‟s infringement claims were directed toward blade 

server products.  In this suit, ACQIS‟s infringement claims are directed toward a broader range 

of modular computers.    

MODULAR COMPUTER SYSTEMS  

22. The types of products at issue in this case are modular computer systems.  

Modular computing systems are systems where multiple modular computers are housed in a 

chassis, rack or other enclosure.  Modular computer systems allow for more processing power in 

less space, simplify cabling, and reduce power consumption as compared to other computer 

system configurations.  Modular computer systems have become extremely popular over the last 

few years as customers demand more computing power and lower cost of ownership.    

23.  Huawei‟s modular computing products include at least its Tecal Server Systems, 

and similar products.     

FIRST CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘416 PATENT) 

24. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-23. 

25. ACQIS is the sole holder of the entire right, title and interest in the „416 Patent. 

26. On information and belief, Huawei directly infringes one or more of the claims of 

„416 Patent by, without authorization, making, using, offering to sell, selling, and/or importing 

into the United States infringing systems, including without limitation Huawei‟s Tecal Server 

Systems, and similar products.  These products are covered by one or more claims of the „416 

Patent.   

27. Huawei had knowledge of the „416 Patent at least as early as May 3, 2013. 
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28. Since obtaining knowledge of the „416 Patent, Huawei has indirectly infringed the 

„416 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „416 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

29. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „416 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

30. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „416 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „416 Patent. 

31. ACQIS has suffered damages as a result of infringement of the „416 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

32. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „416 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 
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SECOND CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘624 PATENT)  

33. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-32. 

34. ACQIS is the sole holder of the entire right, title and interest in the „624 Patent. 

35. On information and belief, Huawei directly infringes one or more of the claims of 

the „624 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„624 Patent.   

36. Huawei had knowledge of the „624 Patent at least as early as May 3, 2013. 

37. Since obtaining knowledge of the „624 Patent, Huawei has indirectly infringed the 

„624 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „624 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

38. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „624 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

39. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „624 

Patent, as demonstrated by, for example, providing specifications and instructions for the 
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installation and operation of the accused products, including uses that infringe one or more 

claims of the „624 Patent. 

40. ACQIS has suffered damages as a result of infringement of the „624 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

41. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „624 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

THIRD CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘487 PATENT)  

42. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-41. 

43. ACQIS is the sole holder of the entire right, title and interest in the „487 Patent. 

44. On information and belief, Huawei directly infringes one or more of the claims of 

the „487 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„487 Patent.   

45. Huawei had knowledge of the „487 Patent at least as early as May 3, 2013. 

46. Since obtaining knowledge of the „487 Patent, Huawei has indirectly infringed the 

„487 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „487 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 
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at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

47. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „487 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

48. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „487 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „487 Patent. 

49. ACQIS has suffered damages as a result of infringement of the „487 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

50. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „487 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law.  

FOURTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘873 PATENT)  

51. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-50. 

52. ACQIS is the sole holder of the entire right, title and interest in the „873 Patent. 
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53. On information and belief, Huawei directly infringes one or more of the claims of 

the „873 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„873 Patent.   

54. Huawei had knowledge of the „873 Patent at least as early as May 3, 2013. 

55. Since obtaining knowledge of the „873 Patent, Huawei has indirectly infringed the 

„873 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „873 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

56. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „873 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

57. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „873 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „873 Patent. 

58. ACQIS has suffered damages as a result of infringement of the „873 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 
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59. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „873 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

FIFTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘294 PATENT)  

60. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-59. 

61. ACQIS is the sole holder of the entire right, title and interest in the „294 Patent. 

62. On information and belief, Huawei directly infringes one or more of the claims of 

the „294 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„294 Patent.   

63. Huawei had knowledge of the „294 Patent at least as early as May 3, 2013. 

64. Since obtaining knowledge of the „294 Patent, Huawei has indirectly infringed the 

„294 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „294 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

Case 6:13-cv-00641   Document 1   Filed 09/09/13   Page 12 of 22 PageID #:  12



13 

 

65. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „294 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

66. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „294 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „294 Patent. 

67. ACQIS has suffered damages as a result of infringement of the „294 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

68. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „294 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

SIXTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘961 PATENT)  

69. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-68. 

70. ACQIS is the sole holder of the entire right, title and interest in the „961 Patent. 

71. On information and belief, Huawei directly infringes one or more of the claims of 

the „961 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 
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Server Systems, and similar products.  These products are covered by one or more claims of the 

„961 Patent.   

72. Huawei had knowledge of the „961 Patent at least as early as May 3, 2013. 

73. Since obtaining knowledge of the „961 Patent, Huawei has indirectly infringed the 

„961 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „961 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

74. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „961 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

75. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „961 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „961 Patent. 

76. ACQIS has suffered damages as a result of infringement of the „961 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

77. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „961 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 
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infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

SEVENTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘814 PATENT) 

78. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-77. 

79. ACQIS is the sole holder of the entire right, title and interest in the „814 Patent. 

80. On information and belief, Huawei directly infringes one or more of the claims of 

the „814 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„814 Patent.   

81. Huawei had knowledge of the „814 Patent at least as early as May 3, 2013. 

82. Since obtaining knowledge of the „814 Patent, Huawei has indirectly infringed the 

„814 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „814 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

83. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „814 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

84. On information and belief, Huawei‟s active inducement of infringement has 

occurred with the specific intent of encouraging others to infringe, or with willful blindness to 

the fact that their actions would induce infringement of the „814 Patent, as demonstrated by, for 
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example, providing specifications and instructions for the installation and operation of the 

accused products, including uses that infringe one or more claims of the „814 Patent. 

85. ACQIS has suffered damages as a result of infringement of the „814 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

86. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „814 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

EIGHTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘984 PATENT)  

87. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-86. 

88. ACQIS is the sole holder of the entire right, title and interest in the „984 Patent. 

89. On information and belief, Huawei directly infringes one or more of the claims of 

the „984 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.  These products are covered by one or more claims of the 

„984 Patent.   

90. Huawei had knowledge of the „984 Patent at least as early as May 3, 2013. 

91. Since obtaining knowledge of the „984 Patent, Huawei has indirectly infringed the 

„984 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „984 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 
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at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

92. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „984 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

93. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „984 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „984 Patent. 

94. ACQIS has suffered damages as a result of infringement of the „984 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

95. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „984 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

NINTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘171 PATENT)  

96. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-95. 

97. ACQIS is the sole holder of the entire right, title and interest in the „171 Patent. 
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98. On information and belief, Huawei directly infringes one or more of the claims of 

the „171 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.   These products are covered by one or more claims of the 

„171 Patent.   

99. Huawei had knowledge of the „171 Patent at least as early as May 3, 2013. 

100. Since obtaining knowledge of the „171 Patent, Huawei has indirectly infringed the 

„171 Patent by actively inducing infringement by others, and/or contributing to the infringement 

of one or more of the claims of the „171 Patent in violation of 35 U.S.C. §§ 271(b)-(c), including 

at least by providing infringing products or components with no substantial non-infringing use to 

end-users, resellers, and/or customers, along with user guides and product documentation that 

instruct end-users, resellers, and customers to use Huawei products in an infringing manner. 

101. On information and belief, Huawei end-users, resellers, and/or customers directly 

infringe the „171 Patent by using the accused products in violation of 35 U.S.C. § 271(a). 

102. On information and belief, Huawei‟s active inducement of infringement and/or 

contributory infringement has occurred with the specific intent of encouraging others to infringe, 

or with willful blindness to the fact that their actions would induce infringement of the „171 

Patent, as demonstrated by, for example, providing specifications and instructions for the 

installation and operation of the accused products, including uses that infringe one or more 

claims of the „171 Patent. 

103. ACQIS has suffered damages as a result of infringement of the „171 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 
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104. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „171 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 

TENTH CAUSE OF ACTION  

(INFRINGEMENT OF THE ‘468 PATENT)  

105. ACQIS realleges and incorporates by reference the allegations contained in 

paragraphs 1-104. 

106. ACQIS is the sole holder of the entire right, title and interest in the „468 Patent. 

107. On information and belief, Huawei directly infringes one or more of the claims of 

the „468 Patent by, without authorization, making, using, offering to sell, selling, and/or 

importing into the United States infringing systems, including without limitation Huawei‟s Tecal 

Server Systems, and similar products.   These products are covered by one or more claims of the 

„468 Patent.   

108. ACQIS has suffered damages as a result of infringement of the „468 Patent by 

Huawei, and will suffer additional damages as a result of Huawei‟s continuing infringement. 

109. For ongoing and future infringement, ACQIS will continue to suffer irreparable 

harm unless this Court enjoins Huawei, their agents, employees, representatives, and all others 

acting in concert with Huawei from infringing the „468 patent. In the alternative, ACQIS is 

entitled to damages in lieu of an injunction, in an amount consistent with the fact that, for future 

infringement, Huawei will be adjudicated infringers of a valid patent, and thus Huawei‟s future 

infringement will be willful as a matter of law. 
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WILLFUL INFRINGEMENT 

110. On May 3, 2013, ACQIS notified Huawei by certified letter of the existence of the 

ACQIS patent portfolio, including the „416, „624, „487, „873, „294, „961, „814, „984, and „171 

patents.  At that time, ACQIS informed Huawei that, in prior litigation against IBM, (1) IBM‟s 

blade server products were found by a jury to infringe claims of three ACQIS patents, including 

the „416 patent asserted in this action; (2) the claims asserted against IBM were found by the jury 

to be not invalid; and (3) the jury awarded ACQIS substantial damages for the infringement.  

ACQIS further informed Huawei that, in connection with the prior litigation, many claims in the 

ACQIS portfolio were reexamined and, ultimately, confirmed patentable by the United States 

Patent & Trademark Office.  ACQIS also identified Huawei products that are relevant to the 

ACQIS portfolio.  These products include, but are not limited to, Huawei‟s ATCA, modular 

storage platform, and Tecal Series server products.  Finally, when notifying Huawei of the 

ACQIS portfolio, ACQIS explained that it would be willing to discuss numerous forms of 

licensing or other beneficial relationships with Huawei.  As of this date, ACQIS has received no 

response from Huawei.      

111. On information and belief, Huawei has acted and continues to act in an 

objectively reckless manner regarding the asserted patents of the ACQIS portfolio.  Huawei has, 

as of this date, failed to indicate to ACQIS that it has even attempted to review the asserted 

patents.  And Huawei has failed to provide any indication that it has any reasonable basis for 

believing that the asserted patents do not cover Huawei‟s accused products.  On information and 

belief, Huawei lacks any justifiable belief that its accused products do not infringe ACQIS‟s 

asserted patents or that the asserted claims are invalid, making Huawei‟s infringement of each of 
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the „416, „624, „487, „873, „294, „961, „814, „984, and „171 patents willful.  As a result, ACQIS 

is entitled to an award of exemplary damages, attorneys‟ fees, and costs in bringing this action.   

DEMAND FOR RELIEF 

 WHEREFORE, ACQIS respectfully requests the following relief: 

a) That this Court adjudge and decree that Huawei has been and is currently 

infringing, inducing others to infringe, and committing acts of contributory infringement with 

respect to the Patents-in-Suit, and that these acts of infringement are willful; 

b) That Huawei‟s acts of infringement are willful with respect to the „416, „624, 

„487, „873, „294, „961, „814, „984, and „171 patents; 

c) That this Court enjoin Huawei from infringing any of the Patents-in-Suit; 

d) That this Court order Huawei to: 

i. recall and collect from all persons and entities that have purchased any and 

all products found to infringe any of the Patents-in-Suit that were made, 

offered for sale, sold, or otherwise distributed in the United States by 

Huawei or anyone acting on their behalf; 

ii. destroy or deliver all such infringing products to ACQIS; 

iii. revoke all licenses to all such infringing products; 

iv. disable all web pages offering or advertising all such infringing products; 

v. destroy all other marketing materials relating to all such infringing 

products; 

e) That this Court award damages to ACQIS to compensate it for each of the 

unlawful actions set forth in ACQIS‟s complaint; 
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f) That this Court award pre-judgment and post-judgment interest on such damages 

to ACQIS and order an accounting of damages that accrue between the close of fact discovery 

and the date a final judgment is entered in this litigation; 

g) That this Court determine that this patent infringement case is exceptional and 

award ACQIS its costs and attorneys‟ fees incurred in this action pursuant to 35 U.S.C. § 285; 

and 

h) That this Court award such other relief as the Court deems just and proper. 

DEMAND FOR JURY TRIAL 

ACQIS respectfully requests a trial by jury on all issues triable thereby. 

 

Dated:  September 9, 2013 

 

Respectfully submitted, 

 

 

    /s/   James P. Brogan   

James P. Brogan 

Wayne O. Stacy, State Bar #24008070 

COOLEY LLP 

380 Interlocken Crescent, Ste. 900 

Broomfield, CO  80021-8023 

Telephone: (720) 566-4000 

Facsimile: (720) 566-4099 

 

Thomas J. Friel, Jr. 

COOLEY LLP 

101 California Street, 5
th

 Floor 

San Francisco, CA  94111-5800 

Telephone: (415) 693-2000 

Facsimile: (415) 693-2222 

 

Attorneys for Plaintiff ACQIS LLC 
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COMPUTER SYSTEM UTILIZING 
MULTIPLE COMPUTER MODULES WITH 

PASSWORD PROTECTION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority as a continuation 
of U.S. nonprovisional patent application Ser. No. 11/097, 
694, filed Mar. 31, 2005, which is a continuation of U.S. 
nonprovisional patent application Ser. No. 10/772,214, filed 
Feb. 3, 2004 now U.S. Pat. No. 7,099,981, which is a 
continuation of U.S. nonprovisional patent application Ser. 
No. 09/569,758, filed May 12, 2000 (Now U.S. Pat. No. 
6,718,415), which claimed priority to U.S. Provisional 
Application No. 60/134,122 filed May 14, 1999, commonly 
assigned, and hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to computing devices. More 
particularly, the present invention provides a system includ
ing a plurality of computer modules that can independently 
operate to provide backup capability, dual processing, and 
the like. Merely by way of example, the present invention is 
applied to a modular computing environment for desk top 
computers, but it will be recognized that the invention has a 
much wider range of applicability. It can be applied to a 
server as well as other portable or modular computing 
applications. 

2 
flat panel display that has poor viewing characteristics. 
Additionally, these devices also have poor input devices 
such as smaller keyboards and the like. Furthermore, these 
devices have limited common platforms to transfer infor
mation to and from these devices and other devices such as 
PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 

10 Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at 
the cost of consumers. A drawback to having two separate 
computers is that the user must often purchase both the 
desktop and laptop to have "total" computing power, where 

15 the desktop serves as a "regular" computer and the laptop 
serves as a "portable" computer. Purchasing both computers 
is often costly and runs "thousands" of dollars. The user also 
wastes a significant amount of time transferring software 
and data between the two types of computers. For example, 

20 the user must often couple the portable computer to a local 
area network (i.e., LAN), to a serial port with a modem and 
then manually transfer over files and data between the 
desktop and the portable computer. Alternatively, the user 
often must use floppy disks to "zip" up files and programs 

25 that exceed the storage capacity of conventional floppy 
disks, and transfer the floppy disk data manually. 

Another drawback with the current model of separate 
portable and desktop computer is that the user has to spend 

30 
money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because 

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 35 

giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 40 

also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 

program software and supporting programs generally must 
be installed upon both hard drives in order for the user to 
operate programs on the road and in the office, hard disk 
space is often wasted. 

One approach to reduce some of these drawbacks has 
been the use of a docking station with a portable computer. 
Here, the user has the portable computer for "on the road" 
use and a docking station that houses the portable computer 
for office use. or 17 inches or 20 inches in diameter. High resolution flat 

panel displays are also used with PCs. 
Many external or peripheral devices can be used with the 45 

PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip™ Drive product sold by 
Iomega Corporation of Utah. Other storage devices include 
external hard drives, tape drives, and others. Additional 
devices include communication devices such as a modem, so 
which can be used to link the PC to a wide area network of 

Similar to separate desktop and portable computers, there 
is no commonality between two desktop computers. To date, 
most personal computers are constructed with a single 
motherboard that provides connection for CPU and other 
components in the computer. Dual CPU systems have been 
available through Intel's slot 1 architecture. For example, 
two Pentium II cartridges can be plugged into two "slot 1" 
card slots on a motherboard to form a Dual-processor 

computers such as the Internet. Furthermore, the PC can 
include output devices such as a printer and other output 
means. Moreover, the PC can include special audio output 
devices such as speakers the like. 

PCs also have easy to use keyboards, mouse input 
devices, and the like. The keyboard is generally configured 
similar to a typewriter format. The keyboard also has the 
length and width for easily inputting information by way of 
keys to the computer. The mouse also has a sufficient size 
and shape to easily move a curser on the display from one 
location to another location. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have 
many limitations. These computing devices have poor dis
play technology. In fact, these devices often have a smaller 

system. The two CPU's share a common host bus that 
connects to the rest of the system, e.g. main memory, hard 
disk drive, graphics subsystem, and others. Dual CPU sys-

55 terns have the advantage of increased CPU performance for 
the whole system. Adding a CPU cartridge requires no 
change in operating systems and application software. How
ever, dual CPU systems may suffer limited performance 
improvement if memory or disk drive bandwidth becomes 

60 the limiting factor. Also, dual CPU systems have to time
share the processing unit in running multiple applications. 
CPU performance improvement efficiency also depends on 
software coding structure. Dual CPU systems provide no 
hardware redundancy to help fault tolerance. In running 

65 multiple applications, memory and disk drive data through
put will become the limiting factor in improving perfor
mance with multi-processor systems. 

Case 6:13-cv-00641   Document 1-1   Filed 09/09/13   Page 23 of 40 PageID #:  45



US 7,363,416 B2 
3 

The present invention generally relates to computer inter
faces. More specifically, the present invention relates to an 
interface channel that interfaces two computer interface 
buses that operate under protocols that are different from that 
used by the interface channel. 

Interfaces coupling two independent computer buses are 
well known in the art. A block diagram of a computer system 
utilizing such a prior art interface is shown in FIG. 5. In FIG. 
5, a primary peripheral component interconnect (PCI) bus 

10 
505 of a notebook PC 500 is coupled to a secondary PCI bus 
555 in a docking system 550 (also referred to as docking 
station 550) through high pin count connectors 501 and 502, 
which are normally mating connectors. The high pin count 
connectors 501 and 502 contain a sufficiently large number 15 
of pins so as to carry PCI bus signals between the two PCI 
buses without any translation. The main purpose for inter
facing the two independent PCI buses is to allow transac
tions to occur between a master on one PCI bus and a target 
on the other PCI bus. The interface between these two 20 
independent PCI buses additionally includes an optional PCI 
to PCI bridge 560, located in the docking station 550, to 
expand the add on capability in docking station 550. The 
bridge 560 creates a new bus number for devices behind the 
bridge 560 so that they are not on the same bus number as 25 
other devices in the system thus increasing the add on 
capability in the docking station 550. 

4 
Thus, what is needed are computer systems that can have 

multiple computer modules. Each computer module has 
dedicated memory and disk drive, and can operate indepen
dently. 

BRIEF SUMMARY OF THE INVENTION 

According to the present invention, a technique including 
a method and device for multi-module computing is pro
vided. In an exemplary embodiment, the present invention 
provides a system including a plurality of computer modules 
that can independently operate to provide backup capability, 
dual processing, and the like. 

In a specific embodiment, the present invention provides 
a computer system for multi-processing purposes. The com
puter system has a console comprising a first coupling site 
and a second coupling site, e.g., computer module bay. Each 
coupling site comprises a connector. The console is an 
enclosure that is capable of housing each coupling site. The 
system also has a plurality of computer modules, where each 
of the computer modules is coupled to one of the connectors. 
Each of the computer modules has a processing unit, a main 
memory coupled to the processing unit, a graphics controller 
coupled to the processing unit, and a mass storage device 
coupled to the processing unit. Each of the computer mod
ules is substantially similar in design to each other to provide 
independent processing of each of the computer modules in 
the computer system. 

In an alternative specific embodiment, the present inven-
An interface such as that shown in FIG. 5 provides an 

adequate interface between the primary and secondary PCI 
buses. However, the interface is limited in a number of ways. 
The interface transfers signals between the primary and 
secondary PCI buses using the protocols of a PCI bus. 
Consequently, the interface is subject to the limitations 
under which PCI buses operate. One such limitation is the 
fact that PCI buses are not cable friendly. The cable friend
liness of the interface was not a major concern in the prior 
art. However, in the context of the computer system of the 
present invention, which is described in the present inven
tor's (William W.Y. Chu's) application for "Personal Com
puter Peripheral Console With Attached Computer Module" 
filed concurrently with the present application on Sep. 8, 
1998 and incorporated herein by reference, a cable friendly 
interface is desired for interfacing an attached computer 
module (ACM) and a peripheral console of the present 
invention. Furthermore, as a result of operating by PCI 
protocols, the prior art interface includes a very large 
number of signal channels with a corresponding large num
ber of conductive lines (and a similarly large number of pins 

30 tion provides a multi-processing computer system. The 
system has a console comprising a first coupling site and a 
second coupling site. Each coupling site comprises a con
nector. The console is an enclosure that is capable of housing 
each coupling site. The system also has a plurality of 

in the connectors of the interface) that are commensurate in 
number with the number of signal lines in the PCI buses 
which it interfaces. One disadvantage of an interface having 
a relatively large number of conductive lines and pins is that 
it costs more than one that uses a fewer number of conduc
tive lines and pins. Additionally, an interface having a large 
number of conductive lines is bulkier and more cumbersome 

35 computer modules, where each of the computer modules is 
coupled to one of the connectors. Each of the computer 
modules has a processing unit, a main memory coupled to 
the processing unit, a graphics controller coupled to the 
processing unit, a mass storage device coupled to the pro-

40 cessing unit, and a video output coupled to the processing 
unit. Each of the computer modules is substantially similar 
in design to each other to provide independent processing of 
each of the computer modules in the computer system. A 
video switch circuit is coupled to each of the computer 

45 modules through the video output. The video switch is 
configured to switch a video signal from any one of the 
computer modules to a display. 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. In one embodi-

50 ment, the invention provides improved processing and main
tenance features. The invention can also provide increased 
CPU performance for the whole system. The invention also 
can be implemented without changes in operating system 
and application software. The present invention is also 

55 implemented using conventional technologies that can be 
provided in the present computer system in an easy and 
efficient manner. 

to handle. Finally, a relatively large number of signal chan
nels in the interface renders the option of using differential 
voltage signals less viable because a differential voltage 
signal method would require duplicating a large number of 
signal lines. It is desirable to use a low voltage differential 60 

signal (LVDS) channel in the computer system of the present 
invention because an LVDS channel is more cable friendly, 
faster, consumes less power, and generates less noise, 
including electromagnetic interferences (EMI), than a PCI 
channel. The term LVDS is herein used to generically refer 65 

to low voltage differential signals and is not intended to be 
limited to any particular type of LVDS technology. 

In another embodiment, the invention provides at least 
two users to share the same modular desktop system. Each 
user operates on a different computer module. The other 
peripheral devices, i.e. CDROM, printer, DSL connection, 
etc. can be shared. This provides lower system cost, less 
desktop space and more efficiency. Depending upon the 
embodiment, one or more of these benefits can be available. 
These and other advantages or benefits are described 
throughout the present specification and are described more 
particularly below. 
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In still further embodiments, the present invention pro
vides methods of using multiple computer modules. 

The present invention encompasses an apparatus for 
bridging a first computer interface bus and a second com
puter interface bus, where each of the first and second 
computer interface buses have a number of parallel multi
plexed address/data bus lines and operate at a clock speed in 
a predetermined clock speed range having a minimum clock 
speed and a maximum clock speed. The apparatus comprises 

6 
address/data bus lines and operate at a clock speed in a 
predetermined clock speed range having a minimum clock 
speed and a maximum clock speed. The apparatus comprises 
an interface channel having a clock charmel and a plurality 
of bit channels for transmitting bits; a first interface con
troller coupled to the first computer interface bus and to the 
interface channel to encode first control signals from the first 
computer interface bus into first control bits to be transmit
ted on the interface charmel and to decode second control 

an interface channel having a clock line and a plurality of bit 
lines for transmitting bits; a first interface controller coupled 

10 bits received from the interface charmel into second control 

to the first computer interface bus and to the interface 
channel to encode first control signals from the first com
puter interface bus into first control bits to be transmitted on 
the interface channel and to decode second control bits 15 

received from the interface channel into second control 
signals to be transmitted to the first computer interface bus; 
and a second interface controller coupled to the interface 
channel and the second computer interface bus to decode the 
first control bits from the interface channel into third control 20 

signals to be transmitted on the second computer interface 
bus and to encode fourth control signals from the second 
computer interface bus into the second control bits to be 
transmitted on the interface charmel. 

signals to be transmitted to the first computer interface bus; 
and a second interface controller coupled to the interface 
channel and the second computer interface bus to decode the 
first control bits from the interface charmel into third control 
signals to be transmitted on the second computer interface 
bus and to encode fourth control signals from the second 
computer interface bus into the second control bits to be 
transmitted on the interface channel. 

In one embodiment, the first and second interface con
trollers comprise a host interface controller (HIC) and a 
peripheral interface controller (PIC), respectively, the first 
and second computer interface buses comprise a primary 
PCI and a secondary PCI bus, respectively, and the interface 
channel comprises an LVDS charmel. 

In a preferred embodiment, the interface charmel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PCI buses and 
operates at a clock speed higher than the clock speed at 
which any of the bus lines operates. More specifically, the 

In one embodiment, the first and second interface con- 25 

trollers comprise a host interface controller (HIC) and a 
peripheral interface controller (PIC), respectively, the first 
and second computer interface buses comprise a primary 
PCI and a secondary PCI bus, respectively, and the interface 
channel comprises an LVDS channel. 30 interface charmel includes two sets of unidirectional serial 

The present invention overcomes the aforementioned 
disadvantages of the prior art by interfacing two PCI or 
PCI-like buses using a non-PCI or non-PCI-like charmel. In 
the present invention, PCI control signals are encoded into 
control bits and the control bits, rather than the control 35 

signals that they represent, are transmitted on the interface 
channel. At the receiving end, the control bits representing 
control signals are decoded back into PCI control signals 
prior to being transmitted to the intended PCI bus. 

bit charmels which transmit data in opposite directions such 
that one set of bit channels transmits serial bits from the HIC 
to the PIC while the other set transmits serial bits from the 
PIC to the HIC. For each cycle of the PCI clock, each bit 
channel of the interface channel transmits a packet of serial 
bits. 

The HIC and PIC each include a bus controller to inter-
face with the first and second computer interface buses, 
respectively, and to manage transactions that occur there
with. The HIC and PIC also include a translator coupled to 
the bus controller to encode control signals from the first and 
second computer interface buses, respectively, into control 
bits and to decode control bits from the interface channel 
into control signals. Additionally, the HIC and PIC each 

45 include a transmitter and a receiver coupled to the translator. 

The fact that control bits rather than control signals are 40 

transmitted on the interface charmel allows using a smaller 
number of signal channels and a correspondingly small 
number of conductive lines in the interface channel than 
would otherwise be possible. This is because the control bits 
can be more easily multiplexed at one end of the interface 
channel and recovered at the other end than control signals. 
This relatively small number of signal channels used in the 
interface channel allows using LVDS channels for the inter
face. As mentioned above, an LVDS charmel is more cable 
friendly, faster, consumes less power, and generates less 50 

noise than a PCI bus charmel, which is used in the prior art 
to interface two PCI buses. Therefore, the present invention 
advantageously uses an L VDS channel for the hereto unused 
purpose of interfacing PCI or PCI-like buses. The relatively 
smaller number of signal charmels in the interface also 55 

allows using connectors having smaller pins counts. As 
mentioned above an interface having a smaller number of 
signal channels and, therefore, a smaller number of conduc
tive lines is less bulky and less expensive than one having a 
larger number of signal channels. Similarly, connectors 60 

having a smaller number of pins are also less expensive and 
less bulky than connectors having a larger number of pins. 

In one embodiment, the present invention encompasses an 
apparatus for bridging a first computer interface bus and a 
second computer interface bus, in a microprocessor based 65 

computer system where each of the first and second com
puter interface buses have a number of parallel multiplexed 

The transmitter converts parallel bits into serial bits and 
transmits the serial bits to the interface channel. The receiver 
receives serial bits from the interface channel and converts 
them into parallel bits. 

According to the present invention, a technique including 
a method and device for securing a computer module using 
a password in a computer system is provided. In an exem
plary embodiment, the present invention provides a security 
system for an attached computer module "ACM"). In an 
embodiment, the ACM inserts into a Computer Module Bay 
(CMB) within a peripheral console to form a functional 
computer. 

In a specific embodiment, the present invention provides 
a computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a 
central processing unit (i.e., integrated circuit chip) in the 
enclosure. The module has a hard disk drive in the enclosure, 
where the hard disk drive is coupled to the central processing 
unit. The module further has a programmable memory 
device in the enclosure, where the programmable memory 
device can be configurable to store a password for prevent-
ing a possibility of unauthorized use of the hard disk drive 
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and/or other module elements. The stored password can be 
any suitable key strokes that a user can change from time to 
time. In a further embodiment, the present invention pro
vides a permanent password or user identification code 
stored in flash memory, which also can be in the processing 
unit, or other integrated circuit element. The permanent 
password or user identification code is designed to provide 
a permanent "finger print" on the attached computer module. 

In a specific embodiment, the present invention provides 

8 
FIG. 7 is a partial block diagram of a computer system 

using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

FIG. 8 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the 
host and peripheral interface controllers, respectively. 

FIG. 9 is a block diagram of one embodiment of the host 
interface controller and the peripheral interface controller of 
the present invention. 

FIG. 10 is a detailed block diagram of one embodiment of 
the host interface controller of the present invention. 

FIG. 11 is a detailed block diagram of one embodiment of 
the PIC of the present invention. 

a variety of methods. In one embodiment, the present 10 

invention provides a method for operating a computer 
system such as a modular computer system and others. The 
method includes inserting an attached computer module 
"ACM") into a bay of a modular computer system. The 
ACM has a microprocessor unit (e.g., microcontroller, 
microprocessor) coupled to a mass memory storage device 
(e.g., hard disk). The method also includes applying power 

FIG. 12 is a table showing the symbols, signals, data rate 
15 and description of signals in a first embodiment of the 

XPBus. 

to the computer system and the ACM to execute a security 
program, which is stored in the mass memory storage 
device. The method also includes prompting for a user 20 

password from a user on a display (e.g., flat panel, CRT). In 
a further embodiment, the present method includes a step of 
reading a permanent password or user identification code 
stored in flash memory, or other integrated circuit element. 
The permanent password or user identification code pro- 25 

vides a permanent finger print on the attached computer 
module. The present invention includes a variety of these 
methods that can be implemented in computer codes, for 
example, as well as hardware. 

Numerous benefits are achieved using the present inven- 30 

tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in 

FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits 
transmitted in each clock cycle of the XPBus. 

FIG. 14 is a table showing information transmitted on the 
XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. 

FIG. 15 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

FIG. 16 is a table showing the names, types, number of 
pins dedicated to, and the description of the primary bus PCI 
signals. 

FIG. 17 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. 

FIG. 18 is a simplified block diagram of a security system 
for a computer module according to an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

According to the present invention, a technique including 
a method and device for multi-module computing is pro
vided. In an exemplary embodiment, the present invention 
provides a system including a plurality of computer modules 

a specific embodiment. Additionally, the present invention 
substantially prevents accidental removal of the ACM from 35 

the console. In some embodiments, the present invention 
prevents illegal or unauthorized use during transit. The 
present invention is also implemented using conventional 
technologies that can be provided in the present computer 
system in an easy and efficient manner. Depending upon the 40 

embodiment, one or more of these benefits can be available. 
These and other advantages or benefits are described 
throughout the present specification and are described more 
particularly below. 

45 that can independently operate to provide backup capability, 
dual processing, and the like. 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 
detail in conjunction with the text below and attached Figs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified block diagram of a computer system 
according to an alternative embodiment of the present 
invention; 

FIG. 3 is a simplified block diagram of a computer system 
according to a further alternative embodiment of the present 
invention; and 

FIG. 4 is a simplified flow diagram of a method according 
to an embodiment of the present invention. 

FIG. 5 is a block diagram of a computer system using a 
prior art interface between a primary and a secondary PCI 
bus. 

FIG. 1 is a simplified diagram of a computer system 100 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 

50 scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alter
natives. The computer system 100 includes an attached 
computer module (i.e., ACM) 113, a desktop console 101, 
among other elements. The computer system also has 

55 another ACM module 117. Each ACM module has a respec
tive slot 121, 119, which mechanically houses and electri
cally couples each ACM to the computer console. Also 
shown is a display 111, which connects to the console. 
Additionally, keyboard 109 and mouse 115 are also shown. 

60 A second display 102, keyboard 105, and mouse 107 can be 
coupled to the console in some optional embodiments to 
allow more than one user to operate the computer system. 
The computer system is modular and has a variety of 

FIG. 6 is a block diagram of one embodiment of a 65 

computer system using the interface of the present inven-

components that are removable. Some of these components 
(or modules) can be used in different computers, worksta
tions, computerized television sets, and portable or laptop 

tion. units. 
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In the present embodiment, each ACM 113 includes 
computer components, as will be described below, including 
a central processing unit "CPU"), IDE controller, hard disk 
drive, computer memory, and the like. The computer module 
bay (i.e., CMB) 121 is an opening or slot in the desktop 
console. The CMB houses the ACM and provides commu
nication to and from the ACM. The CMB also provides 
mechanical protection and support to the ACM. The CMB 
has a mechanical alignment mechanism for mating a portion 

10 
used for the primary ACM if a high bandwidth peripheral 
bus, e.g. PCI Bus, is not connected from the primary ACM 
to the peripheral board. 

The shared peripheral console has a chassis and a moth-
erboard that connects the following devices: 

1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. RGB monitor, 
3) Add-on means, e.g. PCI add-on slots, 

of the ACM to the console. The CMB further has thermal 10 

4) Two Computer Module Bays (CMB) with connectors 
to two ACMs, 

heat dissipation sinks, electrical connection mechanisms, 
and the like. Some details of the ACM can be found in 
co-pending patent application Ser. Nos. 09/149,882 and 
09/149,548 filed Sep. 8, 1998, commonly assigned, and 
hereby incorporated by reference for all purposes. 

In a specific embodiment, the present multiple computer 
module system has a peripheral console that has two or more 
computer bays that can receive a removable computer 
module or ACM. Multiple computer module system can 
function as a personal computer with only one ACM and the 
peripheral console. The second and additional ACM can be 
added later to increase overall system performance and 
reliability. The ACM operates independently as self-con
tained computer, communicates with each other through a 
high-speed serial communication and share most peripheral 
devices within the peripheral console. Each ACM controls 
its independent graphics subsystem and drives separate 
video output signals. A practical implementation is a dual 
ACM system. In a dual ACM system, two monitors can be 
used to display the two ACMs' graphics outputs at the same 
time. For a single monitor, a RGB switch is used to switch 
between the video outputs of the two ACMs and can be 
controlled by a command from the user. Similarly, input 
devices (i.e. keyboard and mouse) are switched between the 
two computer systems with a command from the user. 
Command from the user can be in the form of either a 
dedicated key on the keyboard or a special icon on the screen 
that the mouse can click on. 

In most embodiments, the ACM includes an enclosure 
such as the one described with the following components, 
which should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 

3) Main memory; 

4) A single primary Hard Disk Drive "HDD") that has a 
security program; 

5) Flash memory with system BIOS and programmable 
user password; 

6) Operating System, application software, data files on 
primary HDD; 

7) An interface device and connectors to peripheral con
sole; 

15 

5) A serial communication Hub controller that interfaces 
to serial communication controller of both ACMs, 

6) Shared storage subsystem, e.g. Floppy drive, CD ROM 
drive, DVD drive, or 2nd Hard Drive, 

7) Communication device, e.g. modem, 
8) Power supply, and others. 
The computer bay is an opening in the peripheral console 

that receives an ACM. CMB provides mechanical protection 
to ACM, mechanical alignment for connector mating, 

20 mechanical locking system to prevent theft and accidental 
removal, and connectors at the end of the opening for 
connecting to ACM. The interface bus between ACM and 
the peripheral console has a video bus, peripheral connec
tions, serial communication connection, control signals and 

25 power connection. Video bus includes video output of 
graphics devices, i.e. analog RGB and control signals for 
monitor. Power connection supplies the power for ACM. 

An implementation of peripheral sharing is the use of 
Ethernet controllers to bridge the communication between 

30 the two ACMs. Some of the peripheral devices residing in 
the peripheral console are shown in the simplified diagram 
of FIG. 2. As shown, the diagram is merely an illustration 
which should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize many other 

35 variations, alternatives, and modifications. As shown, a 
primary ACM 203 is connected to PCI peripheral devices in 
the peripheral console through the PCI bus 225 that passes 
through the connection between primary ACM 203 and 
peripheral console 201. As shown, ACM has a CPU module 

40 207 coupled to the PCI bus through a North Bridge 211. 
The CPU module can use a suitable microprocessing nnit, 

microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel 

45 Corporation and like microprocessors from AMD Corpora
tion, Cyrix Corporation (now National Semiconductor Cor
poration), and others. In other aspects, the microprocessor 
can be one such as the Compaq Computer Corporation 
Alpha Chip, Apple Computer Corporation PowerPC G3 

50 processor, and the like. Further, higher speed processors are 
contemplated in other embodiments as technology increases 
in the future. 

8) A software controllable mechanical lock, lock control 55 
means, and other accessories. 

In the CPU module, peripheral controller 213 is coupled 
to BIOS/flash memory 217. Additionally, the peripheral 
controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 

The ACM connects to a peripheral console with power 
supply, a display device, an input device, and other elements. 
Some details of these elements with the present system are 
described in more detail below. In a dual ACM system, the 60 

primary ACM can connect directly to the peripheral board in 
the peripheral console. The second ACM can connect either 
directly or indirectly to the peripheral board. For indirect 
connection, a receptacle board is added to allow a cable 
connection to the peripheral board. This is to facilitate the 65 

mechanical positioning of the secondACM inside the com
puter chassis. The receptacle board approach can even be 

module 215. Among other elements, the ACM includes 
north bridge 215, graphics subsystem 223 (e.g., graphics 
accelerator, graphics memory), an IDE controller, and other 
components. Adjacent to and in parallel aligrm1ent with the 
hard drive module 215 is the PCI bus. In a specific embodi-
ment, North Bridge unit 211 often couples to a computer 
memory 209, to the graphics subsystem, and to the periph
eral controller via the PCI bus. Graphics subsystem typically 
couples to a graphics memory, and other elements. IDE 
controller generally supports and provides timing signals 
necessary for the IDE bus. In the present embodiment, the 
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IDE controller is embodied as part of a P114XE controller 
from Intel, for example. Other types of buses than IDE are 
contemplated, for example EIDE, SCSI, 1394, and the like 
in alternative embodiments of the present invention. 

The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Win
dows98 operating system from Microsoft Corporation of 
Redmond Wash. Other operating systems, such as Win
dowsNT, MacOS8, Unix, and the like are also contemplated 

12 
to an I/0 control 237, which connects to keyboard/mouse 
switch 245, which couples to keyboard/mouse 247. Option
ally, the keyboard/mouse switch also couples to a second 
keyboard/house 259 via PS2 or USB signal line 251. The 
keyboard/mouse switch has at least a first state and a second 
state, which allow operation of respectively multiple key
boards or a single keyboard. The switch also couples to each 
I/0 controller 221 in each ACM via lines 253, 255. The I/0 
control 237 also couples to an RGB switch 257, which 

10 allows video signals to pass to the first monitor 259. Alter
natively, the RGB switch couples to a second monitor 261. 
The RGB switch includes analog video switches such as 
MAXIM's MAX4545. 

in alternative embodiments of the present invention. Further, 
some typical application software programs can include 
Office98 by Microsoft Corporation, Corel Perfect Suite by 
Corel, and others. Hard disk module 215 includes a hard disk 15 

drive. The hard disk drive, however, can also be replaced by 
removable hard disk drives, read/write CD ROMs, flash 
memory, floppy disk drives, and the like. A small form 
factor, for example 2.5", is currently contemplated, however, 
other form factors, such as PC card, and the like are also 20 

contemplated. Mass storage unit 240 may also support other 
interfaces than IDE. 

The peripheral system 201 also has an independent power 
supply 231 for each ACM. Each power supply provides 
power to each ACM. As merely an example, the power 
supply is a MICRO ATX 150W made by ENLIGHT, but can 
be others. The power supply is connected or coupled to each 
ACM through a separate line, for example. The independent 
power supply allows for independent operation of each 
ACM in some embodiments. 

The above embodiments are described generally in terms 
of hardware and software. It will be recognized, however, 
that the functionality of the hardware can be further com-

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be an 
Ethernet controller 219, which is coupled to the North 
Bridge through the PCI bus. The North Bridge is coupled to 
the CPU. The Ethernet controller can be a 10/100 Base, such 
as Intel's 82559 or the like. Other types of network connec
tion devices can also be used. For example, the invention can 
use Gbit Ethernet 1394, and USB 2.0. The network control
ler couples to a hub 233 in the console, which includes 
shared peripheral system 201. 

Also shown is the second ACM 205. The second ACM 
has the same or similar components as the first ACM. Here, 
like reference numerals have been used for easy cross
referencing, but is not intended to be limiting. In some 
embodiments, the secondary ACM is not connected to the 
PCI bus in the peripheral console directly. The secondary 
ACM 219 accesses peripheral devices controlled by the 
primary ACM through the Ethernet connection to the pri
mary ACM, e.g. CD-ROM, or PCI modem. The implemen
tation is not restricted to Ethernet serial communication and 
can use other high-speed serial communication such as USB 
2.0, and 1394. The Ethernet hub is coupled to an external 
output port 235, which connects to an external network. 

The primary hard disk drive in each ACM can be accessed 
by the other ACM as sharable hard drive through the 
Ethernet connection. This allows the easy sharing of files 
between the two independent computer modules. The Eth
ernet Hub Controller provides the high-speed communica
tion function between the two computer modules. Ethernet 
data bandwidth of 100 Mbit/sec allows fast data communi
cation between the two computer modules. The secondary 
ACM access peripheral devices of the primary ACM 
through the network connection provided by Ethernet link. 
The operating system, e.g. Windows 98, provides the shar
ing of resources between the two ACMs. In some embodi
ments, critical data in oneACM can be backup into the other 
ACM. 

The Ethernet hub also couples to PCI bus 239, which 
connects to PCI devices 241, 243, e.g., modem, SCSI 
controller. A flash memory 242 can also be coupled to the 
PCI bus. The flash memory can store passwords and security 
information, such as those implementations described in 
U.S. Ser. No. 09/183,493, which is commonly owned, and 
hereby incorporated by reference. The hub 233 also couples 

25 bined or even separated. The functionality of the software 
can also be further combined or even separated. Hardware 
can be replaced, at times, with software. Software can be 
replaced, at times, with hardware. Accordingly, the present 
embodiments should not be construed as limiting the scope 

30 of the claims here. One of ordinary skill in the art would 
recognize other variations, modifications, and alternatives. 

FIG. 3 is a simplified block diagram 300 of a computer 
system according to an alternative embodiment of the 
present invention. This diagram is merely an example which 

35 should not limit the scope of the claims herein. One of 
ordinary skill in the art would recognizes many other 
variations, modifications, and alternatives. Like reference 
numerals are used in this FIG. as the previous FIGS. for easy 
referencing, but are not intended to be limiting. As shown, 

40 each ACM includes common elements as the previous FIG. 
A primary ACM 203 is connected to PCI peripheral devices 
in the peripheral console through the PCI bus 225 that passes 
through the connection between primary ACM 203 and 
peripheral console 201. As shown, ACM has a CPU module 

45 207 coupled to the PCI bus through a North Bridge 211. 
The CPU module can use a suitable microprocessing unit, 

microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel 

50 Corporation and like microprocessors from AMD Corpora
tion, Cyrix Corporation (now National Semiconductor Cor
poration), and others. In other aspects, the microprocessor 
can be one such as the Compaq Computer Corporation 
Alpha Chip, Apple Computer Corporation PowerPC G3 

55 processor, and the like. Further, higher speed processors are 
contemplated in other embodiments as technology increases 
in the future. 

In the CPU module, peripheral controller 213 is coupled 
to BIOS/flash memory 217. Additionally, the peripheral 

60 controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, the ACM includes 
north bridge 215, graphics subsystem 223 (e.g., graphics 
accelerator, graphics memory), an IDE controller, and other 

65 components. Adjacent to and in parallel alignment with the 
hard drive module 215 is the PCI bus. In a specific embodi
ment, North Bridge unit 211 often couples to a computer 
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memory 209, to the graphics subsystem, and to the periph
eral controller via the PCI bus. Graphics subsystem typically 
couples to a graphics memory, and other elements. IDE 
controller generally supports and provides timing signals 
necessary for the IDE bus. In the present embodiment, the 
IDE controller is embodied as part of a P114XE controller 
from Intel, for example. Other types of buses than IDE are 
contemplated, for example EIDE, SCSI, 1394, and the like 
in alternative embodiments of the present invention. 

14 
A dual ACM system can save space, wiring, and cost for 

a 2-person PC setup, with the added benefit that both PC 
systems can be accessed from one user site for increased 
system performance if the other user is not using the system. 
Files can be copied between the primary drive of both 
system and provides protection against a single ACM fail
ure. Software needs to be developed to manage the concur
rent use of two PC subsystems, the automatic sharing of 
selected files between the two systems, and fault tolerance. 

The design with more than two computer modules can be 
implemented with the use of multi-port, serial communica
tion hub controller and multi-port I/0 switches. In one 
embodiment, a peripheral console has four computer bays 
for four separate computer modules. The computer modules 

The hard drive module or mass storage unit 215 typically 10 

includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Win
dows98 operating system from Microsoft Corporation of 
Redmond Wash. Other operating systems, such as Win
dowsNT, MacOSS, Unix, and the like are also contemplated 

15 communicate through a four port Ethernet hub. The video, 
keyboard, and mouse switch will cycle through the connec
tion from each computer module to the external monitor, 
keyboard, and mouse with a push button sequentially. This 
embodiment is useful for a server that performs different 

in alternative embodiments of the present invention. Further, 
some typical application software programs can include 
Office98 by Microsoft Corporation, Corel Perfect Suite by 
Corel, and others. Hard disk module 215 includes a hard disk 
drive. The hard disk drive, however, can also be replaced by 
removable hard disk drives, read/write CD ROMs, flash 
memory, floppy disk drives, and the like. A small form 
factor, for example 2.5", is currently contemplated, however, 
other form factors, such as PC card, and the like are also 
contemplated. Mass storage unit 240 may also support other 
interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be 
coupled to a serial port 302, which is coupled to the PCI bus 
in the ACM. The serial port is coupled to the peripheral 
console through a serial controller 301 in the serial console. 
The serial controller is connected to PCI bus 239. The serial 
controller is also coupled to a serial hub controller 303, 
which is coupled to the PCI bus and a second ACM. In a 
specific embodiment, a receptacle board 310 is added to 
connect to the second ACM. The purpose of the receptacle 
board is to allow a cable connection 307 to the peripheral 
board 300. The cable connection is possible because the 
signals needed to connect to the peripheral board can be 
limited to video, I/0, serial communication, and power. The 
serial communication controller can be placed on the recep
tacle board and not in the ACM. As shown, the serial bus 
controller couples to the PCI bus. The receptacle board also 
couples to power, graphics subsystem, I/0 controller, and 
other elements, which may be on a common bus. The overall 
operation of the present configuration is similar to the 
previous one except it operates in serial communication 
mode. 

The Dual ACM system can support different usage mod
els: 

1. One user using both ACMs concurrently with 1 or 2 
monitors, and a common keyboard/mouse. 

2. Two users using the two separate ACMs at the same 
time with separate monitors and keyboard/mouse. The 2 
users share peripherals, e.g., printer, CDROM, and others. 
The two users share external networking. 

To support 1 monitor for bothACMs, a video switch in the 
peripheral console is used to switch between the video 
outputs of the two ACMs. The system can be set to support 
either 1 monitor or 2-monitor mode. The user presses a 
special key on the keyboard or a special icon on the screen 

20 functions concurrently, e.g. email, application hosting, web 
hosting, firewall, etc. 

The above embodiments are described generally in terms 
of hardware and software. It will be recognized, however, 
that the functionality of the hardware can be further com-

25 bined or even separated. The functionality of the software 
can also be further combined or even separated. Hardware 
can be replaced, at times, with software. Software can be 
replaced, at times, with hardware. Accordingly, the present 
embodiments should not be construed as limiting the scope 

30 of the claims here. One of ordinary skill in the art would 
recognize other variations, modifications, and alternatives. 

FIG. 4 is a simplified diagram of a method according to 
an embodiment of the present invention. This diagram is 
merely an example which should not limit the scope of the 

35 claims herein. One of ordinary skill in the art would recog
nize many other variations, modifications, and alternatives. 
The present diagram illustrates an automatic file backup 
procedure from one computer module to the other. As 
shown, a user selects (step 401) a certain file in one of the 

40 computer module for automatic backup. Next, the method 
determines if another module is available, step 403. If so, the 
method in the originating module requests the other com
puter module to create (step 405) backup file. Alternatively, 
the method alerts the user of the missing or malfunctioning 

45 module, step 429. The method then has the user try later 431, 
once the missing or malfunctioning module has been 
replaced or repaired. Next, the method determines ifthere is 
sufficient storage available in the other computer module for 
the backup files. If so, the method goes to the next step. 

50 (Alternatively, the method prompts (step 433) a message to 
the user indicating that the storage is full.) In the next step, 
the method stores the backup file in memory of the other 
module. After the backup file has been successfully created 
(step 409), the software in the originating ACM sets a timer 

55 to check (step 411) for file modification via branches 423, 
427 through continue, step 425 process. If a file selected for 
backup has been modified (step 415), then the file is auto
matically back up to the other ACM again, step 417. 
Alternatively, the method returns to step 411 through branch 

60 421. 

to switch the screen display from oneACM to the other. This 65 

same action causes the keyboard and mouse connections to 
switch from one ACM to the other ACM. 

The above embodiments are described generally in terms 
of hardware and software. It will be recognized, however, 
that the functionality of the hardware can be further com
bined or even separated. The functionality of the software 
can also be further combined or even separated. Hardware 
can be replaced, at times, with software. Software can be 
replaced, at times, with hardware. Accordingly, the present 
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embodiments should not be construed as limiting the scope 
of the claims here. One of ordinary skill in the art would 
recognize other variations, modifications, and alternatives. 

16 
PLL clock 920 generates a clock signal having a frequency 
of 66 MHz, which is twice as large as the 33 MHz frequency 
of the PCI clock. (The clock signal generated by the PLL 
clock may have a clock speed different from, including 
lower than, 66 MHz. For example, in another embodiment, 
which is discussed in greater detail below, the PLL clock 920 
generates a clock signal having a frequency of 132 MHz.) 

The XPBus 990 operates at the clock speed generated by 
the PLL clock 920. Therefore, PCK, the clock signal from 
the XPBus controller 915 to XPBus controller 965 has the 
same frequency as the clock signal generated by PLL clock 
920. XPBus controller 965 receives the PCK signal after it 
has been buffered and operates at the clock speed of PCK. 
The buffered version of the clock signal PCK is used to 
generate the clock signal PCKR, the clock signal form the 
XPBus controller 965 to XPBus controller 915. Accordingly, 
PCKR also has the same frequency as that generated by the 
PLL clock 920. The synchronous operation of PCK and 
PCKR provides for improved reliability in the system. In 
another embodiment, PCKR may be generated indepen
dently of PCK and may have a frequency different from that 
of PCK. It is to be noted that even when PCKR is generated 
from PCK, the slew between PCK and PCKR carmot be 
guaranteed because of the unknown cable length used for the 
XPBus. For a cable that is several feet long, the cable 
propagation delay alone can be several nano seconds. 

FIG. 6 is a block diagram of one embodiment of a 
computer system 600 using the interface of the present 5 

invention. Computer system 600 includes an attached com
puter module (ACM) 605 and a peripheral console 610, 
which are described in greater detail in the application of 
William W. Y. Chu for "Personal Computer Peripheral 
Console With Attached Computer Module" filed concur- 10 

rently with the present application on Sep. 8, 1998 and 
incorporated herein by reference. The ACM 605 and the 
peripheral console 610 are interfaced through an exchange 
interface system (XIS) bus 615. The XIS bus 615 includes 
power bus 616, video bus 617 and peripheral bus (XPBus) 15 

618, which is also herein referred to as an interface channel. 
The power bus 616 transmits power between ACM 605 and 
peripheral console 610. In a preferred embodiment power 
bus 616 transmits power at voltage levels of3 .3 volts, 5 volts 
and 12 volts. Video bus 617 transmits video signals between 20 

the ACM 605 and the peripheral console 610. In a preferred 
embodiment, the video bus 617 transmits analog Red Green 
Blue (RGB) video signals for color monitors, digital video 
signals (such as Video Electronics Standards Association 
(VESA) Plug and Display's Transition Minimized Differ- 25 

entia! Signaling (TMDS) signals for flat panel displays), and 
television (TV) and/or super video (S-video) signals. The 
XPBus 618 is coupled to host interface controller (HI C) 619 
and to peripheral interface controller (PIC) 620, which is 
also sometimes referred to as a bay interface controller. 

As indicated in FIG. 9, PLL clock 970 is asynchronous 
with the XPBus controller 965. Instead, PLL clock 970 
independently generates a clock signal that is used as a PCI 

30 clock signal on the secondary PCI bus 980. The secondary 
PCI bus 980 operates at the same clock speed as the primary 
PCI bus 930, namely at a frequency of 33 MHz. 

In the embodiment shown in FIG. 6, HIC 619 is coupled 
to an integrated unit 621 that includes a CPU, a cache and 
a north bridge. In another embodiment, such as that shown 
in FIG. 7, the CPU 705 and north bridge 710 are separate 
rather than integrated units. In yet another embodiment, such 35 

as that shown in FIG. 8, the HIC and PIC are integrated with 
the north and south bridges, respectively, such that inte
grated HIC and north bridge unit 805 includes an HIC and 

FIG. 10 is a detailed block diagram of one embodiment of 
the HIC of the present invention. As shown in FIG. 10, HIC 
1000 comprises bus controller 1010, translator 1020, trans
mitter 1030, receiver 1040, a PLL 1050, an address/data 
multiplexer (AID MUX) 1060, a read/write controller (RD/ 
WR Cntl) 1070, a video serial to parallel converter 1080 and 
a CPU control & general purpose input/output latch/driver a north bridge, while integrated PIC and south bridge unit 

810 includes a PIC and a south bridge. 40 (CPU CNTL & GPIO latch/driver) 1090. 
FIG. 9 is a more detailed block diagram of one embodi

ment of an HIC 905 and a PIC 955 of the present invention. 
HIC 905 includes a peripheral component interconnect 
(PCI) bus controller 910, an XPBus controller 915, a phase 
lock loop (PLL) clock 920 and an input/output (10) control 45 

925. Similarly, PIC 955 includes a PCI bus controller 960, 
an XPBus controller 965, a PLL clock 970 and an IO control 
975. PCI bus controllers 910 and 960 are coupled to the 
primary and secondary PCI buses 930 and 980, respectively, 
and manage PCI transactions on the primary and secondary 50 

PCI buses 930 and 980, respectively. Similarly, XPBus 
Controllers 915 and 965 are coupled to XPBus 990. XPBus 
controller 915 drives the PCK line 991 and PD[0::3] and 
PCN lines 992 while XPBus controller 965 drives the PCKR 
lines 993, the PDR[0::3] and PCNR lines 994 and the 55 

RESET# line 995. 

HIC 1000 is coupled to an optional flash memory BIOS 
configuration unit 1001. Flash memory nnit 1001 stores 
basic input output system (BIOS) and PCI configuration 
information and supplies the BIOS and PCI configuration 
information to AID MUX 1060 and RD/WR Control1070, 
which control the programming, read, and write of flash 
memory unit 1001. 

Bus controller 1010 is coupled to the host PCI bus, which 
is also referred to herein as the primary PCI bus, and 
manages PCI bus transactions on the host PCI bus. Bus 
controller 1010 includes a slave (target) unit 1011 and a 
master nnit 1016. Both slave unit 1011 and master unit 1016 
each include two first in first out (FIFO) buffers, which are 
preferably asynchronous with respect to each other since the 
input and output of the two FIFOs in the master nnit 1016 
as well as the two FIFOs in the slave nnit 1011 are clocked 
by different clocks, namely the PCI clock and the PCK. 
Additionally, slave unit 1011 includes encoder 1022 and 
decoder 1023, while master unit 1016 includes encoder 1027 

PCI bus controller 910 receives PCI clock signals from 
the primary PCI bus 930 and is synchronized to the PCI 
clock. However, as indicated in FIG. 9, the XPBus controller 
915 is asynchronous with the PCI bus controller 910. 
Instead, the XPBus controller receives a clock signal from 
the PLL clock 920 and is synchronized therewith. PLL clock 
920 generates a clock signal independent of the PCI clock. 
The asynchronous operation of the PCI bus and the XPBus 
allows the PCI Bus to change in frequency, for example as 
in a power down situation, without directly affecting the 
XPBus clocking. In the embodiment shown in FIG. 9, the 

60 and decoder 1028. The FIFOs 1012, 1013, 1017 and 1018 
manage data transfers between the host PCI bus and the 
XPBus, which in the embodiment shown in FIG. 10 operate 
at 33 MHz and 106 MHz, respectively. PCI address/data 
(AD) from the host PCI bus is entered into FIFOs 1012 and 

65 1017 before they are encoded by encoders 1022 and 1023. 
Encoders 1022 and 1023 format the PCI address/data bits to 
a form more suitable for parallel to serial conversion prior to 
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transmittal on the XPBus. Similarly, address and data infor
mation from the receivers is decoded by decoders 1023 and 
1028 to a form more suitable for transmission on the host 
PCI bus. Thereafter the decoded data and address informa
tion is passed through FIFOs 1013 and 1018 prior to being 5 

transferred to the host PCI bus. FIFOs 1012, 1013, 1017 and 
1018, allow bus controller 1010 to handle posted and 
delayed PCI transactions and to provide deep buffering to 

18 
The multiplexed parallel AID bits and some control bits 

input to transmitter 1030 are serialized by parallel to serial 
converters 1032 of transmitter 1030 into 10 bit packets. 
These bit packets are then output on data lines PDO to PD3 
of the XPBus. Other control bits are serialized by parallel to 
serial converter 1033 into 10 bit packets and send out on 
control line PCN of the XPBus. 

A lOx multiplier 1031 receives PCK, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than store PCI transactions. 

Bus controller 1010 also comprises slave read/write con
trol (RD/WR Cntl) 1014 and master read/write control 
(RD/WR Cntl) 1015. RD/WR controls 1014 and 1015 are 
involved in the transfer of PCI control signals between bus 
controller 1010 and the host PCI bus. 

10 PCK into the parallel to serial converters 1032 and 1033. 
The parallel to serial converters 1032 and 1033 perform bit 
shifting at 1 0 times the PCK rate to serialize the parallel bits 
into 10 bit packets. As the parallel to serial converters 1032 
and 1033 shift bits at 10 times the PCK rate, the bit rate for 

15 the serial bits output by the parallel to serial converters is 10 
Bus controller 1010 is coupled to translator 1020. Trans- times higher than PCK rate, i.e., 1060 MHz. However, the 

lator 1020 comprises encoders 1022 and 1027, decoders rate at which data packets are transmitted on the XPBus is 
1023 and 1028, control decoder & separate data path unit the same as the PCK rate, i.e., 106 MHz. As the PCI buses 
1024 and control encoder & merge data path unit 1025. As operate at a clock and bit rate of 33 MHz, the XPBus has a 
discussed above encoders 1022 and 1027 are part of slave 20 clock rate that is twice as large and a bit rate per bit line 
data unit 1011 and master data unit 1016, respectively, (channel) that is 100 times as large as that of the PCI buses 
receive PCI address and data information from FIFOs 1012 which it interfaces. 
and 1017, respectively, and encode the PCI address and data Receiver 1040 receives serial bit packets on data lines 
information into a form more suitable for parallel to serial PDRO to PDR3 and control line PCNR. Receiver 1040 also 
conversion prior to transmittal on the XPBus. Similarly, 25 receives PCKR on the XPBus as well as the clock signal 
decoders 1023 and 1028 are part of slave data unit 1011 and PCK from PLL 1050. The synchronizer (SYNC) 1044 of 
master data unit 1016, respectively, and format address and receiver 1040 synchronizes the clock signal PCKR to the 
data information from receiver 1040 into a form more locally generated clock signal, PCK, in order to capture the 
suitable for transmission on the host PCI bus. Control bits received from the XPBus into PCK clock timing. 
encoder & merge data path unit 1025 receives PCI control 30 Serial to parallel converters 1042 convert the serial bit 
signals from the slave RD/WR control 1014 and master packets received on lines PDRO to PDR3 into parallel 
RD/WR control 1015. Additionally, control encoder & address/data and control bits that are sent to decoders 1023 
merge data path unit 1025 receives control signals from CPU and 1028 and control decoder and separate data path unit 
CNTL & GPIO latch/driver 1090, which is coupled to the 1024, respectively. Serial to parallel converter 1043 receives 
CPU and north bridge (not shown in FIG. 10). Control 35 control bit packets from control line PCNR, converts them 
encoder & merge data path unit 1025 encodes PCI control to parallel control bits and sends the parallel control bits to 
signals as well as CPU control signals and north bridge control decoder & separate data path 1024. 
signals into control bits, merges these encoded control bits A lOx multiplier 1041 receives PCKR, multiplies it by a 
and transmits the merged control bits to transmitter 1030, factor of 10 and feeds a clock signal 10 times greater than 
which then transmits the control bits on the data lines PDO 40 PCKR into the serial to parallel converters 1042 and 1043. 
to PD3 and control line PCN of the XPBus. Examples of Because the bits on PDRO to PDR3 and PCNR are trans-
control signals include PCI control signals and CPU control mitted at a bit rate of 10 times the PCKR rate, the serial to 
signals. A specific example of a control signal is FRAME# parallel converters 1042 and 1043 perform bit shifting at 10 
used in PCI buses. A control bit, on the other hand is a data times the PCKR rate to convert the 10 bit packets into 
bit that represents a control signal. Control decoder & 45 parallel bits. It is to be noted that the rate at which bit packets 
separate data path unit 1024 receives control bits from are transmitted on the XPBus is the same as the PCKR rate, 
receiver 1040 which receives control bits on data lines i.e., 106 MHz. The parallel data and control bits are there-
PDRO to PDR3 and control line PCNR of the XPBus. aftersenttodecoders1023and1028bywayoftheAD[3::0] 
Control decoder & separate data path unit 1024 separates the in line and to control decoder & separate data path unit 1024 
control bits it receives from receiver 1040 into PCI control 50 by way of CNTL in lines, respectively. 
signals, CPU control signals and north bridge signals, and Reset control unit 1045 of HIC 1000 receives the signal 
decodes the control bits into PCI control signals, CPU RESET#, which is an independent system reset signal, on 
control signals, and north bridge signals all of which meet the reset line RESET#. Reset control unit 1045 then trans-
the relevant timing constraints. mits the reset signal to the CPU CNTL & GPIO latch/driver 

Transmitter 1030 receives multiplexed parallel address/ 55 unit 1090. 
data (A/D) bits and control bits from translator 1020 on the As may be noted from the above, the 32 line host and 
AD[31::0] out and the CNTL out lines, respectively. Trans- secondary PCI buses are interfaced by 10 XPBus lines (PDO, 
mitter 1030 also receives a clock signal from PLL 1050. PLL PD1, PD2, PD3, PCN, PDRO, PDR1, PDR2, PDR3, PCNR). 
1050 takes a reference input clock and generates PCK that Therefore, the interface channel, XPBus, of the present 
drives the XPBus. PCK is asynchronous with the PCI clock 60 invention uses fewer lines than are contained in either of the 
signal and operates at 106 MHz, twice the speed of the PCI buses which it interfaces, namely the PCI buses. XPBus is 
clock of 33 MHz. The higher speed is intended to accom- able to interface such PCI buses without backup delays 
modate at least some possible increases in the operating because the XPBus operates at a clock rate and a per line 
speed of future PCI buses. As a result of the higher speed, (channel) bit rate that are higher than those of the PCI buses. 
the XPBus may be used to interface two PCI or PCI-like 65 In addition to receiving a reset signal, the CPU CNTL & 
buses operating at 106 MHz rather than 33 MHz or having GPIO latch/driver 1090 is responsible for latching input 
104 rather than 32 multiplexed address/data lines. signals from the CPU and north bridge and sending the 
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signals to the translator. It also takes decoded signals from 
the control decoder & separate data path unit 1024 and 
drives the appropriate signals for the CPU and north bridge. 

In the embodiment shown in FIG. 10, video serial to 
parallel converter 1080 is included in HIC 1000. In another 5 

embodiment, video serial to parallel converter 1080 may be 
a separate unit from the HIC 1000. Video serial to parallel 
converter 1080 receives serial video data on line VPD and 
a video clock signal VPCK from line VPCK of video bus 
1081. It then converts the serial video data into 16 bit 10 

parallel video port data and the appropriate video port 
control signals, which it transmits to the graphics controller 
(not shown in FIG. 10) on the video port data [0::15] and 
video port control lines, respectively. 

HIC 1000 handles the PCI bus control signals and control 15 

bits from the XPBus representing PCI control signals in the 
following ways: 

1. HIC 1000 buffers clocked control signals from the host 
PCI bus, encodes them into control bits and sends the 
encoded control bits to the XPBus; 

2. HIC 1000 manages the signal locally; and 
3. HIC 1000 receives control bits from XPBus, translates 

the control bits into PCI control signals and sends the 
PCI control signals to the host PCI bus. 

20 

FIG. 11 is a detailed block diagram of one embodiment of 25 

the PIC of the present invention. PIC 1100 is nearly identical 

20 
video capture circuit that outputs a 16 bit parallel video 
capture data and video control signals. Another difference 
lies in the fact that PIC 1100, unlike HIC 1000, contains a 
clock doubler 1182 to double the video clock rate of the 
video clock signal that it receives. The doubled video clock 
rate is fed into video parallel to serial converter 1182 through 
buffer 1183 and is sent to serial to parallel converter 1080 
through buffer 1184. Additionally, reset control unit 1135 in 
PIC 1100 receives a reset signal from the CPU CNTL & 
GPIO latch/driver unit 1190 and transmits the reset signal on 
the RESET# line to the HIC 1000 whereas reset control unit 
1045 of HIC 1000 receives the reset signal and forwards it 
to its CPU CNTL & GPIO latch/driver unit 1090 because, in 
the above embodiment, the reset signal RESET# is unidi
rectionally sent from the PIC 1100 to the HIC 1000. 

Like HIC 1000, PIC 1100 handles the PCI bus control 
signals and control bits from the XPBus representing PCI 
control signals in the following ways: 

1. PIC 1100 buffers clocked control signals from the 
secondary PCI bus, encodes them and sends the 
encoded control bits to the XPBus; 

2. PIC 1100 manages the signal locally; and 
3. PIC 1100 receives control bits from XPBus, translates 

them into PCI control signals and sends the PCI control 
signals to the secondary PCI bus. 

PIC 1100 also supports a reference arbiter on the second
ary PCI Bus to manage the PCI signals REQ# and GNT#. 

FIG. 12 is a table showing the symbols, signals, data rate 

to HIC 1000 in its function, except that HIC 1000 interfaces 
the host PCI bus to the XPBus while PIC 1100 interfaces the 
secondary PCI bus to the XPBus. Similarly, the components 
in PIC 1100 serve the same function as their corresponding 
components in HIC 1000. Reference numbers for compo
nents in PIC 1100 have been selected such that a component 

30 and description of signals on the XPBus, where RTN indi
cates a ground (GND) reference. In the above tables, P&D 
stands for plug and display and is a trademark of the Video 
Electronics Standards Association (VESA) for the Plug and 
Display standard, DDC2:SCL and DDC2:SDA stand for the 

in PIC 1100 and its corresponding component in HIC 1000 
have reference numbers that differ by 500 and have the same 
two least significant digits. Thus for example, the bus 
controller in PIC 1100 is referenced as bus controller 1110 
while the bus controller in HIC 1000 is referenced as bus 
controller 1010. As many of the elements in PIC 1100 serve 
the same functions as those served by their corresponding 
elements in HIC 1000 and as the functions of the corre- 40 

35 VESAdisplay data channel (DDC) standard 2 clock and data 
signals, respectively, SV stands for super video, V33 is 3.3 
volts, and V5 is 5.0 volts. TMDS stands for Transition 
Minimized Differential Signaling and is a trademark of 
Silicon Images and refers to their Panel Link technology, 

sponding elements in HIC 1000 have been described in 
detail above, the function of elements of PIC 1100 having 
corresponding elements in HIC 1000 will not be further 
described herein. Reference may be made to the above 
description of FIG. 10 for an understanding of the functions 45 

of the elements of PIC 1100 having corresponding elements 

which is in tum a trademark for their LVDS technology. 
TMDS is used herein to refer to the Panel Link technology 
or technologies compatible therewith. 

FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In FIG. 13, 

in HIC 1000. 
As suggested above, there are also differences between 

HIC 1000 and PIC 1100. Some of the differences between 
HIC 1000 and PIC 1100 include the following. First, 
receiver 1140 in PIC 1100, unlike receiver 1040 in HIC 
1000, does not contain a synchronization unit. As mentioned 
above, the synchronization unit in HIC 1000 synchronizes 
the PCKR clock to the PCK clock locally generated by PLL 
1050. PIC 1100 does not locally generate a PCK clock and 
therefore, it does not have a locally generated PCK clock 
with which to synchronize the PCK clock signal that it 
receives from HIC 1000. Another difference between PIC 
1100 and HIC 1000 is the fact that PIC 1100 contains a video 
parallel to serial converter 1189 whereas HIC 1000 contains 

AOO to A31 represent 32 bits of PCI address A[31::0], DOO 
to D31 represent 32 bits of PCI data D[31::0], BSO to BS3 
represent 4 bits of bus status data indicating the status of the 

50 XPBus, CMO# to CM3# represent 4 bits of PCI command 
information, BEO# to BE3# represent 4 bits of PCI byte 
enable information, and CNO to CN9 represent 10 bits of 
control information sent in each clock cycle. As shown in 
FIG. 13, for each oflines PDO to PD3, the 10 bit data packets 

55 contain one BS bit, one CM/BE bit, and eight AID bits. For 
the PCN line, the 10 bit data packet contains 10 CN bits. The 
first clock cycle shown in FIG. 13 comprises an address 
cycle in which 4 BS bits, 4 CM bits, 32 A bits and 10 CN 
bits are sent. The second clock cycle comprises a data cycle 

60 in which 4 BS bits, 4 BE bits, 32 D bits and 10 CN bits are 
sent. The bits transmitted on lines PDO to PD3 represent 32 
PCI AD[31::0] signals, 4 PCI C/BE# [3::0] signals, and part 
of the function of PCI control signals, such as FRAME#, 

a video serial to parallel converter 1080. Video parallel to 
serial converter 1189 receives 16 bit parallel video capture 
data and video control signals on the Video Port Data [0::15] 
and Video Port Control lines, respectively, from the video 
capture circuit (not shown in FIG. 11) and converts them to 65 

a serial video data stream that is transmitted on the VPD line 

IRDY#, and TRDY#. 
In the embodiment shown in FIG. 13, BSO to BS3 are sent 

at the beginning of each clock cycle. The bus status bits 
indicate the following bus cycle transactions: idle, address to the HIC. The video capture circuit may be any type of 

Case 6:13-cv-00641   Document 1-1   Filed 09/09/13   Page 32 of 40 PageID #:  54



US 7,363,416 B2 
21 

transfer, write data transfer, read data transfer, switch XPBus 
direction, last data transfer, wait, and other cycles. 

Bits representing signals transmitted between the CPU 
and South Bridge may also be sent on the lines intercon
necting the HIC and PIC, such as lines PCN and PCNR. For 5 

example, CPU interface signals such as CPU interrupt 
(INTR), Address 20 Mask (A20M#), Non-Maskable Inter
rupt (NMI), System Management Interrupt (SMI#), and Stop 
Clock (STPCLK#), may be translated into bit information 
and transmitted on the XPBus between the HIC and the PIC. 10 

FIG. 14 is a table showing the information transmitted on 
the XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In this 
embodiment, the XPBus clock rate is twice as large as the 15 

PCI clock rate. This allows sending data and address bits 
every other XPBus cycle. As can be seen in FIG. 14, there 
are no address or data bits transmitted during the second or 
fourth XPBus clock cycle. The fact that the XPBus clock 
rate is higher than the PCI clock rate allows for compatibility 20 

of the XPBus with possible future expansions in the perfor
mance of PCI bus to higher data transfer and clock rates. 

In the embodiment shown in FIG. 14, there are 18 control 
bits, CNO to CN17, transmitted in every two XPBus clock 
cycles. The first bit transmitted on the control line in each 25 

XPBus clock cycle indicates whether control bits CNO to 
CNS or control bits CN9 to CN17 will be transmitted in that 
cycle. A zero sent at the beginning of a cycle on the control 
line indicates that CNO to CNS will be transmitted during 
that cycle, whereas a one sent at the beginning of a cycle on 30 

the control line indicates that CN9 to CN17 will be trans
mitted during that cycle. These bits also indicate the pres
ence or absence of data and address bits during that cycle. 
A zero indicates that address or data bits will be transmitted 
during that cycle whereas a one indicates that no address or 35 

data bits will be transmitted during that cycle. 
In one embodiment, BSO and BS1 are used to encode the 

PCI signals FRAME# and IRDY#, respectively. Addition
ally, in one embodiment, BS2 and BS3 are used to indicate 
the clock speed of the computer bus interface and the type 40 

of computer bus interface, respectively. For example, BS2 
value of zero may indicate that a 33 MHz PCI bus of 32 bits 
is used whereas a BS2 value of one may indicate that a 66 
MHz PCI bus of 32 bits is used. Similarly, a BS3 value of 
zero may indicated that a PCI bus is used whereas a BS3 45 

value of one may indicated that another computer interface 
bus, such as an Institute of Electronics & Electrical Engi
neers (IEEE) 1394 bus, is used. 

FIG. 15 is a schematic diagram oflines PCK, PDO to PD3, 
and PCN. These lines are unidirectional LVDS lines for 50 

transmitting clock signals and bits such as those shown in 
FIGS. 13 and 14 from the HIC to the PIC. The bits on the 
PDO to PD3 and the PCN lines are sent synchronously 
within every clock cycle of the PCK. Another set of lines, 
namely PCKR, PDRO to PDR3, and PCNR, are used to 55 

transmit clock signals and bits from the PIC to HIC. The 
lines used for transmitting information from the PIC to the 
HIC have the same structure as those shown in FIG. 15, 
except that they transmit data in a direction opposite to that 
in which the lines shown in FIG. 15 transmit data. In other 60 

words they transmit information from the PIC to the HIC. 
The bits on the PDRO to PDR3 and the PCNR lines are sent 
synchronously within every clock cycle of the PCKR. Some 
of the examples of control information that may be sent in 
the reverse direction, i.e., on PCNR line, include a request 65 

to switch data bus direction because of a pending operation 
(such as read data available), a control signal change in the 

22 
target requmng communication in the reverse direction, 
target busy, and transmission error detected. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets of unidi
rectionallines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set oflines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 
slave bus. For the first set of unidirectional lines, the HIC is 
a fixed transmitter/master whereas the PIC is a fixed 
receiver/slave. For the second set of unidirectional lines, the 
PIC is a fixed transmitter/master whereas the HIC is a fixed 
receiver/slave. The LVDS lines of XPBus, a cable friendly 
and remote system I/0 bus, transmit fixed length data 
packets within a clock cycle. 

The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms of bit based lines. For example, in another embodi
ment, the XPBus lines may be IEEE 1394 lines. 

It is to be noted that although each of the lines PCK, PDO 
to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VPD is referred to as a line, in the singular rather than plural, 
each such line may contain more than one physical line. For 
example, in the embodiment shown in FIG. 23, each oflines 
PCK, PDO to PD3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The 
term line, when not directly preceded by the terms physical 
or conductive, is herein used interchangeably with a signal 
or bit charmel which may consist of one or more physical 
lines for transmitting a signal. In the case of non-differential 
signal lines, generally only one physical line is used to 
transmit one signal. However, in the case of differential 
signal lines, a pair of physical lines is used to transmit one 
signal. For example, a bit line or bit channel in an LVDS or 
IEEE 1394 interface consists of a pair of physical lines 
which together transmit a signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

FIG. 16 is a table showing the names, types, number of 
pins dedicated to, and the description of the primary bus PCI 
signals. The pins represent those between the host PCI bus 
and the HIC. 

In most embodiments, the ACM includes an enclosure 
such as the one described with the following components, 
which should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive "HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 

Case 6:13-cv-00641   Document 1-1   Filed 09/09/13   Page 33 of 40 PageID #:  55



US 7,363,416 B2 
23 

Some details of these elements with the present security 
system are described in more detail below. 

FIG. 17 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of 
ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus
trates the top-view of the module 1710, where the backside 
components (e.g., Host Interface Controller) are depicted in 
dashed lines. The layout diagram has a first portion, which 
includes a central processing unit "CPU") module 1700, and 
a second portion, which includes a hard drive module 1720. 

24 
dows98 operating system from Microsoft Corporation of 
Redmond Wash. Other operating systems, such as Win
dowsNT, MacOSS, Unix, and the like are also contemplated 
in alternative embodiments of the present invention. Further, 
some typical application software programs can include 
Office98 by Microsoft Corporation, Corel Perfect Suite by 
Corel, and others. Hard disk module 1720 includes a hard 
disk drive. The hard disk drive, however, can also be 
replaced by removable hard disk drives, read/write CD 

10 ROMs, flash memory, floppy disk drives, and the like. A 
small form factor, for example 2.5", is currently contem
plated, however, other form factors, such as PC card, and the 
like are also contemplated. Mass storage nnit 1720 may also 
support other interfaces than IDE. Among other features, the A common printed circuit board 1737 houses these modules 

and the like. Among other features, the ACM includes the 
central processing unit module 1700 with a cache memory 
1705, which is coupled to a north bridge unit 1721, and a 
host interface controller 1701. The host interface controller 
includes a lock control 1703. As shown, the CPU module is 
disposed on a first portion of the attached computer module, 20 

and couples to connectors 1717. Here, the CPU module is 
spatially located near connector 1717. 

15 computer system includes an ACM with security protection. 
The ACM connects to the console, which has at least the 
following elements, which should not be limiting. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy 

drive, CDROM drive; 
5) Communication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 

The CPU module can use a suitable microprocessing nnit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 25 

400 MHz Pentium II microprocessor module from Intel 
Corporation and like microprocessors from AMD Corpora
tion, Cyrix Corporation (now National Semiconductor Cor
poration), and others. In other aspects, the microprocessor 
can be one such as the Compaq Computer Corporation 
Alpha Chip, Apple Computer Corporation PowerPC G3 
processor, and the like. Further, higher speed processors are 
contemplated in other embodiments as technology increases 

30 module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 
a variety of thermal components for heat dissipation, a frame 
that provides connector alignment, and a lock engagement, 
which secures the ACM to the console. The bay also has a in the future. 

In the CPU module, host interface controller 1701 is 
coupled to BIOS/flash memory 1705. Additionally, the host 
interface controller is coupled to a clock control logic, a 
configuration signal, and a peripheral bus. The present 
invention has a host interface controller that has lock control 
1703 to provide security features to the present ACM. 
Furthermore, the present invention uses a flash memory that 
includes codes to provide password protection or other 
electronic security methods. 

The second portion of the attached computer module has 
the hard drive module 1720. Among other elements, the hard 
drive module includes north bridge 1721, graphics accel
erator 1723, graphics memory 1725, a power controller 
1727, an IDE controller 1729, and other components. Adja
cent to and in parallel alignment with the hard drive module 
is a personal computer interface "PCI") bus 1731, 1732. A 
power regulator 1735 is disposed near the PCI bus. 

In a specific embodiment, north bridge unit 1721 often 
couples to a computer memory, to the graphics accelerator 
1723, to the IDE controller, and to the host interface 
controller via the PCI bus. Graphics accelerator 1723 typi
cally couples to a graphics memory 1723, and other ele
ments. IDE controller 1729 generally supports and provides 
timing signals necessary for the WDE bus. In the present 
embodiment, the IDE controller is embodied as a 643U2 
PCI-to IDE chip from CMD Technology, for example. Other 
types of buses than IDE are contemplated, for example 
EIDE, SCSI, 1394, and the like in alternative embodiments 
of the present invention. 

The hard drive module or mass storage unit 1720 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Win-

35 printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface 
between the ACM and other accessories. 

FIG. 18 is a simplified block diagram 1800 of a security 
system for a computer module according to an embodiment 

40 of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The block diagram 1800 has 
a variety of features such as those noted above, as well as 

45 others. In the present diagram, different reference numerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 1800. 
The module 1800 has a central processing unit, which 
communicates to a north bridge 1841, by way of a CPU bus 

50 1827. The north bridge couples to main memory 1823 via 
memory bus 1829. The main memory can be any suitable 
high speed memory device or devices such as dynamic 
random access memory "DRAM") integrated circuits and 
others. The DRAM includes at least 32 Meg. or 617 Meg. 

55 and greater of memory, but can also be less depending upon 
the application. Alternatively, the main memory can be 
coupled directly with the CPU in some embodiments. The 
north bridge also couples to a graphics subsystem 1815 via 
bus 1842. The graphics subsystem can include a graphics 

60 accelerator, graphics memory, and other devices. Graphics 
subsystem transmits a video signal to an interface connector, 
which couples to a display, for example. 

The attached computer module also includes a primary 
hard disk drive that serves as a main memory unit for 

65 programs and the like. The hard disk can be any suitable 
drive that has at least 2 GB and greater. As merely an 
example, the hard disk is a Marathon 2250 (2.25 GB, 21h 
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inch drive) product made by Sea gate Corporation of Scotts 
Valley, but can be others. The hard disk communicates to the 
north bridge by way of a hard disk drive controller and bus 
lines 1802 and 1831. The hard disk drive controller couples 
to the north bridge by way of the host PCI bus, which 
connects bus 1837 to the north bridge. The hard disk 
includes computer codes that implement a security program 
according to the present invention. Details of the security 
program are provided below. 

The attached computer module also has a flash memory 
device 1805 with a BIOS. The flash memory device 1805 
also has codes for a user password that can be stored in the 
device. The flash memory device generally permits the 
storage of such password without a substantial use of power, 
even when disconnected. As merely an example, the flash 
memory device has at least 4 Meg. or greater of memory, or 
16 Meg. or greater of memory. A host interface controller 
1807 communications to the north bridge via bus 1835 and 
host PCI bus. The host interface controller also has a lock 

26 
device. Alternatively, the password or user code can be 
placed in the device by a one time programming techniques 
using, for example, fuses or the like. The present password 
or user code provides a permanent "finger print" on the 
device, which is generally hardware. The permanent finger 
print can be used for identification purposes for allowing the 
user of the hardware to access the hardware itself, as well as 
other systems. These other systems include local and wide 
area networks. Alternatively, the systems can also include 

10 one or more servers. The present password and user iden
tification can be quite important for electronic commerce 
applications and the like. In one or more embodiments, the 
permanent password or user code can be combined with the 
password on flash memory for the security program, which 

15 is described below in more detail. 

control1809, which couples to a lock. The lock is attached 20 

to the module and has a manual override to the lock on the 

In one aspect of the invention, the user password is 
programmable. The password can be programmable by way 
of the security program. The password can be stored in a 
flash memory device within the ACM. Accordingly, the user 
of the ACM and the console would need to have the user 
password in order to access the ACM. In the present aspect, 

host interface controller in some embodiments. Host inter
face controller 1807 communicates to the console using bus 
1811, which couples to connection 1813. 

the combination of a security program and user password 
can provide the user a wide variety of security functions as 
follows: 

1) Auto-lock capability whenACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 
4) Automatic HDD lock out if tempering is detected. 
In still a further embodiment, the present invention also 

In a preferred embodiment, the present invention uses a 25 

password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user 
password, which can be stored in the flash memory device 
1805. By way of the flash memory device, the password 
does not become erased by way of power failure or the lock. 
The password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 

30 includes a method for reading a permanent password or user 
identification code to identify the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent 
password or user code is stored in the central processing 

it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 
devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

In a specific embodiment, the present invention also 
includes a real-time clock 1810 in the ACM, but is not 
limited. The real-time clock can be implemented using a 
reference oscillator 14.31818 MHz 1808 that couples to a 
real-time clock circuit. The real-time clock circuit can be in 
the host interface controller. An energy source 1806 such as 
a battery can be used to keep the real-time clock circuit 
running even when the ACM has been removed from the 
console. The real-time clock can be used by a security 
program to perform a variety of functions. As merely an 
example, these functions include: (1) fixed time period in 
which the ACM can be used, e.g., ACM cannot be used at 
night; (2) programmed ACM to be used after certain date, 
e.g., high security procedure during owner's vacation or non 
use period; (3) other uses similar to a programmable time 
lock. Further details of the present real-time clock are 
described in the application listed under Ser. No. 09/183,816 
noted above. 

35 unit. The password or user code can be placed in the device 
upon manufacture of such device. Alternatively, the pass
word or user code can be placed in the device by a one time 
programming techniques using, for example, fuses or the 
like. The present password or user code provides a perma-

40 nent "finger print" on the device, which is generally hard
ware. The permanent finger print can be used for identifi
cation purposes for allowing the user of the hardware to 
access the hardware itself, as well as other systems. These 
other systems include local and wide area networks. Alter-

45 natively, the systems can also include one or more servers. 
The present method allows a third party confirm the user by 
way of the permanent password or user code. The present 
password and user identification can be quite important for 
electronic commerce applications and the like, which verify 

50 the user code or password. In one or more embodiments, the 
permanent password or user code can be combined with the 
password on flash memory for the security program. 

While the above is a full description of the specific 
embodiments, various modifications, alternative construe-

55 tions and equivalents may be used. Therefore, the above 
description and illustrations should not be taken as limiting 
the scope of the present invention which is defined by the 
appended claims. 

What is claimed is: 
60 1. A computer system comprising: 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the 
permanent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code 65 

is stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 

a console comprising a power supply, a first coupling site 
and a second coupling site, each coupling site com
prising a connector and a slot, the console being an 
enclosure housing 

the coupling sites, 
a serial communication hub controller powered by the 

power supply, and 
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a plurality of computer modules; each computer module 
coupled to one of the coupling site through the con
nector and the slot, comprising 

a processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a main memory coupled to the processing unit, and 
wherein each of the computer modules is substantially 

similar in design to each other and operates fully 
independent of each other; and wherein each computer 10 

module communicates with the console through two 
sets of unidirectional serial, differential signal channels 
which transmit data in opposite directions. 

28 
an Ethernet hub controller powered by the power supply, 
each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites through the connector and the slot; 
each computer module comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device storing a security program that 

provides password protection for the computer module, 
an interface controller coupled to a differential signal 

channel for communicating an encoded serial data 
stream of Peripheral Component Interconnect (PCI) 
bus transaction, and 

an Ethernet controller coupled to the Ethernet hub con
troller through the connector of the coupling site; 

and wherein each of the computer modules operates fully 
independent of each other. 

2. The computer system of claim 1 wherein each com
puter module further comprises a communication controller 15 

coupled to the serial communication controller in the con
sole adapted to transfer data between any two of the com
puter modules and to an external network. 12. The computer system of claim 11 wherein the differ

ential signal channel comprises two sets of unidirectional 
20 serial channels which transmit data in opposite directions. 

13. The computer system of claim 11 wherein the Ethernet 
controllers of the computer modules are used for sharing 
peripheral devices residing in the console. 

3. The computer system of claim 1 further comprises a 
hard disk drive coupled to the computer module. 

4. The computer system of claim 1 wherein the computer 
module further comprises an interface controller coupled to 
a differential signal channel for communicating an encoded 
serial bit stream of Peripheral Component Interconnect 
(PCI) bus transaction. 25 

14. The computer system of claim 12 wherein each of the 
unidirectional serial channels comprises one or more pairs of 
differential signal lines. 

5. The computer system of claim 4 wherein the serial bit 
stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

6. A computer system comprising: 
a console comprising a power supply, a first coupling site 

and a second coupling site, each coupling site com
prising a connector and a slot, the console being an 
enclosure housing 

15. The computer system of claim 11 wherein the serial bit 
stream of PCI bus transaction comprises encoded PCI 

30 
address and data bits. 

the coupling sites, 
an Ethernet hub controller coupled to an external network 35 

and powered by the power supply, and 
a plurality of computer modules; each computer module 

coupled to one of the coupling site through the con
nector and the slot, comprising 

a processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a main memory coupled to the processing unit, 

40 

an interface controller coupled to a differential signal 
channel for communicating an encoded serial data 45 

stream of Peripheral Component Interconnect (PCI) 
bus transaction, and 

a network controller coupled to the Ethernet hub control
ler through the connector of the coupling site, 

wherein each of the computer modules is substantially 50 

similar in design to each other. 
7. The computer system of claim 6 wherein the differen

tial signal channel comprises two sets of unidirectional serial 
bit channels which transmit data in opposite directions. 

8. The computer system of claim 6 wherein the encoded 55 

serial bit stream comprises 10 bit packets. 

16. A computer system comprising: 
a console comprising a power supply, a first coupling site 

and a second coupling site, each coupling site com
prising a connector and a slot, the console being a first 
enclosure housing 

the coupling sites, 
a serial communication hub controller powered by the 

power supply, and 
a plurality of computer modules; each computer module 

coupled to one of the coupling site through the con
nector and the slot, comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device storing a security program that 

provides password protection for the computer module, 
a communication controller coupled to the serial commu

nication hub controller through the connector of the 
coupling site, and 

an interface controller coupled to a differential signal 
channel for communicating encoded serial data stream 
of Peripheral Component Interconnect (PCI) bus trans
action; 

wherein each of the computer modules operates fully 
independent of each other. 

17. The computer system of claim 16 wherein the encoded 
serial bit stream comprises 10 bit packets. 9. The computer system of claim 6 wherein the serial bit 

stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

10. The computer system of claim 6 wherein the Ethernet 
hub controller adapted to transfer data between any two of 
the computer modules and to the external network. 

18. The computer system of claim 16 wherein the inter
face controller couples to a flash memory with PCI configu-

60 ration information. 

11. A computer system comprising: 
a console comprising a power supply, a first coupling site 

and a second coupling site, each coupling site com- 65 

prising a connector and a slot, the console being a first 
enclosure housing 

19. The computer system of claim 16 wherein the com
puter module further comprises a second enclosure and a 
hard disk drive wherein the second enclosure houses the 
hard disk drive. 

20. The computer system of claim 16 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

Case 6:13-cv-00641   Document 1-1   Filed 09/09/13   Page 36 of 40 PageID #:  58



US 7,363,416 B2 
29 

21. A computer system comprising: 
a console comprising a video switch, a first coupling site 

and a second coupling site, each coupling site com
prising a connector and a slot; the console being an 
enclosure housing 

the video switch, 
an Ethernet hub controller coupled to an external network, 

and 
a plurality of computer modules; each computer module 

coupled to one of the coupling sites through the con- 10 

nectar and the slot, and comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device storing a security program that 

provides password protection for the computer module, 15 

a graphics controller coupled to the video switch, and 
an interface controller coupled to a differential signal 

channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 
encoded serialized Peripheral Component Interconnect 20 

(PCI) bus transaction data; 
wherein each of the computer modules operates fully 

independent of each other. 
22. The computer system of claim 21 wherein the inter-

25 
face controller couples to a flash memory with PCI configu
ration information. 

30 
29. The computer system of claim 26 wherein the differ

ential signal channel comprises two sets of unidirectional 
serial bit charmels which transmit data in opposite direc
tions. 

30. The computer system of claim 26 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

31. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connec
tor and a slot; the console being an enclosure housing 

each coupling site, and 
a plurality of computer modules; each computer module 

coupled to the coupling site through the connector and 
the slot, and comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device storing a security program that 

provides password protection for the computer module, 
an interface controller coupled to a differential signal 

channel for communicating an encoded serial bit 
stream of Peripheral Component Interconnect (PCI) 
bus transaction, and 

a SCSI hard disk drive; 
wherein each of the computer modules is substantially 

similar in design to each other, and wherein one of the 
computer modules can provide protection against fail
ure of another one of the computer modules. 

23. The computer system of claim 21 wherein the serial 
bit stream comprises one or more pairs of differential signal 
lines. 

24. The computer system of claim 21 wherein the serial 
bit stream comprises 10 bit packets. 

32. The computer system of claim 31 wherein the encoded 
30 serial bit stream comprises 10 bit packets. 

25. The computer system of claim 21 wherein the serial 

33. The computer system of claim 31 wherein the SCSI 
hard disk drive is removable while the computer module is 
in operation. bit stream comprises PCI bus transaction with encoded PCI 

address and data bits. 35 
34. The computer system of claim 31 wherein the inter-

face controller couples to a flash memory with PCI configu
ration information. 

26. A computer system comprising: 
a console comprising an Ethernet hub controller, a first 

coupling site and a second coupling site, each coupling 
site comprising a connector and a slot, the console 
being an enclosure housing 

35. The computer system of claim 31 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 

40 
address and data bits. 

36. A computer system comprising: the Ethernet hub controller, 
each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites through the connector and the slot; 
each computer module comprising 

a processing unit, 
a main memory coupled to the processing unit, 

45 

a mass storage device storing a security program that 
provides password protection for the computer module, 

50 
an interface controller coupled to a differential signal 

channel for communicating encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus transac
tion, and 

an Ethernet controller coupled to the Ethernet hub con- 55 
troller through the connector of the coupling site for 
communication between the computer modules; 

wherein each of the computer modules operates indepen
dent of each other, and wherein one of the computer 
modules can replace another one of the computer 60 
modules in operation. 

27. The computer system of claim 26 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 

28. The computer system of claim 26 wherein the Ether- 65 

net controllers of the computer modules are used for sharing 
peripheral devices residing in the console. 

a console comprising an Ethernet controller coupled to an 
external network, a keyboard/mouse multi-port switch, 
a first coupling site and a second coupling site, each 
coupling site comprising a connector and a slot, the 
console being an enclosure housing the Ethernet con
troller, each coupling site, and 

a plurality of computer modules, each coupled to one of 
the coupling sites through the connector and the slot; 
each computer module comprising 

a processing unit, 
a main memory coupled to the processing unit, 
an interface controller coupled to a differential signal 

channel for communicating encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus transac
tion, and 

a mass storage device storing a security program that 
provides password protection for the computer module; 

wherein each of the computer modules operates fully 
independent of each other; and wherein the keyboard! 
mouse multi-port switch switches between keyboard! 
mouse connection of the computer modules based on a 
command from a user. 

37. The computer system of claim 36 wherein the differ
ential signal channel comprises two sets of unidirectional 
serial bit charmels which transmit data in opposite direc-
tions. 
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38. The computer system of claim 36 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 

39. The computer system of claim 36 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

40. The computer system of claim 36 wherein the com
mand from the user is in the form of either a key on the 
keyboard or an icon on the screen that the mouse can click 
on. 

41. A computer system comprising: 
10 

32 
wherein each of the computer modules operates fully 

independent of each other; and wherein the differential 
signal channel comprises two sets of unidirectional 
serial channels which transmit data in opposite direc
tions, and wherein one of the computer modules can 
replace another one of the computer modules in opera
tion. 

47. The computer system of claim 46 wherein the encoded 
serial bit stream comprises 10 bit packets. 

48. The computer system of claim 46 wherein each of the 
unidirectional serial channels comprises one or more pairs of 
differential signal lines. a console comprising a first coupling site, a second 

coupling site, each coupling site comprising a connec
tor, the console being an enclosure that is capable of 
housing 

49. The computer system of claim 46 wherein the console 
further houses a power supply that supplies DC power to the 

15 Ethernet controller and the computer modules. 
each coupling site, 
a serial communication hub controller coupled to an 

external network, and 
a plurality of computer modules inserted into said con

sole; each computer module coupled to one of the 20 

connectors of the console and comprising, 
a processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a communication controller coupled to the serial commu- 25 

nication hub controller, 
a main memory coupled to the processing unit, 
an interface controller coupled to a differential signal 

channel for communicating encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus transac- 30 

tion, and 
wherein each of the computer modules provide indepen

dent processing in the computer system; and wherein 
one of the computer modules is configured to provide 
protection against failure of another of the plurality of 35 

computer modules. 
42. The computer system of claim 41 wherein the differ

ential signal channel comprises two sets of unidirectional 
serial bit channels which transmit data in opposite direc-
tions. 40 

50. The computer system of claim 46 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

51. A computer system comprising: 
a console comprising an Ethernet hub controller, a first 

coupling site and a second coupling site, each coupling 
site comprising a connector and a slot, the console 
being an enclosure housing the Ethernet hub controller 
and the coupling sites; and 

more than two computer modules, each coupled to one of 
the coupling site through the connector and the slot, 
comprising 

a processing unit, 
a main memory coupled to the processing unit, 
an Ethernet controller coupled to the Ethernet hub con

troller through the connector of the coupling site for 
communication between the computer modules, and 

an interface controller coupled to a differential signal 
channel for communicating encoded serialized Periph
eral Component Interconnect (PCI) bus transaction 
data; 

wherein each of the computer modules operates fully 
independent of each other; and wherein the differential 
signal channel comprises two sets of unidirectional 
serial channels which transmit data in opposite direc
tions; and wherein one of the computer modules is 
configured to provide protection against failure of any 
one of the other computer modules. 

43. The computer system of claim 41 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 

44. The computer system of claim 41 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

52. The computer system of claim 51 wherein the Ether-
45 net controllers of the computer modules are used for sharing 

peripheral devices residing in the console. 
53. The computer system of claim 51 wherein the encoded 

serial bit stream comprises 10 bit packets. 45. The computer system of claim 41 further comprises a 
hard disk coupled to the computer module. 

46. A computer system comprising: 
a console comprising a power supply, a first coupling site, 

and a second coupling site, each coupling site com
prising a connector and a slot, the console being an 
enclosure housing 

54. The computer system of claim 51 wherein each of the 
50 unidirectional serial channels comprises one or more pairs of 

differential signal lines. 

each coupling site, 
a plurality of computer modules, each coupled to one of 

the coupling sites through the connector and the slot; 
each computer module comprising 

a processing unit, 

55 

a flash memory device configured to store a password for 60 
controlling access to the computer module, 

a main memory coupled to the processing unit, 
a graphics controller, and 
an interface controller coupled to a differential signal 

channel for communicating encoded serialized bit 65 

stream of Peripheral Component Interconnect (PCI) 
bus transaction; 

55. The computer system of claim 51 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

56. A computer system comprising: 
a console comprising an Ethernet hub controller, a first 

coupling site and a second coupling site, the console 
being an enclosure housing 

the Ethernet hub controller, 
the coupling sites, and 
a plurality of computer modules, each coupled to one of 

the coupling sites; each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
an interface controller coupled to a differential signal 

channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 
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encoded serialized Peripheral Component Interconnect 
(PCI) bus transaction data to a connector, and 

an Ethernet controller coupled to the Ethernet hub con
troller for communication between the computer mod
ules; 

wherein each of the computer modules operates fully 
independent of each other. 

57. The computer system of claim 56 wherein the differ
ential signal channel comprises two sets of unidirectional 
serial bit channels which transmit data in opposite direc- 10 

tions. 
58. The computer system of claim 11 wherein the Ethernet 

controllers of the computer modules are used for sharing 
peripheral devices residing in the console. 

59. The computer system of claim 56 wherein the encoded 15 

serial bit stream comprises 10 bit packets. 
60. The computer system of claim 56 wherein the serial 

bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

61. A computer system comprising: 
a console comprising an Ethernet controller coupled to an 

external network, a video switch, a first coupling site 
and a second coupling site, the console being an 
enclosure housing 

the Ethernet controller, 
the video switch, 
each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites; each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a graphics controller coupled to the video switch, and 
an interface controller coupled to a differential signal 

20 

25 

30 

channel of two unidirectional serial bit streams which 
35 

transmit data in opposite directions for communicating 
encoded serial Peripheral Component Interconnect 
(PCI) bus transaction data to a connector; 

wherein each of the computer modules operates fully 
independent of each other. 

40 
62. The computer system of claim 61 wherein the inter-

face controller couples to a flash memory with PCI configu
ration information. 

34 
a communication controller coupled to the serial commu

nication hub controller through the connector of the 
coupling site for communication between the computer 
modules; 

wherein each of the computer modules operates indepen
dent of each other. 

67. The computer system of claim 66 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 

68. The computer system of claim 66 wherein the hard 
disk drive is removable while the computer module is in 
operation. 

69. The computer system of claim 66 wherein the encoded 
serial bit stream comprises 10 bit packets. 

70. The computer system of claim 66 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

71. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site; the console being an enclosure housing 
each coupling site, 
a serial communication hub controller coupled to an 

external network, and 
a plurality of computer modules, each coupled to one of 

the coupling sites; each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a communication controller coupled to the serial commu

nication controller to support communication with the 
external network, and 

an interface controller coupled to a differential signal 
channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 
encoded serial Peripheral Component Interconnect 
(PCI) bus transaction data to a connector; 

wherein each of the computer modules operates fully 
independent of each other; and wherein one of the 
computer modules can replace another one of the 
computer modules in operation. 

72. The computer system of claim 71 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 63. The computer system of claim 61 further comprises a 

hard disk drive coupled to the computer module. 
64. The computer system of claim 61 wherein the console 

further houses a power supply that supplies DC power to the 
Ethernet controller and the computer modules. 

73. The computer system of claim 71 further comprises a 
45 hard disk drive coupled to the computer module. 

74. The computer system of claim 71 wherein the serial 
bit stream comprises 10 bit packets. 

65. The computer system of claim 61 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

75. The computer system of claim 71 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 

50 address and data bits. 

66. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, the console being an enclosure housing 
a serial communication hub controller, 
each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites; each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device storing a security program that 

provide password protection for the computer module, 

55 

60 

an interface controller coupled to a differential signal 
channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 65 

encoded serial Peripheral Component Interconnect 
(PCI) bus transaction data to a connector, and 

76. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec
tor and a slot, the console being a first enclosure 
housing 

each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites through the connector and the slot; 
each computer module comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
an interface controller coupled to a differential signal 

channel for communicating an encoded serial bit 
stream of Peripheral Component Interconnect (PCI) 
bus transaction, and 

Case 6:13-cv-00641   Document 1-1   Filed 09/09/13   Page 39 of 40 PageID #:  61



US 7,363,416 B2 
35 

wherein each of the computer modules operates fully 
independent of each other; and wherein the differential 
signal channel comprises two sets of unidirectional 
serial channels which transmit 10 bit packets in oppo
site directions. 

77. The computer system of claim 76 wherein the inter
face controller couples to a flash memory with PCI configu
ration information. 

78. The computer system of claim 76 wherein each of the 
unidirectional serial channels comprises one or more pairs of 10 
differential signal lines. 

79. The computer system of claim 76 wherein the serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

80. The computer system of claim 76 wherein the console 15 
further houses a power supply that supplies DC power to the 
Ethernet controller and the computer modules. 

81. A computer system comprising: 
a console comprising an Ethernet controller coupled to an 

external network, a first coupling site and a second 20 
coupling site, each coupling site comprising a connec-
tor and a slot, the console being an enclosure housing 

the Ethernet controller, 
each coupling site, and 
a plurality of computer modules, each coupled to one of 

the coupling sites through the connector and the slot; 25 

each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a SCSI hard disk drive, and 
an interface controller coupled to a differential signal 

channel for communicating encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus transac
tion; 

wherein each of the computer modules operates indepen
dent of each other; and wherein the differential signal 
channel couples to the console through the connector of 
the coupling site; and wherein the encoded serial bit 

30 

35 

stream transmits 10 bit packets. 40 
82. The computer system of claim 81 wherein the inter

face controller couples to a flash memory with PCI configu
ration information. 

83. The computer system of claim 81 wherein the SCSI 
hard disk drive is removable while the computer module is 

45 
in operation. 

84. The computer system of claim 81 wherein the console 
further houses a power supply that supplies DC power to the 
Ethernet controller and the computer modules. 

85. The computer system of claim 81 wherein the serial 
50 

bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

86. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec-
55 

tor and a slot, the console being an enclosure housing 
each coupling site, 
a serial communication controller, and 

36 
transmit data in opposite directions for communicating 
encoded serial, 10 bit packet data stream of Peripheral 
Component Interconnect (PCI) bus transaction; 

wherein each of the computer modules operates indepen
dent of each other. 

87. The computer system of claim 86 further comprises a 
hard disk drive coupled to the computer module. 

88. The computer system of claim 86 wherein the encoded 
PCI bus transaction comprises encoded PCI address and data 
bits. 

89. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec
tor and a slot, the console being an enclosure housing 
each coupling site, and 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through the con
nector and the slot; each computer module comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a mass storage device coupled to the processing unit, 
an interface controller coupled to a differential signal 

channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 
encoded serial, 10 bit packet data stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 

wherein each of the computer modules operates indepen
dent of each other; and wherein one of the computer 
modules can replace another one of the computer 
modules in operation. 

90. The computer system of claim 89 wherein the encoded 
PCI bus transaction comprises encoded PCI address and data 
bits. 

91. The computer system of claim 89 wherein each of the 
unidirectional serial differential signal channels comprises 
one or more pairs of differential signal lines. 

92. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, the console being an enclosure housing 
each coupling site, and 
more than two computer modules; each computer module 

coupled to one of the coupling sites; each computer 
module comprising 

a processing unit, 
a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
a mass storage device coupled to the processing unit, 
an interface controller coupled to a differential signal 

channel of two unidirectional serial bit streams which 
transmit data in opposite directions for communicating 
encoded serial bit stream of Peripheral Component 
Interconnect (PCI) bus transaction to a connector; and 

wherein each of the computer modules operates indepen
dent of each other; and wherein one of the computer 
modules is configured to provide protection against 
failure of any one of the other computer modules. 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through the con
nector and the slot; each computer module comprising 

a processing unit, 

93. The computer system of claim 92 wherein the encoded 
60 PCI bus transaction comprises encoded PCI address and data 

bits. 

a main memory coupled to the processing unit, 
a flash memory device configured to store a password for 

controlling access to the computer module, 
an interface controller coupled to a differential signal 

channel of two unidirectional serial bit streams which 

94. The computer system of claim 92 wherein each of the 
unidirectional serial differential signal channels comprises 
one or more pairs of differential signal lines. 

* * * * * 
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Symbol Signal Data Rate Description 
1 PDC, RTN 3ND 

12 PDO+ Svnch. To PCK 10 x clock rate Comouter to · LVDS Data 0 + 
3 PDO- Comouter to Perioheral LVDS Data 0 -
4 PD1 RTN _GNl2 
5 PD1 + Svnch. To PCK 1 0 x clock rate Comouter to Perioheral LVDS Data 1 + 
6 PD1 - Comouter to Perioheral LVDS Data 1 -
7 PD2 RTN GND 
8 PD2 + Svnch. To PCK 1 0 x clock rate Comouter to Peripheral LVDS Data 2 + 
9 PD2 - Computer to Peripheral LVDS Data 2 -
10 PD3 RTN GND 
11 PD3 + Svnd1. To PCK 1 0 x clock rate Comouter to Peripheral LVDS Data 3 + 
12 PD3 - Computer to Peripheral LVDS Data 3 -
13 PCK RTN GND 
14 PCK+ Clock Clock rate Computer to Peripheral LVDS Clock+ 
15 PCK- Computer to Peripheral L VOS Clock -

~ PCN RTN GND 
17 --pci'f+ Synch. To PCK 10 x clock rate Computer to Peri[lheral LVDS Contra\ + 
18 PCN- Computer to PerjQheral LVDS Control -
19 PDRO RTN GND 
20 PDRO+ Synch. To PCKR 10 x clock rate Perij:lheral to Computer LVDS Data 0 + 
21 PDRO- Peripheral to ComputerLVDS Data 0 -
22 PDR1 RTN GNO 
23 PDR1 + Synch To PCKR 1 0 x clock rate Peripheral to Computer LVDS Data 1 + 
24 PDR1 - Peripheral to Computer LVDS Data 1 -
25 PDR2 RTN GND 
26 PDR2 + Synch. To PCKR 10 x clock rate Peripheral to Com_Q_uter LVDS Data 2 + 
27 PDR2- Peripheral to Computer LVDS Data 2 -
28 PDR3 RTN GND 
29 PDR3 + Synch. To PCKR 10 x clock rate Penpheral to_s;_omputer .!:_~ata 3 + 
30 PDR3- Penpheral to _S;_omputer LVD§_!J_ata 3 -
[31 PCKR RTN GND 
32 PCKH + Reverse Dir. Clock Clock rate Peripheral to computer.!:_~ Glock+ 
33 PCKR- Peripheral to computer LVDS Clock -
134 PCNR RTN GNU 
135 PCNR+ Synch. To PCKH 1U x ClocK rate t-'enpneral to computer LVUS control+ 
36 PCNR- Peripheral to Com_QUter LVDS Control -
37 RESET# Asynchronous Reset 
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Name 

AD(31::0) 
CIBE(3::0]# 

FRAME# 

I ROY# 

TROY# 

DEVSEL# 

STOP# 

PAR 

LOCK# 

Type Pins Description 

TS 
TS 

STS 

STS 

STS 

STS 

32 Multiplexed Address/Data. AD is driven to a valid state when GNT# is asserted. 
4 Multiplexed Command/Byte Enables. For a two-address transaction, 1st 

·address phase carries the command, and the 2nd address phase carries the 
transaction type. CIBE is driven to a valid state when GNT# is asserted. 
Indicates beginning and duration of a PCI transaction. When the bus is idle. 
FRAME# is driven to High for 1 cycle. A pull-up resistor sustains STS signal. 
Initiator Ready. I ROY# is driven High for 1 cycle if bus is idle, and the state is 
sustained by a pull-up resistor. 
Target Ready. When bus is idle, TROY# is driven High for 1 cycle if bus is idle. 
An external pull-up resistor sustains STS signal. 
Device Select. DEVSEL# is asserted by target to indicate it is ready to accept 
the transaction. HIC decodes address of a transaction to decide the need to 
assert DEVSEL#. As an initiator, HIC waits for 5 cycles to detect assertion of 
DEVSEL# by the target; otherwise HIC terminates with a master abort. 
DEVSEL# is driven High for 1 cycle when bus is idle, and the state is sustained 
by a pull-up resistor. 

STS 1 Target request to stop transaction. There are 3 cases: 
STOP#, TROY# & DEVSEL# asserted: disconnect with data transfer 
Only STOP# & DEVSEL# asserted: request initiator to retry later 
Only STOP# asserted: target abort 
STOP# is driven High for 1 cycle when bus is idle. and the state is sustained by 
a pull-up resistor. 

TS Even parity for 36 bits of AD & C/BE#. PAR is sent one cycle after address or 
data is valid. In write transaction, initiator sends PAR one cycle after write data 
is valid. In read transaction. target sends PAR one cycle after read data is valid. 

Input 1 Initiator request lock on target downstream. LOCK# is asserted 1 clock cycle 
after address phase by an initiator wanting to perform an atomic operation lhat 
take more tr:tan one iransaciion io cornpit:itt~ HiC iJd~st::; llu~ LOC~# J6qU65i ~v 
the secondary PCibus. HIC does not drive LOCK# or propagate LOCK# 
upstream. 

IDSEL# Input 1 Chip Select for Type 0 configuration access. During a Type 0 configuration 
transaction, the initiator asserts IDSEL# during the address phase to select HIC. 
HIC responds by asserting DEVSEL#. 

PERR# STS 1 

SERR# OD 

REO# TS 

GNT# Input 1 

CLKRUN# 1/00 1 

PCICK Input 1 

Data Parity Error on all transactions except Special Cycle. PERR# is driven one 
clock cycle after PAR. PERR# is asserted by large~ during write transactions, 
and by initiator during read transactions. 
System Error. HIC asserts SERR# under the following conditions: 
Address parity error. Secon:lary bus SERR# asserted. 
Posted write transaction: cata parity errcr on target bus. Posted write transaction discarded. 
Master abort. Target abort 
Delayed read or write transaction discarded. and 

Delayed transaction master timeout. 

Request for bus. If a target retry or disconnect is received in response to 
initiating a transaction, HIC deasserts REQ# for at least 2 cycles before 
asserting it again. 
Bus is granted to HIC. HIC can initiate transaction if GNT# is asserted and the 
bus is idle. When HIC is not requesting bus and GNT# is asserted, HIC must 
drive AD. C/BE. and PAR to valid logic levels. 
Input indicating clock status. HIC can request the central clock resource to start. 
speed up or maintain the PCI clock. There are 3 clocking states: 
Clock running, Clock about to stop/slow down, and Clock stopped/slowed. 
PCI Clock. All inputs are sampled on the rising edge of PCICK. Frequency 

FIGURE 16· 
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MULTIPLE MODULE COMPUTER SYSTEM 
AND METHOD INCLUDING DIFFERENTIAL 

SIGNAL CHANNEL COMPRISING 
UNDIRECTIONAL SERIAL BIT CHANNELS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority as a continuation of 
U.S. nonprovisional application Ser. No. 11/166,656, filed 
Jun. 24, 2005, which is a continuation ofU.S. nonprovisional 
patent application Ser. No. 11/097,694, filed Mar. 31, 2005, 
which is a continuation of U.S. nonprovisional patent appli
cation Ser. No. 10/772,214, filed Feb. 3, 2004, which is a 
continuation of U.S. nonprovisional patent application Ser. 
No. 09/569,758, filed May 12, 2000 (Now U.S. Pat. No. 
6,718,415), which claimed priority to U.S. Provisional Appli
cation No. 60/134,122 filed May 14, 1999, commonly 
assigned, and hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to computing devices. More 
particularly, the present invention provides a system includ
ing a plurality of computer modules that can independently 
operate to provide backup capability, dual processing, and the 
like. Merely by way of example, the present invention is 
applied to a modular computing environment for desk top 
computers, but it will be recognized that the invention has a 
much wider range of applicability. It can be applied to a server 
as well as other portable or modular computing applications. 

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 
or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

2 
nology. In fact, these devices often have a smaller flat panel 
display that has poor viewing characteristics. Additionally, 
these devices also have poor input devices such as smaller 
keyboards and the like. Furthermore, these devices have lim
ited common platforms to transfer information to and from 
these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 

10 Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com
puters is that the user must often purchase both the desktop 
and laptop to have "total" computing power, where the desk-

15 top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 
significant amount of time transferring software and data 
between the two types of computers. For example, the user 

20 must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 
the portable computer. Alternatively, the user often must use 
floppy disks to "zip" up files and programs that exceed the 

25 storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por
table and desktop computer is that the user has to spend 
money to buy components and peripherals the are duplicated 

30 in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because pro
gram software and supporting programs generally must be 

35 installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 
wasted. 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 

40 the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. 

Similar to separate desktop and portable computers, there 
is no commonality between two desktop computers. To date, 

45 most personal computers are constructed with a single moth
erboard that provides connection for CPU and other compo
nents in the computer. Dual CPU systems have been available 
through Intel's slot 1 architecture. For example, two Pentium 

Many external or peripheral devices can be used with the 
PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 
Corporation of Utah. Other storage devices include external 
hard drives, tape drives, and others. Additional devices 50 

include communication devices such as a modem, which can 

II cartridges can be plugged into two "slot 1" card slots on a 
motherboard to form a Dual-processor system. The two 
CPU's share a common host bus that connects to the rest of 

be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 
devices such as a printer and other output means. Moreover, 
the PC can include special audio output devices such as 55 

speakers the like. 
PCs also have easy to use keyboards, mouse input devices, 

and the like. The keyboard is generally configured similar to 
a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 60 

computer. The mouse also has a sufficient size and shape to 
easily move a curser on the display from one location to 
another location. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 65 

Although somewhat successful, laptop computers have many 
limitations. These computing devices have poor display tech-

the system, e.g. main memory, hard disk drive, graphics sub
system, and others. Dual CPU systems have the advantage of 
increased CPU performance for the whole system. Adding a 
CPU cartridge requires no change in operating systems and 
application software. However, dual CPU systems may suffer 
limited performance improvement if memory or disk drive 
bandwidth becomes the limiting factor. Also, dual CPU sys
tems have to time-share the processing unit in running mul
tiple applications. CPU performance improvement efficiency 
also depends on software coding structure. Dual CPU sys-
tems provide no hardware redundancy to help fault tolerance. 
In running multiple applications, memory and disk drive data 
throughput will become the limiting factor in improving per
formance with multi-processor systems. 

The present invention generally relates to computer inter
faces. More specifically, the present invention relates to an 
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interface channel that interfaces two computer interface buses 
that operate under protocols that are different from that used 
by the interface channel. 

Interfaces coupling two independent computer buses are 
well known in the art. A block diagram of a computer system 
utilizing such a prior art interface is shown in FIG. 5. In FIG. 
5, a primary peripheral component interconnect (PCI) bus 
505 of a notebook PC 500 is coupled to a secondary PCI bus 
555 in a docking system 550 (also referred to as docking 10 

station 550) through high pin count connectors 501 and 502, 
which are normally mating connectors. The high pin count 
connectors 501 and 502 contain a sufficiently large number of 
pins so as to carry PCI bus signals between the two PCI buses 
without any translation. The main purpose for interfacing the 15 

two independent PCI buses is to allow transactions to occur 
between a master on one PCI bus and a target on the other PCI 
bus. The interface between these two independent PCI buses 
additionally includes an optional PCI to PCI bridge 560, 

20 
located in the docking station 550, to expand the add on 
capability in docking station 550. The bridge 560 creates a 
new bus number for devices behind the bridge 560 so that they 
are not on the same bus number as other devices in the system 
thus increasing the add on capability in the docking station 25 
550. 

4 
Thus, what is needed are computer systems that can have 

multiple computer modules. Each computer module has dedi
cated memory and disk drive, and can operate independently. 

BRIEF SUMMARY OF THE INVENTION 

According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro-
cessing, and the like. 

In a specific embodiment, the present invention provides a 
computer system for multi-processing purposes. The com
puter system has a console comprising a first coupling site and 
a second coupling site. e.g., computer module bay. Each 
coupling site comprises a connector. The console is an enclo
sure that is capable ofhousing each coupling site. The system 
also has a plurality of computer modules, where each of the 
computer modules is coupled to one of the connectors. Each 
of the computer modules has a processing unit, a main 
memory coupled to the processing unit, a graphics controller 
coupled to the processing nnit, and a mass storage device 
coupled to the processing unit. Each of the computer modules 
is substantially similar in design to each other to provide 
independent processing of each of the computer modules in 
the computer system. 

In an alternative specific embodiment, the present inven
tion provides a multi-processing computer system. The sys-

An interface such as that shown in FIG. 5 provides an 
adequate interface between the primary and secondary PCI 
buses. However, the interface is limited in a number of ways. 
The interface transfers signals between the primary and sec
ondary PCI buses using the protocols of a PCI bus. Conse
quently, the interface is subject to the limitations under which 
PCI buses operate. One such limitation is the fact that PCI 
buses are not cable friendly. The cable friendliness of the 
interface was not a major concern in the prior art. However, in 
the context of the computer system of the present invention, 
which is described in the present inventor's (William W. Y. 
Chu's) application for "Personal Computer Peripheral Con
sole With Attached Computer Module" filed concurrently 
with the present application on Sep. 8, 1998 and incorporated 
herein by reference, a cable friendly interface is desired for 
interfacing an attached computer module (ACM) and a 
peripheral console of the present invention. Furthermore, as a 
result of operating by PCI protocols, the prior art interface 
includes a very large number of signal channels with a cor
responding large number of conductive lines (and a similarly 
large number of pins in the connectors of the interface) that 
are commensurate in number with the number of signal lines 
in the PCI buses which it interfaces. One disadvantage of an 
interface having a relatively large number of conductive lines 
and pins is that it costs more than one that uses a fewer number 

30 tern has a console comprising a first coupling site and a 
second coupling site. Each coupling site comprises a connec
tor. The console is an enclosure that is capable of housing 
each coupling site. The system also has a plurality of com
puter modules, where each of the computer modules is 

of conductive lines and pins. Additionally, an interface having 

35 coupled to one of the connectors. Each of the computer mod
ules has a processing unit, a main memory coupled to the 
processing unit, a graphics controller coupled to the process
ing unit, a mass storage device coupled to the processing nnit, 
and a video output coupled to the processing unit. Each of the 

40 computer modules is substantially similar in design to each 
other to provide independent processing of each of the com
puter modules in the computer system. A video switch circuit 
is coupled to each of the computer modules through the video 
output. The video switch is configured to switch a video 

45 signal from any one of the computer modules to a display. 
Numerous benefits are achieved using the present inven

tion over previously existing techniques. In one embodiment, 
the invention provides improved processing and maintenance 
features. The invention can also provide increased CPU per-

50 formance for the whole system. The invention also can be 
implemented without changes in operating system and appli
cation software. The present invention is also implemented 
using conventional technologies that can be provided in the 
present computer system in an easy and efficient manner. 

a large number of conductive lines is bulkier and more cum
bersome to handle. Finally, a relatively large number of signal 55 

channels in the interface renders the option of using differen
tial voltage signals less viable because a differential voltage 
signal method would require duplicating a large number of 
signal lines. It is desirable to use a low voltage differential 
signal (LVDS) channel in the computer system of the present 
invention because an LVDS channel is more cable friendly, 
faster, consumes less power, and generates less noise, includ
ing electromagnetic interferences (EMI), than a PCI channel. 
The term LVDS is herein used to generically refer to low 65 

voltage differential signals and is not intended to be limited to 
any particular type of LVDS technology. 

In another embodiment, the invention provides at least two 
users to share the same modular desktop system. Each user 
operates on a different computer module. The other periph
eral devices, i.e. CD ROM, printer, DSL connection, etc. can 
be shared. This provides lower system cost, less desktop 

60 space and more efficiency. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

In still further embodiments, the present invention provides 
methods of using multiple computer modules. 

The present invention encompasses an apparatus for bridg
ing a first computer interface bus and a second computer 
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interface bus, where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 
and a maximum clock speed. The apparatus comprises an 
interface channel having a clock line and a plurality of bit 
lines for transmitting bits; a first interface controller coupled 
to the first computer interface bus and to the interface channel 
to encode first control signals from the first computer inter
face bus into first control bits to be transmitted on the interface 10 

channel and to decode second control bits received from the 
interface channel into second control signals to be transmitted 
to the first computer interface bus; and a second interface 
controller coupled to the interface channel and the second 
computer interface bus to decode the first control bits from the 15 

interface channel into third control signals to be transmitted 

6 
channels for transmitting bits; a first interface controller 
coupled to the first computer interface bus and to the interface 
channel to encode first control signals from the first computer 
interface bus into first control bits to be transmitted on the 
interface channel and to decode second control bits received 
from the interface channel into second control signals to be 
transmitted to the first computer interface bus; and a second 
interface controller coupled to the interface channel and the 
second computer interface bus to decode the first control bits 
from the interface channel into third control signals to be 
transmitted on the second computer interface bus and to 
encode fourth control signals from the second computer inter
face bus into the second control bits to be transmitted on the 
interface channel. 

In one embodiment, the first and second interface control-
lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 

on the second computer interface bus and to encode fourth 
control signals from the second computer interface bus into 
the second control bits to be transmitted on the interface 
channel. 20 comprises an LVDS channel. 

In a preferred embodiment, the interface channel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PCI buses and 
operates at a clock speed higher than the clock speed at which 

In one embodiment, the first and second interface control
lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 
comprises an LVDS channel. 

25 any of the bus lines operates. More specifically, the interface 
channel includes two sets of unidirectional serial bit channels 
which transmit data in opposite directions such that one set of 
bit channels transmits serial bits from the HIC to the PIC 
while the other set transmits serial bits from the PIC to the 
HIC. For each cycle of the PCI clock, each bit channel of the 
interface channel transmits a packet of serial bits. 

The HIC and PIC each include a bus controller to interface 
with the first and second computer interface buses, respec
tively, and to manage transactions that occur therewith. The 

The present invention overcomes the aforementioned dis
advantages of the prior art by interfacing two PCI or PCI -like 
buses using a non-PCI or non-PCI -like channel. In the present 
invention, PCI control signals are encoded into control bits 30 

and the control bits, rather than the control signals that they 
represent, are transmitted on the interface channel. At the 
receiving end, the control bits representing control signals are 
decoded back into PCI control signals prior to being trans
mitted to the intended PCI bus. 35 HIC and PIC also include a translator coupled to the bus 

controller to encode control signals from the first and second 
computer interface buses, respectively, into control bits and to 
decode control bits from the interface channel into control 
signals. Additionally, the HIC and PIC each include a trans-

The fact that control bits rather than control signals are 
transmitted on the interface channel allows using a smaller 
number of signal channels and a correspondingly small num
ber of conductive lines in the interface channel than would 
otherwise be possible. This is because the control bits can be 
more easily multiplexed at one end of the interface channel 
and recovered at the other end than control signals. This 
relatively small number of signal channels used in the inter
face channel allows using LVDS channels for the interface. 

40 mitter and a receiver coupled to the translator. The transmitter 
converts parallel bits into serial bits and transmits the serial 
bits to the interface channel. The receiver receives serial bits 
from the interface channel and converts them into parallel 
bits. 

As mentioned above, an LVDS channel is more cable 45 

friendly, faster, consumes less power, and generates less noise 
than a PCI bus channel, which is used in the prior art to 
interface two PCI buses. Therefore, the present invention 
advantageously uses an LVDS channel for the hereto unused 
purpose of interfacing PCI or PCI -like buses. The relatively 50 

smaller number of signal channels in the interface also allows 
using connectors having smaller pins counts. As mentioned 
above an interface having a smaller number of signal channels 
and, therefore, a smaller number of conductive lines is less 
bulky and less expensive than one having a larger number of 55 

signal channels. Similarly, connectors having a smaller num
ber of pins are also less expensive and less bulky than con
nectors having a larger number of pins. 

In one embodiment, the present invention encompasses an 
apparatus for bridging a first computer interface bus and a 60 

second computer interface bus, in a microprocessor based 
computer system where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 65 

and a maximum clock speed. The apparatus comprises an 
interface channel having a clock channel and a plurality ofbit 

According to the present invention, a technique including a 
method and device for securing a computer module using a 
password in a computer system is provided. In an exemplary 
embodiment, the present invention provides a security system 
for an attached computer module ("ACM"). In an embodi
ment, theACM inserts into a Computer Module Bay (CMB) 
within a peripheral console to form a functional computer. 

In a specific embodiment, the present invention provides a 
computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a central 
processing unit (i.e., integrated circuit chip) in the enclosure. 
The module has a hard disk drive in the enclosure, where the 
hard disk drive is coupled to the central processing unit. The 
module further has a programmable memory device in the 
enclosure, where the progrmable memory device can be 
configurable to store a password for preventing a possibility 
of unauthorized use of the hard disk drive and/or other mod-
ule elements. The stored password can be any suitable key 
strokes that a user can change from time to time. In a further 
embodiment, the present invention provides a permanent 
password or user identification code stored in flash memory, 
which also can be in the processing unit, or other integrated 
circuit element. The permanent password or user identifica-

Case 6:13-cv-00641   Document 1-2   Filed 09/09/13   Page 31 of 49 PageID #:  93



US 7,676,624 B2 
7 

tion code is designed to provide a permanent "finger print" on 
the attached computer module. 

8 
FIG. 10 is a detailed block diagram of one embodiment of 

the host interface controller of the present invention. 
FIG. 11 is a detailed block diagram of one embodiment of 

the PIC of the present invention. 
FIG. 12 is a table showing the symbols, signals, data rate 

and description of signals ina first embodiment of the XPBus. 

In a specific embodiment, the present invention provides a 
variety of methods. In one embodiment, the present invention 
provides a method for operating a computer system such as a 
modular computer system and others. The method includes 
inserting an attached computer module ("ACM") into a bay of FIG. 13 is a table showing the information transmitted on 

the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits trans-

10 mitted in each clock cycle of the XPBus. 

a modular computer system. The ACM has a microprocessor 
unit (e.g., microcontroller, microprocessor) coupled to a mass 
memory storage device (e.g., hard disk). The method also 
includes applying power to the computer system and the 
ACM to execute a security program, which is stored in the 
mass memory storage device. The method also includes 
prompting for a user password from a user on a display (e.g., 
flat panel, CRT). In a further embodiment, the present method 15 

includes a step of reading a permanent password or user 
identification code stored in flash memory, or other integrated 
circuit element. The permanent password or user identifica
tion code provides a permanent finger print on the attached 
computer module. The present invention includes a variety of 20 

these methods that can be implemented in computer codes, 
for example, as well as hardware. 

FIG. 14 is a table showing information transmitted on the 
XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. 

FIG. 15 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 
signals. 

FIG. 17 is a block diagram of one embodiment of a com
puter system employing the present invention. 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM). 

FIG. 19 illustrates an external view of one embodiment of 
25 anACM. 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 30 

invention is also implemented using conventional technolo
gies that can be provided in the present computer system in an 
easy and efficient manner. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

FIG. 19b illustrates one possible embodiment of a com
puterbay. 

FIG. 20 illustrates the internal component layout for one 
embodiment of an ACM. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
FIG. 22 is a simplified layout diagram of a security system 

for a computer system according to an embodiment of the 
present invention; and 

FIG. 23 is a simplified block diagram of a security system 
35 for a computer module according to an embodiment of the 

present invention. 
These and other embodiments of the present invention, as 

well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified block diagram of a computer system 
according to an alternative embodiment of the present inven
tion; 

FIG. 3 is a simplified block diagram of a compeer system 
according to a further alternative embodiment of the present 
invention; and 

FIG. 4 is a simplified flow diagram of a method according 
to an embodiment of the present invention. 

FIG. 5 is a block diagram of a computer system using a 
prior art interface between a primary and a secondary PCI 
bus. 

FIG. 6 is a block diagram of one embodiment of a computer 
system using the interface of the present invention. 

FIG. 7 is a partial block diagram of a computer system 
using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

FIG. 8 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

FIG. 9 is a block diagram of one embodiment of the host 
interface controller and the peripheral interface controller of 
the present invention. 

40 

DETAILED DESCRIPTION OF THE INVENTION 

According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro-

45 cessing, and the like. 
FIG. 1 is a simplified diagram of a computer system 100 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 

50 would recognize other variations, modifications, and alterna
tives. The computer system 100 includes an attached com
puter module (i.e., ACM) 113, a desktop console 101, among 
other elements. The computer system also has another ACM 
module 117. Each ACM module has a respective slot 121, 

55 119, which mechanically houses and electrically couples 
each ACM to the computer console. Also shown is a display 
111, which connects to the console. Additionally, keyboard 
109 and mouse 115 are also shown. A second display 102, 
keyboard 105, and mouse 107 can be coupled to the console 

60 in some optional embodiments to allow more than one user to 
operate the computer system. The computer system is modu
lar and has a variety of components that are removable. Some 
of these components (or modules) can be used in different 
computers, workstations, computerized television sets, and 

65 portable or laptop units. 
In the present embodiment, each ACM 113 includes com

puter components, as will be described below, including a 
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central processing unit ("CPU"), IDE controller, hard disk 
drive, computer memory, and the like. The computer module 
bay (i.e., CMB) 121 is an opening or slot in the desktop 
console. The CMB houses theACM and provides communi
cation to and from the ACM. The CMB also provides 
mechanical protection and support to theACM. The CMB has 
a mechanical alignment mechanism for mating a portion of 
the ACM to the console. The CMB further has thermal heat 

10 
The shared peripheral console has a chassis and a mother-

board that connects the following devices: 
1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. RGB monitor, 
3) Add-on means, e.g. PCI add-on slots, 
4) Two Computer Module Bays (CMB) with connectors to 

twoACMs, 

dissipation sinks, electrical connection mechanisms, and the 
like. Some details of the ACM can be found in co-pending 10 

patent application Ser. Nos. 09/149,882 and 09/149,548 filed 
Sep. 8, 1998, commonly assigned, and hereby incorporated 

5) A serial communication Hub controller that interfaces to 
serial communication controller ofbothACMs, 

6) Shared storage subsystem, e.g. Floppy drive, CDROM 
drive, DVD drive, or 2nd Hard Drive, 

7) Communication device, e.g. modem, 
by reference for all purposes. 

In a specific embodiment, the present multiple computer 
module system has a peripheral console that has two or more 
computer bays that can receive a removable computer module 
or ACM. Multiple computer module system can function as a 
personal computer with only one ACM and the peripheral 
console. The second and additional ACM can be added later 

8) Power supply, and others. 
The computer bay is an opening in the peripheral console 

15 that receives an ACM. CMB provides mechanical protection 
to ACM, mechanical alignn1ent for connector mating, 
mechanical locking system to prevent theft and accidental 
removal, and connectors at the end of the opening for con
necting to ACM. The interface bus between ACM and the 

20 peripheral console has a video bus, peripheral connections, 
serial communication connection, control signals and power 
connection. Video bus includes video output of graphics 
devices, i.e. analog RGB and control signals for monitor. 

to increase overall system performance and reliability. The 
ACM operates independently as self-contained computer, 
communicates with each other through a high-speed serial 
communication and share most peripheral devices within the 
peripheral console. Each ACM controls its independent 
graphics subsystem and drives separate video output signals. 25 

A practical implementation is a dual ACM system. In a dual 
ACM system, two monitors can be used to display the two 
ACMs' graphics outputs at the same time. For a single moni
tor, a RGB switch is used to switch between the video outputs 

Power connection supplies the power for ACM. 
An implementation of peripheral sharing is the use of Eth-

ernet controllers to bridge the communication between the 
two ACMs. Some of the peripheral devices residing in the 
peripheral console are shown in the simplified diagram of 
FIG. 2. As shown, the diagram is merely an illustration which 

of the two ACMs and can be controlled by a command from 
the user. Similarly, input devices (i.e. keyboard and mouse) 
are switched between the two computer systems with a com
mand from the user. Command from the user can be in the 
form of either a dedicated key on the keyboard or a special 
icon on the screen that the mouse can click on. 

Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 

3) Main memory; 

4) A single primary Hard Disk Drive ("HDD") that has a 
security program; 

5) Flash memory with system BIOS and programmable 
user password; 

6) Operating System, application software, data files on 
primary HDD; 

7) An interface device and connectors to peripheral con
sole; 

8) A software controllable mechanical lock, lock control 
means, and other accessories. 

The ACM connects to a peripheral console with power 
supply, a display device, an input device, and other elements. 
Some details of these elements with the present system are 
described in more detail below. In a dual ACM system, the 
primary ACM can connect directly to the peripheral board in 
the peripheral console. The second ACM can connect either 
directly or indirectly to the peripheral board. For indirect 
connection, a receptacle board is added to allow a cable 
connection to the peripheral board. This is to facilitate the 
mechanical positioning of the second ACM inside the com
puter chassis. The receptacle board approach can even be 
used for the primary ACM if a high bandwidth peripheral bus, 
e.g. PCI Bus, is not connected from the primary ACM to the 
peripheral board. 

30 should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize many other variations, 
alternatives, and modifications. As shown, a primary ACM 
203 is connected to PCI peripheral devices in the peripheral 
console through the PCI bus 225 that passes through the 

35 connection between primary ACM 203 and peripheral con
sole 201. As shown, ACM has a CPU module 207 coupled to 
the PCI bus through a North Bridge 211. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 

40 specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 

45 one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
so BIOS/flash memory 217. Additionally, the peripheral con

troller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera-

55 tor, graphics memory), an IDE controller, and other compo
nents. Adjacent to and in parallel aligument with the hard 
drive module 215 is the PCI bus. In a specific embodiment, 
North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control-

60 ler via the PCI bus. Graphics subsystem typically couples to 
a graphics memory, and other elements. IDE controller gen
erally supports and provides timing signals necessary for the 
IDE bus. In the present embodiment, the IDE controller is 
embodied as part of a P114XE controller from Intel, for 

65 example. Other types ofbuses than IDE are contemplated, for 
example EIDE, SCSI, 1394, and the like in alternative 
embodiments of the present invention. 
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The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Washington. Other operating systems, such as WindowsNT, 
MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 

12 
board. The switch also couples to each I/0 controller 221 in 
each ACM via lines 253, 255. The I/0 control 237 also 
couples to an RGB switch 257, which allows video signals to 
pass to the first monitor 259. Alternatively, the RGB switch 
couples to a second monitor 261. The RGB switch includes 
analog video switches such as MAXIM's MAX4545. 

The peripheral system 201 also has an independent power 

by Microsoft Corporation, Corel Perfect Suite by Corel, and 10 

others. Hard disk module 215 includes a hard disk drive. The 

supply 231 for eachACM. Each power supply provides power 
to each ACM. As merely an example, the power supply is a 
MICRO ATX 150 W made by ENLIGHT, but can be others. 
The power supply is connected or coupled to each ACM 

hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 15 

such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

through a separate line, for example. The independent power 
supply allows for independent operation of each ACM in 
some embodiments. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be an 
Ethernet controller 219, which is coupled to the North Bridge 
through the PCI bus. The North Bridge is coupled to the CPU. 
The Ethernet controller can be a 10/100 Base, such as Intel's 
82559 or the like. Other types of network connection devices 
can also be used. For example, the invention can use Gbit 
Ethernet 1394, and USB 2.0. The network controller couples 
to a hub 233 in the console, which includes shared peripheral 
system 201. 

20 replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

25 
FIG. 3 is a simplified block diagram 300 of a computer 

system according to an alternative embodiment of the present 
invention. This diagram is merely an example which should 
not limit the scope of the claims herein. One of ordinary skill 

30 
in the art would recognizes many other variations, modifica
tions, and alternatives. Like reference numerals are used in 
this FIG. as the previous FIGS. for easy referencing, but are 
not intended to be limiting. As shown, each ACM includes 
common elements as the previous FIG. A primary ACM 203 

Also shown is the second ACM 205. The second ACM has 
the same or similar components as the first ACM. Here, like 
reference numerals have been used for easy cross-referenc
ing, but is not intended to be limiting. In some embodiments, 
the secondary ACM is not connected to the PCI bus in the 
peripheral console directly. The secondary ACM 219 
accesses peripheral devices controlled by the primary ACM 
through the Ethernet connection to the primary ACM, e.g. 
CD-ROM, or PCI modem. The implementation is not 
restricted to Ethernet serial communication and can use other 
high-speed serial communication such as USB 2.0, and 1394. 
The Ethernet hub is coupled to an external output port 235, 40 

which connects to an external network. 

35 
is connected to PCI peripheral devices in the peripheral con
sole through the PCI bus 225 that passes through the connec
tion between primary ACM 203 and peripheral console 201. 
As shown, ACM has a CPU module 207 coupled to the PCI 
bus through a North Bridge 211. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 

The primary hard disk drive in each ACM can be accessed 
by the other ACM as sharable hard drive through the Ethernet 
connection. This allows the easy sharing of files between the 
two independent computer modules. The Ethernet Hub Con- 45 

troller provides the high-speed communication function 
between the two computer modules. Ethernet data bandwidth one such as the Compaq Computer Corporation Alpha Chip, 

Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 

of 100 Mbit/sec allows fast data communication between the 
two computer modules. The secondary ACM access periph
eral devices of the primary ACM through the network con
nection provided by Ethernet link. The operating system, e.g. 
Windows 98, provides the sharing of resources between the 
two ACMs. In some embodiments, critical data in one ACM 
can be backup into the other ACM. 

The Ethernet hub also couples to PCI bus 239, which 
connects to PCI devices 241, 243, e.g., modem, SCSI con
troller. A flash memory 242 can also be coupled to the PCI 
bus. The flash memory can store passwords and security 
information, such as those implementations described in U.S. 
Ser. No. 09/183,493, which is commonly owned, and hereby 
incorporated by reference. The hub 233 also couples to an I/0 
control 237, which connects to keyboard/mouse switch 245, 
which couples to keyboard/mouse 247. Optionally, the key
board/mouse switch also couples to a second keyboard/house 
259 via PS2 or USB signal line 251. The keyboard/mouse 
switch has at least a first state and a second state, which allow 
operation of respectively multiple keyboards or a single key-

50 other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
BIOS/flash memory 217. Additionally, the peripheral con
troller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 

55 module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera
tor, graphics memory), an IDE controller, and other compo
nents. Adjacent to and in parallel aligument with the hard 
drive module 215 is the PCI bus. In a specific embodiment, 

60 North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control
ler via the PCI bus. Graphics subsystem typically couples to 
a graphics memory, and other elements. IDE controller gen
erally supports and provides timing signals necessary for the 

65 IDE bus. In the present embodiment, the IDE controller is 
embodied as part of a P114XE controller from Intel, for 
example. Other types ofbuses than IDE are contemplated, for 
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example EIDE, SCSI, 1394, and the like in alternative 
embodiments of the present invention. 

The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Washington. Other operating systems, such as WindowsNT, 
MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 215 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be 
coupled to a serial port 302, which is coupled to the PCI bus 
in the ACM. The serial port is coupled to the peripheral 
console through a serial controller 301 in the serial console. 
The serial controller is connected to PCI bus 239. The serial 
controller is also coupled to a serial hub controller 303, which 
is coupled to the PCI bus and a second ACM. In a specific 
embodiment, a receptacle board 310 is added to connect to the 
second ACM. The purpose of the receptacle board is to allow 
a cable connection 307 to the peripheral board 300. The cable 
connection is possible because the signals needed to connect 
to the peripheral board can be limited to video, I/0, serial 
commnnication, and power. The serial communication con
troller can be placed on the receptacle board and not in the 
ACM. As shown, the serial bus controller couples to the PCI 
bus. The receptacle board also couples to power, graphics 
subsystem, I/0 controller, and other elements, which may be 
on a common bus. The overall operation of the present con
figuration is similar to the previous one except it operates in 
serial communication mode. 

The DualACM system can support different usage models: 
1. One user using both ACMs concurrently with 1 or 2 

monitors, and a common keyboard/mouse. 
2. Two users using the two separateACMs at the same time 

with separate monitors and keyboard/mouse. The 2 users 
share peripherals, e.g., printer, CD ROM, and others. The two 
users share external networking. 

To support 1 monitor for both ACMs, a video switch in the 
peripheral console is used to switch between the video out
puts of the two ACMS. The system can be set to support either 
1 monitor or 2-monitor mode. The user presses a special key 
on the keyboard or a special icon on the screen to switch the 
screen display from one ACM to the other. This same action 
causes the keyboard and mouse connections to switch from 
one ACM to the other ACM. 

A dual ACM system can save space, wiring, and cost for a 
2-person PC setup, with the added benefit that both PC sys
tems can be accessed from one user site for increased system 
performance if the other user is not using the system. Files can 
be copied between the primary drive of both system and 
provides protection against a single ACM failure. Software 
needs to be developed to manage the concurrent use of two PC 
subsystems, the automatic sharing of selected files between 
the two systems, and fault tolerance. 

The design with more than two computer modules can be 
implemented with the use of multi-port, serial communica-

14 
tion hub controller and multi-port I/0 switches. In one 
embodiment, a peripheral console has four computer bays for 
four separate computer modules. The computer modules 
communicate through a four port Ethernet hub. The video, 
keyboard, and mouse switch will cycle through the connec
tion from each computer module to the external monitor, 
keyboard, and mouse with a push button sequentially. This 
embodiment is useful for a server that performs different 
functions concurrently, e.g. email, application hosting, web 

10 hosting, firewall, etc. 
The above embodiments are described generally in terms 

ofhardware and software. It will be recognized, however, that 
the fnnctionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 

15 further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 

20 variations, modifications, and alternatives. 
FIG. 4 is a simplified diagram of a method according to an 

embodiment of the present invention. This diagram is merely 
an example which should not limit the scope of the claims 
herein. One of ordinary skill in the art would recognize many 

25 other variations, modifications, and alternatives. The present 
diagram illustrates an automatic file backup procedure from 
one computer module to the other. As shown, a user selects 
(step 401) a certain file in one of the computer module for 
automatic backup. Next, the method determines if another 

30 module is available, step 403. If so, the method in the origi
nating module requests the other computer module to create 
(step 405) backup file. Alternatively, the method alerts the 
user of the missing or malfnnctioning module, step 429. The 
method then has the user try later 431, once the missing or 

35 malfnnctioning module has been replaced or repaired. Next, 
the method determines if there is sufficient storage available 
in the other computer module for the backup files. If so, the 
method goes to the next step. (Alternatively, the method 
prompts (step 433) a message to the user indicating that the 

40 storage is full.) In the next step, the method stores the backup 
file in memory of the other module. After the backup file has 
been successfully created (step 409), the software in the origi
nating ACM sets a timer to check (step 411) for file modifi
cation via branches 423, 427 through continue, step 425 pro-

45 cess. If a file selected for backup has been modified (step 
415), then the file is automatically back up to the other ACM 
again, step 417. Alternatively, the method returns to step 411 
through branch 421. 

The above embodiments are described generally in terms 
50 ofhardware and software. It will be recognized, however, that 

the fnnctionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 

55 times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

FIG. 6 is a block diagram of one embodiment of a computer 
60 system 600 using the interface of the present invention. Com

puter system 600 includes an attached computer module 
(ACM) 605 and a peripheral console 610, which are described 
in greater detail in the application of William W. Y. Chu for 
"Personal Computer Peripheral Console With Attached Com-

65 puter Module" filed concurrently with the present application 
on Sep. 8, 1998 and incorporated herein by reference. The 
ACM 605 and the peripheral console 610 are interfaced 
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through an exchange interface system (XIS) bus 615. The XIS 
bus 615 includes power bus 616, video bus 617 and peripheral 
bus (XPBus) 618, which is also herein referred to as an 
interface channel. The power bus 616 transmits power 
betweenACM 605 and peripheral console 610. In a preferred 5 

embodiment power bus 616 transmits power at voltage levels 
of 3.3 volts, 5 volts and 12 volts. Video bus 617 transmits 
video signals between the ACM 605 and the peripheral con
sole 610. In a preferred embodiment, the video bus 617 trans
mits analog Red Green Blue (RGB) video signals for color 10 

monitors, digital video signals (such as Video Electronics 
Standards Association (VESA) Plug and Display's Transition 
Minimized Differential Signaling (TMDS) signals for flat 
panel displays), and television (TV) and/or super video 
(S-video) signals. The XPBus 618 is coupled to host interface 15 

controller (HIC) 619 and to peripheral interface controller 
(PIC) 620, which is also sometimes referred to as a bay 
interface controller. 

In the embodiment shown in FIG. 6, HIC 619 is coupled to 
an integrated unit 621 that includes a CPU, a cache and a north 20 

bridge. In another embodiment, such as that shown in FIG. 7, 
the CPU 705 and north bridge 710 are separate rather than 
integrated units. In yet another embodiment, such as that 
shown in FIG. 8, the HIC and PIC are integrated with the 
north and south bridges, respectively, such that integrated 25 

HIC and north bridge nnit 805 includes an HIC and a north 
bridge, while integrated PIC and south bridge unit 810 
includes a PIC and a south bridge. 

FIG. 9 is a more detailed block diagram of one embodiment 
of an HIC 905 and a PIC 955 of the present invention. HIC 30 

905 includes a peripheral component interconnect (PCI) bus 
controller 910, an XPBus controller 915, a phase lock loop 
(PLL) clock 920 and an input/output (10) control 925. Simi
larly, PIC 955 includes a PCI bus controller 960, an XPBus 
controller 965, a PLL clock 970 and an IO control 975. PCI 35 

bus controllers 910 and 960 are coupled to the primary and 
secondary PCI buses 930 and 980, respectively, and manage 
PCI transactions on the primary and secondary PCI buses 930 
and 980, respectively. Similarly, XPBus Controllers 915 and 
965 are coupled to XPBus 990. XPBus controller 915 drives 40 

the PCK line 991 and PD[0::3] and PCN lines 992 while 
XPBus controller 965 drives the PCKR lines 993, the PDR 
[0::3] and PCNR lines 994 and the RESET# line 995. 

PCI bus controller 910 receives PCI clock signals from the 
primary PCI bus 930 and is synchronized to the PCI clock. 45 

However, as indicated in FIG. 9, the XPBus controller 915 is 
asynchronous with the PCI bus controller 910. Instead, the 
XPBus controller receives a clock signal from the PLL clock 
920 and is synchronized therewith. PLL clock 920 generates 
a clock signal independent of the PCI clock. The asynchro- 50 

nous operation of the PCI bus and the XPBus allows the PCI 
Bus to change in frequency, for example as in a power down 
situation, without directly affecting the XPBus clocking. In 
the embodiment shown in FIG. 9, the PLL clock 920 gener
ates a clock signal having a frequency of 66 MHz, which is 55 

twice as large as the 33 MHz frequency of the PCI clock. (The 
clock signal generated by the PLL clock may have a clock 
speed different from, including lower than, 66 MHz. For 
example, in another embodiment, which is discussed in 
greater detail below, the PLL clock 920 generates a clock 60 

signal having a frequency of 132 MHz.) 
The XPBus 990 operates at the clock speed generated by 

the PLL clock 920. Therefore, PCK, the clock signal from the 
XPBus controller 915 to XPBus controller 965 has the same 
frequency as the clock signal generated by PLL clock 920. 65 

XPBus controller 965 receives the PCK signal after it has 
been buffered and operates at the clock speed of PCK. The 

16 
buffered version of the clock signal PCK is used to generate 
the clock signal PCKR, the clock signal form the XPBus 
controller 965 to XPBus controller 915. Accordingly, PCKR 
also has the same frequency as that generated by the PLL 
clock 920. The synchronous operation of PCK and PCKR 
provides for improved reliability in the system. In another 
embodiment, PCKR may be generated independently ofPCK 
and may have a frequency different from that of PCK. It is to 
be noted that even when PCKR is generated from PCK, the 
slew between PCK and PCKR cannot be guaranteed because 
of the unknown cable length used for the XPBus. For a cable 
that is several feet long, the cable propagation delay alone can 
be several nano seconds. 

As indicated in FIG. 9, PLL clock 970 is asynchronous 
with the XPBus controller 965. Instead, PLL clock 970 inde
pendently generates a clock signal that is used as a PCI clock 
signal on the secondary PCI bus 980. The secondary PCI bus 
980 operates at the same clock speed as the primary PCI bus 
930, namely at a frequency of33 MHz. 

FIG. 10 is a detailed block diagram of one embodiment of 
the HIC of the present invention. As shown in FIG. 10, HIC 
1000 comprises bus controller 1010, translator 1020, trans
mitter 1030, receiver 1040, a PLL 1050, an address/data 
multiplexer (AID MUX) 1060, a read/write controller (RD/ 
WR Cntl) 1070, a video serial to parallel converter 1080 and 
a CPU control & general purpose input/output latch/driver 
(CPU CNTL & GPIO latch/driver) 1090. 

HIC 1000 is coupled to an optional flash memory BIOS 
configuration unit 1001. Flash memory unit 1001 stores basic 
input output system (BIOS) and PCI configuration informa
tion and supplies the BIOS and PCI configuration informa
tion to AID MUX 1060 and RD/WR Control1070, which 
control the programming, read, and write of flash memory 
unit 1001. 

Bus controller 1010 is coupled to the host PCI bus, which 
is also referred to herein as the primary PCI bus, and manages 
PCI bus transactions on the host PCI bus. Bus controller 1010 
includes a slave (target) nnit 1011 and a master unit 1016. 
Both slave unit 1011 and master unit 1016 each include two 
first in first out (FIFO) buffers, which are preferably asyn
chronous with respect to each other since the input and output 
of the two FIFOs in the master unit 1016 as well as the two 
FIFOs in the slave nnit 1011 are clocked by different clocks, 
namely the PCI clock and the PCK. Additionally, slave unit 
1011 includes encoder 1022 and decoder 1023, while master 
unit 1016 includes encoder 1027 and decoder 1028. The 
FIFOs 1012, 1013, 1017 and 1018 manage data transfers 
between the host PCI bus and the XPBus, which in the 
embodiment shown in FIG. 10 operate at 33 MHz and 106 
MHz, respectively. PCI address/data (AD) from the host PCI 
bus is entered into FIFOs 1012 and 1017 before they are 
encoded by encoders 1022 and 1023. Encoders 1022 and 
1023 format the PCI address/data bits to a form more suitable 
for parallel to serial conversion prior to transmittal on the 
XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 1023 and 1028 to a form 
more suitable fortransmissionon the host PCI bus. Thereafter 
the decoded data and address information is passed through 
FIFOs 1013 and 1018 prior to being transferred to the host 
PCI bus. FIFOs 1012, 1013, 1017 and 1018, allow bus con
troller 1010 to handle posted and delayed PCI transactions 
and to provide deep buffering to store PCI transactions. 

Bus controller 1010 also comprises slave read/write con
trol (RD/WR Cntl) 1014 and master read/write control (RD/ 
WR Cntl) 1015. RD/WR controls 1014 and 1015 are involved 
in the transfer of PCI control signals between bus controller 
1010 and the host PCI bus. 
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Bus controller 1010 is coupled to translator 1020. Transla-
tor 1020 comprises encoders 1022 and 1027, decoders 1023 
and 1028, control decoder & separate data path unit 1024 and 
control encoder & merge data path unit 1025. As discussed 
above encoders 1022 and 1027 are part of slave data unitl 011 5 

and master data unit 1016, respectively, receive PCI address 
and data information from FIFOs 1012 and 1017, respec
tively, and encode the PCI address and data information into 

18 
as the PCK rate, i.e., 106 MHz. As the PCI buses operate at a 
clock and bit rate of 33 MHz, the XPBus has a clock rate that 
is twice as large and a bit rate per bit line (channel) that is 100 
times as large as that of the PCI buses which it interfaces. 

Receiver 1040 receives serial bit packets on data lines 
PDRO to PDR3 and control line PCNR. Receiver 1040 also 
receives PCKR on the XPBus as well as the clock signal PCK 
from PLL 1050. The synchronizer (SYNC) 1044 of receiver 
1040 synchronizes the clock signal PCKR to the locally gen
erated clock signal, PCK, in order to capture the bits received 
from the XPBus into PCK clock timing. 

Serial to parallel converters 1042 convert the serial bit 

15 
packets received on lines PDRO to PDR3 into parallel 
address/data and control bits that are sent to decoders 1023 

a form more suitable for parallel to serial conversion prior to 
transmittal on the XPBus. Similarly, decoders 1023 and 1028 10 

are part of slave data unit 1011 and master data unit 1016, 
respectively, and format address and data information from 
receiver 1040 into a form more suitable for transmission on 
the host PCI bus. Control encoder & merge data path unit 
1025 receives PCI control signals from the slave RD/WR 
control1014 and master RD/WR control1015. Additionally, 
control encoder & merge data path unit 1025 receives control 
signals from CPU CNTL & GPIO latch/driver 1090, which is 
coupled to the CPU and north bridge (not shown inFIG.10). 
Control encoder & merge data path unit 1025 encodes PCI 20 

control signals as well as CPU control signals and north 
bridge signals into control bits, merges these encoded control 
bits and transmits the merged control bits to transmitter 1030, 
which then transmits the control bits on the data lines PDO to 
PD3 and control line PCN of the XPBus. Examples of control 
signals include PCI control signals and CPU control signals. 

and 1028 and control decoder and separate data path unit 
1024, respectively. Serial to parallel converter 1043 receives 
control bit packets from control line PCNR, converts them to 
parallel control bits and sends the parallel control bits to 
control decoder & separate data path 1024. 

A lOx multiplier 1041 receives PCKR, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCKR into the serial to parallel converters 1042 and 1043. 

25 Because the bits on PD RO to PD R3 and PCNR are transmitted 

A specific example of a control signal is FRAME# used in 
PCI buses. A control bit, on the other hand is a data bit that 
represents a control signal. Control decoder & separate data 
path unit 1024 receives control bits from receiver 1040 which 30 

receives control bits on data lines PDRO to PDR3 and control 
line PCNR of the XPBus. Control decoder & separate data 
path unit 1024 separates the control bits it receives from 
receiver 1040 into PCI control signals, CPU control signals 
and north bridge signals, and decodes the control bits into PCI 35 

control signals, CPU control signals, and north bridge signals 
all of which meet the relevant timing constraints. 

Transmitter 1030 receives multiplexed parallel address/ 
data (A/D) bits and control bits from translator 1020 on the 
AD[31::0] out and the CNTL out lines, respectively. Trans- 40 

mitter 1030 also receives a clock signal from PLL 1050. PLL 
1050 takes a reference input clock and generates PCK that 
drives the XPBus. PCK is asynchronous with the PCI clock 
signal and operates at 106 MHz, twice the speed of the PCI 
clock of33 MHz. The higher speed is intended to accommo- 45 

date at least some possible increases in the operating speed of 
future PCI buses. As a result of the higher speed, the XPBus 
may be used to interface two PCI or PCI -like buses operating 
at 106 MHz rather than 33 MHz or having 104 rather than 32 
multiplexed address/data lines. 

The multiplexed parallel AID bits and some control bits 
input to transmitter 1030 are serialized by parallel to serial 
converters 1032 of transmitter 1030 into 10 bit packets. These 

50 

bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 55 

converter 1033 into 10 bit packets and send out on control line 
PCN of the XPBus. 

A lOx multiplier 1031 receives PCK, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCK into the parallel to serial converters 1032 and 1033. The 60 

parallel to serial converters 1032 and 1033 perform bit shift
ing at 10 times the PCK rate to serialize the parallel bits into 
10 bit packets. As the parallel to serial converters 1032 and 
1033 shift bits at 10 times the PCK rate, the bit rate for the 
serial bits output by the parallel to serial converters is 10 times 65 

higher than PCK rate, i.e., 1060 MHz. However, the rate at 
which data packets are transmitted on the XPBus is the same 

at a bit rate of 10 times the PCKR rate, the serial to parallel 
converters 1042 and 1043 perform bit shifting at 10 times the 
PCKR rate to convert the 10 bit packets into parallel bits. It is 
to be noted that the rate at which bit packets are transmitted on 
the XPBus is the same as the PCKR rate, i.e., 106 MHz. The 
parallel data and control bits are thereafter sent to decoders 
1023 and 1028 by way oftheAD[3::0] in line and to control 
decoder & separate data path unit 1024 by way ofCNTL in 
lines, respectively. 

Reset control unit 1045 of HIC 1000 receives the signal 
RESET#, which is an independent system reset signal, on the 
reset line RESET#. Reset control unit 1045 then transmits the 
reset signal to the CPU CNTL & GPIO latch/driver unit 1090. 

As may be noted from the above, the 32 line host and 
secondary PCI buses are interfaced by 1 0 XPBus lines (PDO, 
PDl, PD2, PD3, PCN, PDRO, PDR1, PDR2, PDR3, PCNR). 
Therefore, the interface channel, XPBus, of the present inven
tion uses fewer lines than are contained in either of the buses 
which it interfaces, namely the PCI buses. XPBus is able to 
interface such PCI buses without backup delays because the 
XPBus operates at a clock rate and a per line (channel) bit rate 
that are higher than those of the PCI buses. 

In addition to receiving a reset signal, the CPU CNTL & 
GPIO latch/driver 1090 is responsible for latching input sig
nals from the CPU and north bridge and sending the signals to 
the translator. It also takes decoded signals from the control 
decoder & separate data path unit 1024 and drives the appro
priate signals for the CPU and north bridge. 

In the embodiment shown in FIG. 10, video serial to par
allel converter 1080 is included in HIC 1000. In another 
embodiment, video serial to parallel converter 1080 may be a 
separate unit from the HIC 1000. Video serial to parallel 
converter 1080 receives serial video data on line VPD and a 
video clock signal VPCK from line VPCK of video bus 1081. 
It then converts the serial video data into 16 bit parallel video 
port data and the appropriate video port control signals, which 
it transmits to the graphics controller (not shown in FIG. 10) 
on the video port data [0:: 15] and video port control lines, 
respectively. 
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HIC 1000 handles the PCI bus control signals and control 
bits from the XPBus representing PCI control signals in the 
following ways: 

20 
Like HIC 1000, PIC 1100 handles the PCI bus control 

signals and control bits from the XPBus representing PCI 
control signals in the following ways: 

1. HIC 1000 buffers clocked control signals from the host 
PCI bus, encodes them into control bits and sends the 5 

encoded control bits to the XPBus; 

1. PIC 1100 buffers clocked control signals from the sec
ondary PCI bus, encodes them and sends the encoded 
control bits to the XPBus; 

2. HIC 1000 manages the signal locally; and 
3. HIC 1000 receives control bits from XPBus, translates 

the control bits into PCI control signals and sends the 
PCI control signals to the host PCI bus. 

FIG. 11 is a detailed block diagram of one embodiment of 
the PIC of the present invention. PIC 1100 is nearly identical 
to HIC 1000 in its function, except that HIC 1000 interfaces 
the host PCI bus to the XPBus while PIC 1100 interfaces the 
secondary PCI bus to the XPBus. Similarly, the components 
in PIC 1100 serve the same function as their corresponding 
components in HIC 1000. Reference numbers for compo
nents in PIC 1100 have been selected such that a component 
in PIC 1100 and its corresponding component in HIC 1000 
have reference numbers that differ by 500 and have the same 
two least significant digits. Thus for example, the bus con
troller in PIC 1100 is referenced as bus controller 1110 while 
the bus controller in HIC 1000 is referenced as bus controller 
1010. As many of the elements in PIC 1100 serve the same 
functions as those served by their corresponding elements in 
HIC 1000 and as the functions of the corresponding elements 
in HIC 1000 have been described in detail above, the function 
of elements of PIC 1100 having corresponding elements in 
HIC 1000 will not be further described herein. Reference may 
be made to the above description of FIG. 10 for an under
standing of the functions of the elements of PIC 1100 having 
corresponding elements in HIC 1000. 

As suggested above, there are also differences between 
HIC 1000 and PIC 1100. Some of the differences between 
HIC 1000 and PIC 1100 include the following. First, receiver 
1140 in PIC 1100, unlikereceiver1040 inHIC 1000, does not 
contain a synchronization unit. As mentioned above, the syn
chronization unit in HIC 1000 synchronizes the PCKR clock 
to the PCK clock locally generated by PLL 1050. PIC 1100 
does not locally generate a PCK clock and therefore, it does 
not have a locally generated PCK clock with which to syn
chronize the PCK clock signal that it receives from HIC 1000. 
Another difference between PIC 1100 and HIC 1000 is the 
fact that PIC 1100 contains a video parallel to serial converter 
189 whereas HIC 1000 contains a video serial to parallel 
converter 1080. Video parallel to serial converter 1189 
receives 16 bit parallel video capture data and video control 
signals on the Video Port Data [0:: 15] and Video Port Control 
lines, respectively, from the video capture circuit (not shown 
in FIG. 11) and converts them to a serial video data stream that 
is transmitted on the VPD line to the HIC. The video capture 
circuit may be any type of video capture circuit that outputs a 
16 bit parallel video capture data and video control signals. 
Another difference lies in the fact that PIC 1100, unlike HIC 
1000, contains a clock doubler 1182 to double the video clock 
rate of the video clock signal that it receives. The doubled 
video clock rate is fed into video parallel to serial converter 
1182 through buffer 1183 and is sent to serial to parallel 
converter 1080 through buffer 1184. Additionally, reset con
trol unit 1135 in PIC 1100 receives a reset signal from the 
CPU CNTL & GPIO latch/driver unit 1190 and transmits the 
reset signal on the RESET# line to the HIC 1000 whereas 
reset control unit 1045 ofHIC 1000 receives the reset signal 
and forwards it to its CPU CNTL & GPIO latch/driver unit 

10 

2. PIC 1100 manages the signal locally; and 
3. PIC 1100 receives control bits from XPBus, translates 

them into PCI control signals and sends the PCI control 
signals to the secondary PCI bus. 

PIC 1100 also supports a reference arbiter on the secondary 
PCI Bus to manage the PCI signals REQ# and GNT#. 

FIG. 12 is a table showing the symbols, signals, data rate 
and description of signals on the XPBus, where RTN indi-

15 cates a ground (GND) reference. In the above tables, P&D 
stands for plug and display and is a trademark of the Video 
Electronics Standards Association (VESA) for the Plug and 
Display standard, DDC2:SCL and DDC2:SDA stand for the 
VESA display data channel (DDC) standard 2 clock and data 

20 signals, respectively, SV stands for super video, V33 is 3.3 
volts, and V5 is 5.0 volts. TMDS stands for Transition Mini
mized Differential Signaling and is a trademark of Silicon 
Images and refers to their Panel Link technology, which is in 
turn a trademark for their LVDS technology. TMDS is used 

25 herein to refer to the Panel Link technology or technologies 
compatible therewith. 

FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits are 

30 transmitted in each clock cycle of the XPBus. In FIG. 13, AOO 
to A31 represent 32 bits ofPCI address A[31: :0], DOO to D31 
represent 32 bits ofPCI data D[31::0], BSO to BS3 represent 
4 bits of bus status data indicating the status of the XPBus, 
CMO# to CM3# represent 4 bits of PCI command informa-

35 tion, BEO# to BE3# represent 4 bits ofPCI byte enable infor
mation, and CNO to CN9 represent 10 bits of control infor
mation sent in each clock cycle. As shown in FIG. 13, for each 
of lines PDO to PD3, the 10 bit data packets contain one BS 
bit, one CM/BE bit, and eight AID bits. For the PCN line, the 

40 10 bit data packet contains 10 CN bits. The first clock cycle 
shown in FIG. 13 comprises an address cycle in which 4 BS 
bits, 4 CM bits, 32 A bits and 10 CN bits are sent. The second 
clock cycle comprises a data cycle in which 4 BS bits, 4 BE 
bits, 32 D bits and 10 CN bits are sent. The bits transmitted on 

45 lines PDO to PD3 represent 32 PCI AD[31: :0] signals, 4 PCI 
C/BE# [3::0] signals, and part of the function ofPCI control 
signals, such as FRAME#, IRDY#, and TRDY#. 

In the embodiment shown in FIG. 13, BSO to BS3 are sent 
at the beginning of each clock cycle. The bus status bits 

50 indicate the following bus cycle transactions: idle, address 
transfer, write data transfer, read data transfer, switch XPBus 
direction, last data transfer, wait, and other cycles. 

Bits representing signals transmitted between the CPU and 
South Bridge may also be sent on the lines interconnecting the 

55 HIC and PIC, such as lines PCN and PCNR. For example, 
CPU interface signals such as CPU interrupt (INTR ), Address 
20 Mask (A20M#), Non-Maskable Interrupt (NMI), System 
Management Interrupt (SMI#), and Stop Clock (STPCLK#), 
may be translated into bit information and transmitted on the 

60 XPBus between the HIC and the PIC. 

1090 because, in the above embodiment, the reset signal 65 

RESET# is unidirectionally sent from the PIC 1100 to the 
HIC 1000. 

FIG. 14 is a table showing the information transmitted on 
the XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In this embodi
ment, the XPBus clock rate is twice as large as the PCI clock 
rate. This allows sending data and address bits every other 
XPBus cycle. As can be seen in FIG. 14, there are no address 
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The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms of bit based lines. For example, in another embodi-

or data bits transmitted during the second or fourth XPBus 
clock cycle. The fact that the XPBus clock rate is higher than 
the PCI clock rate allows for compatibility of the XPBus with 
possible future expansions in the performance of PCI bus to 
higher data transfer and clock rates. 5 ment, the XPBus lines may be IEEE 1394lines. 

It is to be noted that although each of the lines PCK, PDO to 
PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and VPD 
is referred to as a line, in the singular rather than plural, each 
such line may contain more than one physical line. For 

In the embodiment shown in FIG. 14, there are 18 control 
bits, CNO to CN17, transmitted in every two XPBus clock 
cycles. The first bit transmitted on the control line in each 
XPBus clock cycle indicates whether control bits CNO to 
CN8 or control bits CN9 to CN17 will be transmitted in that 
cycle. A zero sent at the beginning of a cycle on the control 
line indicates that CNO to CN8 will be transmitted during that 
cycle, whereas a one sent at the beginning of a cycle on the 
control line indicates that CN9 to CN17 will be transmitted 
during that cycle. These bits also indicate the presence or 
absence of data and address bits during that cycle. A zero 
indicates that address or data bits will be transmitted during 
that cycle whereas a one indicates that no address or data bits 
will be transmitted during that cycle. 

10 example, in the embodiment shown in FIG. 23, each oflines 
PCK, PDO to PD3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 
conductive, is herein used interchangeably with a signal or bit 

15 channel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 
lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 
of physical lines is used to transmit one signal. For example, 

In one embodiment, BSO and BS1 are used to encode the 
PCI signals FRAME# and IRDY #,respectively. Additionally, 
in one embodiment, BS2 and BS3 are used to indicate the 
clock speed of the computer bus interface and the type of 
computer bus interface, respectively. For example, BS2 value 

20 a bit line or bit channel in an LVDS or IEEE 1394 interface 
consists of a pair of physical lines which together transmit a 
signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples ofbit lines include 
an LVDS line, an IEEE 13 94 line, and a Universal Serial Bus 
(USB) line. 

of zero may indicate that a 33 MHz PCI bus of32 bits is used 25 

whereas a BS2 value of one may indicate that a 66 MHz PCI 
bus of 32 bits is used. Similarly, a BS3 value of zero may 
indicated that a PCI bus is used whereas a BS3 value of one 
may indicated that another computer interface bus, such as an 
Institute of Electronics & Electrical Engineers (IEEE) 1394 
bus, is used. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 

30 signals. The pins represent those between the host PCI bus 
and the HIC. 

FIG. 15 is a schematic diagram oflines PCK, PDO to PD3, 
and PCN. These lines are unidirectional LVDS lines for trans
mitting clock signals and bits such as those shown in FIGS.13 
and 14 from the HIC to the PIC. The bits on the PDO to PD3 35 

and the PCN lines are sent synchronously within every clock 
cycle of the PCK. Another set oflines, namely PCKR, PDRO 

FIG. 17 is a block diagram of the components in one 
computer system employing the present invention. The com
puter system comprises an attached computer module 
(ACM), a peripheral console (PCON), and the interconnec
tion apparatus between them. The ACM includes the central 
processing unit (CPU) 1710, system memory 1720, high per
formance devices 1750, primary mass storage 1730, and 
related interface and support circuitry 1740. The PCON 

to PDR3, and PCNR, are used to transmit clock signals and 
bits from the PIC to HIC. The lines used for transmitting 
information from the PIC to the HIC have the same stricture 
as those shown in FIG. 15, except that they transmit data in a 
direction opposite to that in which the lines shown in FIG. 15 
transmit data. In other words they transmit information from 
the PIC to the HIC. The bits on the PDRO to PDR3 and the 
PCNR lines are sent synchronously within every clock cycle 

40 includes primary display 1810, primary input 1820, second
ary mass storage 1750, other devices 1860, expansion slots 
1870, the primary power supply 1830, and related interface 
and support circuitry 1840. The interconnection apparatus 
1900 includes circuitry to convey power and operational sig-

45 nals between the ACM and PCON. 
of the PCKR. Some of the examples of control information 
that may be sent in the reverse direction, i.e., on PCNR line, 
include a request to switch data bus direction because of a 
pending operation (such as read data available), a control 
signal change in the target requiring communication in the 50 

reverse direction, target busy, and transmission error 
detected. 

Within theACM 1700, the CPU 1710 executes instructions 
and manipulates data stored in the system memory. The CPU 
1710 and system memory 1720 represent the user's core 
computing power. The core computing power may also 
include high performance devices 1750 such as advanced 
graphics processor chips that greatly increase overall system 
performance and which, because of their speed, need to be 
located close to the CPU. The primary mass storage 1730 
contains persistent copies of the operating system software, 
application software, configuration data, and user data. The 
software and data stored in the primary mass storage device 
represent the user's computing environment. Interface and 
support circuitry 17 40 primarily includes interface chips and 
signal busses that interconnect the CPU, system memory, 
high performance devices, and primary mass storage. The 
interface and support circuitry also connects ACM-resident 
components with the ACM-to-PCON interconnection appa
ratus as needed. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 55 

directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set oflines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 60 

slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 
fixed transmitter/master whereas the HIC is a fixed receiver/ 
slave. The LVDS lines ofXPBus, a cable friendly and remote 
system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

Within the PCON 1800, the primary display component 
65 1810 may include an integrated display device or connection 

circuitry for an external display device. This primary display 
device may be, for example, an LCD, plasma, or CRT display 
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screen used to display text and graphics to the user for inter
action with the operating system and application software. 
The primary display component is the primary output of the 
computer system, i.e., the paramount vehicle by which pro
grams executing on the CPU can communicate toward the 5 

herewith, and hereby incorporated by reference. The pre
ferred ACM-to-PCON interconnection 1900 includes cir
cuitry to transmit and receive parallel bus information from 
multiple signal paths as a serial bit stream on a single signal 
path. This reduces the number of physical signal paths 
required to traverse the interconnection 1900. Further, user. 

The primary input component 1820 of the PCON may 
include an integrated input device or connection circuitry for 
attachment to an external input device. The primary input 
may be, for example, a keyboard, touch screen, keypad, 
mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component is the 
paramount vehicle by which programs executing on the CPU 
receive signals from the user. 

The PCON may contain secondary mass storage 1850 to 
provide additional high capacity storage for data and soft
ware. Secondary mass storage may have fixed or removable 
media and may include, for example, devices such as diskette 
drives, hard disks, CD-ROM drives, DVD drives, and tape 
drives. 

The PCON may be enhanced with additional capability 
through the use of integrated "Other Devices" 1860 or add-on 
cards inserted into the PCON's expansion slots 1870. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry 1840 primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 
within the PCON. The interface and support circuitry also 
connects PCON-resident components with the ACM-to
PCON interconnection apparatus as needed. 

employing low-voltage differential signaling (LVDS) on the 
bit stream data paths provides very reliable, high-speed trans
mission across cables. This represents a further advantage of 

10 the present invention. 
The CPU component 1710 oftheACM functional circuitry 

1701 of the presently described embodiment comprises a 
microprocessor 1712, which is the chief component of the 
personal computer system, power supply connection point 

15 1713, and cache memory 1714 tightly coupled to the micro
processor 1712 by the CPU-to-cache bus 1714 comprising 
signal paths for address, data, and control information. The 
microprocessor 1712 of this embodiment is one of the models 
from the Pentium II family of processors from Intel Corpo-

20 ration. Microprocessor 1712 receives electrical power from 
power bus 1768 via connection point 1713. Microprocessor 
1712 couples to the Host Interface Controller (HI C) 1920 via 
CPU-to-HIC bus 1763 comprising signal paths to exchange 
control information such as an interrupt request. Micropro-

25 cessor 1712 also couples to CPU Bridge 1746 via CPU main 
bus 1764 comprising signal paths for address, data, and con
trol information. 

The CPU Bridge component 17 46 of the interface and 
support circuitry 17 40 operates to couple the high speed CPU 

30 main bus 1764 to specialty buses of varying speeds and capa
bility that connect other computer components. The CPU 
Bridge of the presently described embodiment incorporates 
memory controller circuitry, advanced graphics processor 
support circuitry, and a general, industry-standard PCI bus 

Importantly, the PCON houses the primary power supply 
1830. The primary power supply has sufficient capacity to 
power both the PCON and the ACM 1700 for normal opera
tion. Note that the ACM may include a secondary "power 
supply" in the form, for example, of a small battery. Such a 
power supply would be included in the ACM to maintain, for 
example, a time-of-day clock, configuration settings when 
the ACM is not attached to a PCON, or machine state when 
moving an active ACM immediately from one PCON to 40 

another. The total energy stored in such a battery would, 
however, be insufficient to sustain operation of the CPU at its 
rated speed, along with the memory and primary mass stor
age, for more than a fraction of an hour, if the battery were 
able to deliver the required level of electrical current at all. 

35 controller in a single package. A CPU Bridge 1746 such as the 
82443LX PCIIAGP Controller from Intel Corporation may 
be used. 

The system memory component 1720 of the ACM func
tional circuitry 1701 in the present embodiment comprises 
main system memory (RAM) 1722, BIOS memory 1724, and 
flash memory 1726. The system memory 1720 is used to 
contain data and instructions that are directly addressable by 
the CPU. The RAM 1722 comprises volatile memory devices 
such as DRAM or SDRAM memory chips that do not retain 

45 their stored contents when power is removed. This form of 
memory represents the largest proportion of total system 
memory 1720 capacity. The BIOS memory 1724 comprises 
non-volatile memory devices such as ROM or EPROM 
memory chips that retain their stored contents regardless of 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM) 1700. The physical ACM package 1700 contains 
the ACM functional components 1701 and the ACM side of 
the ACM-to-PCON Interconnection 1900. The ACM 1701 
comprises a CPU component 1710, a system memory com
ponent 1720, a primary mass storage component 1730, a high 
performance devices components 1750, and an interface and 
support component 17 40. 

The ACM side of the ACM-to-PCON Interconnection 
1900 comprises a Host Interface Controller (HI C) component 
1920 and anACM connector component 1930. The HIC 1920 
and connector 1930 components couple the ACM functional 
components 1700 with the signals of an ACM-to-PCON 
interface bus 1910 used to operatively connect anACM with 

50 the application of power and are read-only memory under 
normal operating conditions. The BIOS memory 1724 stores, 
for example, start-up instructions for the microprocessor 
1712 and sets of instructions for rudimentary input/output 
tasks. The flash memory 1726 comprises non-volatile 

55 memory devices that retain their stored contents regardless of 
the application of power. Unlike the BIOS non-volatile 
memory, however, the stored contents of the flash memory 
1726 are easily changed under normal operating conditions. 
The flash memory 1726 may be used to store status and 

60 configuration data, such as security identifiers or ACM speci
fications like the speed of the microprocessor 1712. Some 
embodiments may combine the BIOS functions into the flash 
memory device, thus permitting BIOS contents to be rewrit-

a PCON. The ACM-to-PCON interface bus 1910 comprises 
conveyance for electrical power 1914 and signals for a 
peripheral bus 1912, video 1916, video port 1917, and con
sole type 1918. The preferred ACM-to-PCON Interconnec
tion 1900 is described in detail in a companion U.S. patent 
application, Ser. No. 09/149,882, entitled "A Communication 65 

Channel and Interface Devices for Bridging Computer Inter
face Buses," by the same inventor, filed on the same day 

ten, improving field upgradability. 
The main system memory (RAM) 1722 is coupled to 

memory controller circuitry resident within the CPU Bridge 
1746 via direct memory bus 1765. The BIOS 1724 and flash 

Case 6:13-cv-00641   Document 1-2   Filed 09/09/13   Page 40 of 49 PageID #:  102



US 7,676,624 B2 
25 

memory 1726 are coupled to HIC 1920 via switched memory 
bus 1766. This permits the BIOS 1724 and flash 1726 memo
ries to be accessed by circuitry in the HIC 1920 or other 
circuitry connected thereto. The direct memory bus 17 65 and 
the switch memory bus 1766 each comprises conductors to 5 

convey signals for data, address, and control information. 

The primary mass storage component 1730 of the ACM 
functional circuitry 1701 in the present embodiment com
prises a compact hard disk drive with an industry-standard, 
IDE interface. The hard disk drive (HDD) 1732 has a format- 10 

ted storage capacity sufficient to contain an operating system 
for the computer, application software desired by the user, 
and related user configuration and operating parameter data. 
The HDD 1732 in the present embodiment serves as the 
"boot" device for the personal computer from which the 15 

operating system is loaded into RAM 1722 by the start-up 
program stored in the BIOS 1724. 

The present HDD 1732 has a capacity of approximately 
2,000 megabytes to provide adequate storage for common 
software configurations and reasonable space for user data. 20 

One example of a common software configuration includes 
the Windows 95 operating system from Microsoft Corpora
tion, a word processing program, a spreadsheet program, a 
presentation graphics program, a database program, an email 
program, and a web browser such as Navigator from Netscape 25 

Corporation. The hard disk 1732 stores program and data files 
for each software component, including files distributed by 
the vendor as well as files created or updated by operation of 
the software after it is installed. For example, a word proces
sor program may maintain information about a user's identity 30 

and latest preferences in an operating system registry file. Or, 
for example, the web browser may maintain a file of the user's 
favorite web sites or most recently viewed web pages. An 
HDD with 2000 megabyte capacity is readily available in the 
small size ofharddisk (e.g., 2.5-inchor3.5-inch) to minimize 35 

the space required within the ACM for the primary mass 
storage device 1730. 

The HDD 1732 is coupled to IDE controller circuitry 1748 
via IDE bus 1772. The IDE controller circuitry 1748 is 

40 
coupled to the CPU Bridge 1746 via the Host PCI bus 1767. 
IDE controllers and busses, and the PCI bus are well known 
and understood in the industry. The above components oper-

26 
source external to the ACM and appearing as video port 
signals 1917 may be conveyed to theAGP 1752 via video port 
signal path 1771. 

Other types of high performance components may be 
included in different ACM configurations. For example, an 
interface to an extremely high speed data communication 
facility may be desirable in some future computer where 
CPU-to-network interaction is of comparable intensity to 
today's CPU-to-graphics interaction. Because such high per
formance components tend to be high in cost, their inclusion 
in the ACM is desirable. Inclusion of high cost, high perfor
mance components in the ACM concentrates a user's core 
computing power and environment in a portable package. 
This represents a further advantage of the invention. 

The interface and support component 1740 of the ACM 
functional circuitry 1701 in the present embodiment com
prises circuitry for power regulation 1742, clocking 1744, 
CPU Bridge 1746, IDE controller 1748, and signal convey
ance paths 1761-1774. The CPU Bridge 1746 couples the 
CPU component 1710 oftheACM 1700 with the other com
ponents oftheACM 1720-1750 and the CPU-to-PCON Inter
connection 1900. The CPU Bridge 1746 and IDE controller 
1748 have already been discussed. Power regulation circuitry 
1742 receives electrical power via the electrical power con
duction path 1914 of the CPU-to-PCON Interconnection 
1900, conditions and distributes it to the other circuitry in the 
ACM using power distribution bus 1768. Such regulation and 
distribution is well known and understood in the art. 

Clocking circuitry 17 44 generates clock signals for distri
bution to other components within theACM 1700 that require 
a timing and synchronization clock source. The CPU 1710 is 
one such component. Often, the total power dissipated by a 
CPU is directly proportional to the frequency of its main 
clock signal. The presently described embodiment of the 
ACM 1700 includes circuitry that can vary the frequency of 
the main CPU clock signal conveyed to the CPU via signal 
path 1762, in response to a signal received from the host 
interface controller (HIC) 1920 via signal path 1761. The 
generation and variable frequency control of clocking signals 
is well understood in the art. By varying the frequency, the 
power consumption of the CPU (and thus the entireACM) can 
be varied. 

The variable clock rate generation may be exploited to ate together to couple the hard disk drive 1732 to the micro
processor 1712. 

The high performance devices component 1750 of the 
ACM functional circuitry 1701 in the present embodiment 
comprises an Advanced Graphics Processor (AGP) 1752. The 
Model 740 Graphics Device from Intel Corporation may be 
used in the present embodiment as the AGP. 

45 match the CPU power consumption to the available electrical 
power. Circuitry in the host interface controller (HI C) 1920 of 
the presently described embodiment adjusts the frequency 
control signal sent via signal path 1761 to the clocking cir
cuitry 17 44, based on the "console type" information signal 

Increases in computer screen size, graphics resolution, 
color depth, and visual motion frame rates, used by operating 
system and application software alike, have increased the 
computing power required to generate and maintain com
puter screen displays. AnAGP removes a substantial portion 
of the graphics computing burden from the CPU to the spe
cialized high-performance processor, but a high level of inter
action between the CPU and the specialized processor is 
nonetheless required. To maximize the effective contribution 
of having a specialized processor in the presently described 
embodiment, the AGP 1752 is located in the ACM 1700, 
where it is in close proximity to the microprocessor 1712. The 
AGP 1752 is coupled to the microprocessor 1712 via the 
advanced graphics port bus 1773 of the CPU Bridge 1746. 
The visual display signal generated by the AGP are conveyed 
toward actual display devices at the peripheral console 
(PCON) via video signal bus 1770. Video information from a 

50 1918 conveyed from the peripheral console (PCON) by the 
CPU-to-PCON interconnection 1900. In this arrangement, 
the console type signal originating from a desktop PCON 
would result in the generation of a maximum speed CPU 
clock. The desktop PCON, presumably has unlimited power 

55 from an electrical wall outlet and does not need to sacrifice 
speed for power conservation. The console type signal origi
nating from a notebook PCON would, however, result in the 
generation of a CPU clock speed reduced from the maximum 
in order to conserve battery power and extend the duration of 

60 computer operation obtained from the energy stored in the 
battery. The console type signal originating from a notepad 
PCON would result in the generation of a CPU clock speed 
reduced further yet, the notepad PCON presumably having 
smaller batteries than the notebook PCON. Inclusion of con-

65 trol signals and circuitry to effect a CPU clock signal varying 
in frequency according to characteristics of the PCON to 
which the ACM is connected facilitates the movement of the 
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user's core computing power and environment to different 
work settings, which is a further advantage of the present 
invention. 

FIG. 19 illustrates an external view of one embodiment of 
anACM. The case 2010 oftheACM 1700 is generally rect- 5 

angular in shape, preferably constructed of a strong, light
weight, rigid material that will protect the internal compo
nents from mechanical and environmental exposure. Plastics 
may readily be used to construct the case 2010. The case 2010 
completely surrounds the internal components, being gener- 10 

ally an 8-sided box. FIG. 19 shows the top 2012, right 2014, 
and rear 2016 surfaces of the ACM case 2010. Rear edges 
2018 of the case joining the rear surface 2016 with its adjoin
ing surfaces may be beveled or rounded to facilitate insertion 

28 
configuration options recorded in flash memory. The LCD 
display 2050 provides display capability for a limited amount 
of information, most useful when the ACM is separated from 
a PCON (and is thus separated from a full-capability, primary 
display device). 

FIG. 19b illustrates one possible embodiment of a com
puter bay. A computer bay 1890 acts as a receptacle for 
lodging an ACM (such as the one shown in FIG. 20) within a 
desktop PCON. The illustrated computer bay 1890 provides 
anACM with housing and with signal flow, electrical ground
ing, heat transfer, and mechanical connections. While many 
physical arrangements between theACM and PCON are pos
sible, the use of an enclosed computer bay as the one illus
trated in FIG. 20b offers many advantages. For example, the 
illustrated computer bay 1890 provides physical protection 
for the ACM. The computer bay may also be easily incorpo
rated into industry standard form factors used in the manu
facture of desktop personal computers (e.g., the ACM and 
associated computer bay could be designed to fit within the 
volume occupied by a standard-size disk drive). 

The computer bay 1890 appearing in FIG. 20b is shown 
mounted within the confines of PCON case 1802. The com-
puter bay 1890 comprises frame 1891 and signal flow, 

of the ACM 1700 into the computer bay of the PCON. 15 

Notches 2040 may be formed by projecting small surfaces 
inward from otherwise generally flat surfaces of the ACM 
case 2010. The notches 2040 may be used to engage with 
mechanical devices mounted in and about a computer bay. 
Such mechanical devices can be employed to secure theACM 20 

into position within a computer bay for reliability and secu
rity. Openings 2017 are formed into the rear surface 2016 of 
the ACM case 2010 through which to project connectors 
1930a and 1930b. In one embodiment the case 2010 is 
approximately 5.75 inches wide by 6.5 inches deep by 1.6 25 

grounding, cooling, and locking components as described 
below. Mounting flanges 1898 offrame 1891 may be used to 
attach the computer bay 1890 to the PCON structure. The 
computer bay 1890 is prominently defined by frame 1891 
generally forming a cavity in which to lodge an ACM. As 

inches high. 

30 
such, the interior cavity formed by frame 1891 closely 
approximates the exterior dimensions of a compatible ACM. 
The top 1893, right 1894, and rear 1895 sides of the computer 
bay frame 1891 are visible. The computer bay frame 1891 
also includes substantial bottom and left sides which are not 

35 
shown. The front side of the frame 1891 (not shown) is open 
to allow the insertion of the ACM. Frame 1891 is constructed 

Connectors 1930a and 1930b are part of the ACM-to
PCON Interconnection as described earlier in reference to 
FIGS. 3 and 4. When the ACM 1700 is inserted into the 
computer bay of a peripheral console (PCON), connectors 
1930a and 1930b mate with corresponding connectors 
located at the rear of the computer bay to electrically couple 
the ACM with the PCON containing the computer bay. 
Details concerning the ACM-to-PCON Interconnection can 
be found in the U.S. patent application entitled "A Commu
nication Channel and Interface Devices for Bridging Com-
puter Interface Buses," already incorporated herein by refer- of metal for strength and to facilitate the conductance of heat 
ence. The connectors 1930a and 1930b used in one and undesired electrical currents away from the ACM. 
embodiment are connectors complying with the Device Bay In the presently described embodiment, the weight of an 
industry standard as documented in "Device Bay Interface 40 insertedACM is largely borne by the bottom side (not shown) 
Specification," revision 0.85, Feb. 6, 1998. Such connectors of computer bay frame 1891. Alternative embodiments are 
have specifically been designed to stand up to the rigors of possible where, for example, the weight oftheACM is borne 
repeated insertion and withdrawal. by rails running longitudinally down the right and left sides of 

Cooling plate 2030 forms part of the top surface 2012 of the computer bay cavity that engage corresponding grooves 
ACM 1700. The cooling plate 2030 may be mounted to, or 45 running longitudinally down the right and left sides of an 
project through an opening formed in, case 2010. Similarly, ACM. 
electromagnetic interference (EMI)/electrostatic discharge FIG. 20 illustrates the internal component layout for one 
(ESD) grounding plate 2032 forms part of the right surface embodiment of an ACM. All components are contained 
2014 of ACM 1700. The grounding plate 2032 may be within the confines oftheACM case 510, except for connec-
mounted to, or project through an opening formed in, case 50 tors 1930a and 1930b which extend from the rear oftheACM 
2010. Cooling plate 2030 and grounding plate 2032 compres- 1700 to engage mating connectors (not shown) that will 
sively mate with counterparts when theACM is fully inserted couple the ACM circuitry with the PCON circuitry. Main 
into the computer bay. The counterparts located along the circuit board 2110 provides electrical connections for cir-
boundaries of the computer bay conduct dangerous heat and cui try within the ACM and mounting for many of its compo-
electrical charges away from the ACM. Inside the ACM, 55 nents 1724,1722,17221,1752,1742,1748,1920, and 1930. 
cooling plate 2030 thermally couples to heat-sensitive com- The fabrication and use of such circuits boards is well known 
ponents such as CPU 1710 by methods well known in the art. and understood in the art. Connector 2122 is also mounted on 
Similarly, grounding plate 2032 electrically couples to EMil main circuit board 2110 and mates with mobile processor 
ESD-sensitive components, such as a microprocessor, by module 2120. Mobile processor module 2120 represents a 
methods well known in the art. 60 form of packaging for a microprocessor and related compo-

LCD display 2050 forms part of the right surface 2014 of nents. The illustrated mobile processor module 2120 is a 
ACM 1700. The LCD display may be mounted to, or project self-contained unit that includes a microprocessor 1712, CPU 
through an opening formed in, case 2010. The LCD display cache 1714, and CPU bridge 17 46 operatively interconnected 
may contain indicators about the status of the ACM. Such by the manufacturer. An example of one such module is the 
indicators may display, for example, the time-of-day from a 65 Pentium Processor with MMX Technology Mobile Module 
time-of-day clock contained within the ACM, or the amount from Intel Corporation (order number 24 3515-001, Septem-
of charge remaining in an ACM-resident battery, or certain ber 1997). One skilled in the art recognizes that discrete 
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microprocessor, cache, and bridge could have been employed 
and mounted directly to the main circuit board. 

30 

The mobile processor module 2120 blocks the view, from 
the top, of the system BIOS 1724. Similarly, hard disk drive 
1732 hides RAM memory 1722, the high performance graph- 5 

ics processor 1752, the host interface controller 1920, and 
flash memory 1726. Memory upgrade socket 2130 remains 
exposed to facilitate installation of additional RAM memory 
1722. Power regulator 1742, like the memory upgrade socket, 
enjoys a generous amount of overhead clearance to accom- 10 

modate its vertical size. The area including IDE controller 

pixels. 640-by-480 resolution is popularly considered to be 
the minimum screen size to make practical use of the appli
cation software in widespread use today. One skilled in the art 
recognizes that the type and resolution of the display can vary 
greatly from embodiment to embodiment, depending on fac
tors such as cost and intended application. Any display device 
may be used, without departing from the scope and spirit of 
the invention, that provides principal visual output to the 
computer user for operating system and application software 
executing in its customary and intended fashion using the 
CPU component (1710 of FIG. 17) of an ACM presently 

17 48 also enjoys overhead clearance to facilitate a cable 
connection with the hard disk drive 1732. 

The functional interconnection and operation of compo
nents contained within theACM and depicted in FIG. 20 has 
already been described in relation to FIG. 18 for like num
bered items appearing therein. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
A peripheral console couples with anACM to form an oper
ating personal computer system. The peripheral console 
(PCON) supplies an ACM with primary input, display, and 
power supply; the ACM supplies the core computing power 
and environment of the user. In the presently described 
embodiment the physical PCON package 200 contains the 
PCON functional components 1801 and the PCON side of the 
ACM -to-PCON Interconnection 1900. The PCON functional 
components 1801 comprise primary display 1810, a primary 
input 1820, a primary power supply 1830, interface and sup
port 1840, secondary mass storage 1850, other devices 1860, 
and expansion slots 1870. 

The PCON side of the ACM-to-PCON Interconnection 
1900 comprises a Peripheral Interface Controller (PIC) com
ponent 1940, a PCON connector component 1950, console
type component 1942, and flash memory device 1948. The 
PIC 1940 and connector 1950 components couple the PCON 
functional components 1801 with the signals ofanACM-to
PCON interface bus 1910 used to operatively connect an 
ACM with a PCON. The ACM-to-PCON interface bus 1910 
comprises conveyance for electrical power 1914 and signals 
for a peripheral bus 1912, video 1916, video port 1917, and 
console-type 1918. The preferredACM-to-PCON Intercon
nection 1900 is described in detail in the U.S. patent applica
tion entitled "A Communication Channel and Interface 
Devices for Bridging Computer Interface Buses," already 
incorporated herein by reference. 

coupled to PCON 1800. 
Integrated display panel 1812 is coupled to video signal 

bus 1849 and displays a screen image in response to video 
15 signals presented on bus 1849. Certain pins of connector 1950 

receive video output signals 1916 of the ACM-to-PCON 
interface bus 1910 from a mated connector that is coupled to 
an ACM. These certain pins of connector 1950 couple to 
video signal bus 1849 which conveys the video output signals 

20 316 throughout the PCON 1800 as needed. Video connector 
1813 is exposed at the exterior ofPCON 1800 and couples to 
video signal bus 1849. Connector 1813 permits easy attach
ment of an external display device that is compatible with the 
signals carried by bus 1849, such as a CRT monitor (not 

25 shown). The external display device may be used in addition, 
or as an alternative, to integrated display panel1812. 

The isolation of the relatively heavy and sizable primary 
display 1810 from the core computing power and user envi
ronment contained within an ACM represents a further 

30 advantage of the present invention. 
The primary input component 1820 of the PCON func

tional circuitry 1801 of the presently described embodiment 
comprises keyboard interface circuitry 1822, keyboard con
nector 1823, pointer interface circuitry 1824, and pointer 

35 connector 1825. Keyboard interface circuitry 1822 and 
pointer interface circuitry 1824 connect to ISA bus 1845 and 
are thereby coupled to the CPU component (1710 of FIG. 17) 
of any ACM attached to PCON 1800. Keyboard interface 
circuitry 1822 interfaces a standard computer keyboard (not 

40 shown), attached at connector 1823, to ISA bus 1845. Pointer 
interface circuitry 1822 interfaces a standard computer point
ing device (not shown), such as a computer mouse attached at 
connector 1825, to ISA bus 1845. Computer keyboards, 
pointing devices, connectors 1823, 1825, keyboard interface 

45 circuitry 1822, and pointer interface circuitry 1824 are well 
known in the art. The isolation of the relatively heavy and 
sizable primary input devices 1820 from the core computing 
power and user environment contained within an ACM rep-

Connector component 1950 may be selected to mate 
directly with the connector component 1930 of an ACM 
(shown in FIG. 18). Alternatively, connector component 1950 
may be selected to mate with, for example, the connector on 
one end of a cable intervening between the PCON and an 50 

ACM in a particular embodiment, such as cable 1964 shown 

resents a further advantage of the present invention. 
The primary power supply component 1830 of the PCON 

functional circuitry 1801 of the presently described embodi
ment provides electrical energy for the sustained, normal 
operation of the PCON 1800 and any ACM coupled to con
nector 1950. The power supply may be of the switching 

in FIG. 19B. The ACM-to-PCON interconnection described 
in the aforementioned companion patent application has the 
advantage of providing reliable signal conveyance across low 
cost cables. 

Flash memory device 1948 provides non-volatile storage. 
This storage may be accessible to devices in both the ACM 
and the PCON, including the host interface controller and the 
peripheral interface controller to which it is connected. As 
such, flash memory 1948 may be used to store configuration 
and security data to facilitate an intelligent mating between an 
ACM and a PCON that needs no participation of the CPU. 

The primary display component 1810 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises integrated display panel1812 and video connector 
1813. Integrated display panel1812 is a color LCD display 
panel having a resolution of 640 horizontal by 480 vertical 

55 variety well known in the art that receives electrical energy 
from anAC source 1889, such as a wall outlet. Power supply 
1830 reduces the alternating current input voltage, to anum
ber of distinct outputs of differing voltages and current 
capacities. The outputs of power supply 1830 are applied to 

60 power bus 1831. Power bus 1831 distributes the power supply 
outputs to the other circuitry within the PCON 1800. Bus 
1831 also connects to certain pins of connector 1950 to pro
vide the electrical power 1914 for an ACM conveyed by 
ACM-to-PCON interconnection 1900. The isolation of the 

65 usually heavy power supply 1830 from the core computing 
power and user environment contained within the ACM rep
resents a further advantage of the present invention. 
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The interface and support component 1840 of the PCON 
functional circuitry 1801 of the presently described embodi
ment comprises peripheral bridge 1846, diskette controller 
1842, IDE controller 1848, and signal conveyance paths 
1841, 1843, 1844, 1845, 1847 and 1849. Peripheral bridge 5 

1846 couples PCI peripheral bus 1841 with peripheral busses 
of other formats such as ISA peripheral bus 1845 and others 
1847. PCI and ISA peripheral busses are industry standards, 
well known and understood in the art. Other peripheral busses 
1847 may include, for example, a bus compliant with the 10 

universal serial bus (USB) industry standard. While other 
embodiments of a peripheral console 1800 may include a 
single peripheral bus that is coupled to an attached ACM via 
ACM-to-PCON interconnection 1900, such as PCI bus 1841, 
this embodiment includes peripheral bridge 1846 to establish 15 

additional busses 1845, 1847. The additional busses 1845, 
1847 permit the use of the many low-cost and readily avail
able components compatible with these bus specifications. 

Diskette controller 1842 interfaces a floppy disk drive 1854 
with the CPU component 1710 of an attachedACM (shown in 20 

FIG. 18) so that the CPU may control and use the diskette 
drive 1854 hardware to store and retrieve data. Diskette con
troller 1842 couples to the CPU via a connection to ISA bus 
1845. Diskette controller 1842 connects to the diskette drive 

32 
signal for processing by the computer. Video capture cards at 
present are considered a specialty, i.e., not ubiquitous, com
ponent of personal computer systems. Digitized picture infor-
mation from video capture card 1860 is carried via signal 
conveyance path 1844 to the peripheral interface controller 
1940 which transforms it to the video port signals 1917 of the 
ACM-to-PCON interconnection 1900 for coupling to the 
advanced graphics processor 1752 in an attached ACM 
(shown in FIG. 18). 

Video capture card 1860 is merely representative of the 
many types of "other" devices that may be installed in a 
PCON to expand the capabilities of the personal computer. 
Sound cards and laboratory data acquisition cards are other 
examples. Video capture card 1860 is shown installed in one 
of expansion slots 1870 for coupling to the interface and 
control circuitry 1840 of the PCON. Any of other devices 
1860 could be coupled to the interface and control circuitry 
1840 of the PCON by different means, such as direct instal
lation on the circuit board that includes the interface and 
control circuitry 1840; e.g., a motherboard. 

The expansion slots component 1870 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises PCI connectors 1871 and ISA connectors 1872. A 
circuit card may be inserted into one of the connectors 1871, 

1854 via one of device cables 1843. 
Similarly, IDE controller 1848 interfaces a hard disk drive 

1852 and a CDROM drive 1856 with the CPU component 
1710 of an attachedACM (shown in FIG. 18) so that the CPU 
may control and use the hard disk drive 1852 and CD ROM 
1856 hardware to store and retrieve data. IDE controller 1848 
couples to the CPU via connection to PCI peripheral bus 
1841. IDE controller 1848 connects to each of hard disk drive 
1852 and CD-ROM drive 1856 via one of device cables 1843. 

25 1872 in order to be operatively coupled with the CPU1710 of 
an attached ACM (shown in FIG. 18). Each of connectors 
1871 electrically connects to PCI bus 1841, and may receive 
and hold a printed circuit card which it electrically couples to 
PCI bus 1841. Each of connectors 1872 electrically connects 

30 to ISA bus 1845, and may receive and hold a printed circuit 
card which it electrically couples to ISA bus 1845. The PCI 
1841 and ISA 1845 busses couple to the CPU 1710 of an 
attached ACM (shown in FIG. 18) by circuitry already 
described. Some embodiments of PCON 1800 may take advantage of 

VLSI integrated circuits such as an 82371SB (PIIX4) inte- 35 

grated circuit from Intel Corporation. An 823 71 SB integrated 
circuit includes circuitry for both the peripheral bridge 1846 
and the IDE controller 1848 in a single package. 

The secondary mass storage component 1850 of the PCON 
functional circuitry 1801 of the presently described embodi- 40 

ment comprises diskette drive 1854, hard disk drive 1852, and 
CD-ROM drive 1856. Secondary mass storage 1850 gener
ally provides low-cost, non-volatile storage for data files 
which may include software program files. Data files stored 

An embodiment of a detachable computing module in 
accordance with the present invention, for attachment to a 
peripheral console for forming a fully operational computer 
system, comprises, an enclosure, a CPU, a memory coupled 
to said CPU, and a mass storage coupled to said CPU. The 
module further comprises interconnection circuitry coupled 
to said CPU, said interconnection circuitry connectable to a 
peripheral console. The CPU is uncoupled from any primary 
input circuitry when said interconnection circuitry is discon
nected from a peripheral console. 

An alternative embodiment of a detachable computing 
module in accordance with the present invention, for attach
ment to a peripheral console for forming a fully operational 
computer system, comprises an enclosure, a CPU, a memory 
coupled to said CPU, and a mass storage coupled to said CPU. 
The module further comprises interconnection circuitry 
coupled to said CPU, said interconnection circuitry connect-
able to a peripheral console. The CPU is uncoupled from any 
primary output circuitry when said interconnection circuitry 
is disconnected from a peripheral console. 

Various modifications to the preferred embodiment can be 
made without departing from the spirit and scope of the 
invention. (A limited number of modifications have already 
been described in the preceding discussion.) For example, a 
particular embodiment may insert another layer of bus bridg-

on secondary mass storage 1850 are not part of a computer 45 

user's core computing power and environment. Secondary 
mass storage 1850 may be used to store, for example, seldom 
used software programs, software programs that are used 
only with companion hardware devices installed in the same 
peripheral console 1800, or archival copies of data files that 50 

are maintained in primary mass storage 1750 of an ACM 
(shown in FIG. 18). Storage capacities for secondary mass 
storage 1850 devices may vary from the 1.44 megabytes of 
the 3.5-inch high density diskette drive 1854, to more than 10 
gigabytes for a large format (5-inch) hard disk drive 1852. 55 

Hard disk drive 1852 employs fixed recording media, while 
diskette drive 1854 and CD-ROM drive 1856 employ remov
able media. Diskette drive 1854 and hard disk drive 1852 
support both read and write operations (i.e., data stored on 
their recording media may be both recalled and modified) 
while CD-ROM drive 1856 supports only read operations. 

60 ing between the CPU bridge and the Peripheral bridge. This 
may be desirable if, for example, a vendor wants to imple
ment a proprietary, general-purpose bus having intermediate 
performance characteristics that fall between those of the 
high-performance general purpose bus originating at the 

The other devices component 1860 of the PCON functional 
circuitry 1801 of the presently described embodiment com
prises a video capture card. A video capture card accepts 
analog television signals, such as those complying with the 
NTSC standard used for television broadcast in the United 
States, and digitizes picture frames represented by the analog 

65 CPU, and the slower general purpose PCI bus. Thus, the 
foregoing description is not intended to limit the invention as 
set forth. 
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Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 

34 
computer interface ("PCI") bus 2231, 2232. A power regula
tor 435 is disposed near the PCI bus. 

In a specific embodiment, north bridge nnit 2221 often 
couples to a computer memory, to the graphics accelerator 
2223, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 2223 typically couples 
to a graphics memory 2223, and other elements. IDE control
ler 2229 generally supports and provides timing signals nec
essary for the IDE bus. In the present embodiment, the IDE 5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 

10 controller is embodied as a 643U2 PCI-to IDE chip from 
CMD Technology, for example. Other types of buses than 
IDE are contemplated, for example EIDE, SCSI, 1394, and 
the like in alternative embodiments of the present invention. 

The hard drive module or mass storage unit 2220 typically 

8) A software controllable mechanical lock, lock control 
means, and other accessories. 

The ACM connects to a peripheral console with power 
supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

15 includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 

20 MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 2220 includes a hard disk drive. The 

FIG. 22 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, modi
fications, and alternatives. The layout diagram illustrates the 
top-view of the module 22, where the backside components 
(e.g., Host Interface Controller) are depicted in dashed lines. 
The layout diagram has a first portion, which includes a 
central processing unit ("CPU") module 2200, and a second 
portion, which includes a hard drive module 2220. A common 
printed circuit board 2237 houses these modules and the like. 
Among other features, the ACM includes the central process
ing unit module 2200 with a cache memory 2205, which is 35 
coupled to a north bridge nnit 2221, and a host interface 
controller 2201. The host interface controller includes a lock 
control2203. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 
connectors 2217. Here, the CPU module is spatially located 40 
near connector 2217. 

25 hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 

30 storage unit 2240 may also support other interfaces than IDE. 
Among other features, the computer system includes anACM 
with security protection. The ACM connects to the console, 
which has at least the following elements, which should not 
be limiting. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive; 
5) Commnnication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 
a variety of thermal components for heat dissipation, a frame 

The CPU module can use a suitable microprocessing nnit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor- 45 
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

50 that provides connector aligrm1ent, and a lock engagement, 
which secures the ACM to the console. The bay also has a 
printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface In the CPU module, host interface controller 2201 is 

coupled to BIOS/flash memory 2205. Additionally, the host 
interface controller is coupled to a clock control logic, a 55 

configuration signal, and a peripheral bus. The present inven
tion has a host interface controller that has lock control 2203 

between the ACM and other accessories. 
FIG. 23 is a simplified block diagram 2300 of a security 

system for a computer module according to an embodiment 
of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 

to provide security features to the presentACM. Furthermore, 
the present invention uses a flash memory that includes codes 
to provide password protection or other electronic security 
methods. 

The second portion of the attached computer module has 
the hard drive module 2220. Among other elements, the hard 
drive module includes north bridge 2221, graphics accelera
tor 2223, graphics memory 2225, a power controller 2227, an 
IDE controller 2229, and other components. Adjacent to and 
in parallel alignment with the hard drive module is a personal 

60 modifications, and alternatives. The block diagram 2300 has 
a variety of features such as those noted above, as well as 
others. In the present diagram, different reference numerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 2300. 
65 The module 2300 has a central processing nnit, which com

municates to a north bridge 2341, byway ofaCPUbus 2327. 
The north bridge couples to main memory 2323 via memory 
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bus 2329. The main memory can be any suitable high speed 
memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 
DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the application. 
Alternatively, the main memory can be coupled directly with 
the CPU in some embodiments. The north bridge also couples 
to a graphics subsystem 2315 via bus 2342. The graphics 
subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 10 

video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive that serves as a main memory unit for pro
grams and the like. The hard disk can be any suitable drive 15 

that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 21h inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 2302 and 20 

2331. The hard disk drive controller couples to the north 
bridge by way of the host PCI bus, which connects bus 2337 
to the north bridge. The hard disk includes computer codes 
that implement a security program according to the present 
invention. Details of the security program are provided below. 25 

The attached computer module also has a flash memory 
device 23 05 with a BIOS. The flash memory device 23 05 also 
has codes for a user password that can be stored in the device. 
The flash memory device generally permits the storage of 
such password without a substantial use of power, even when 30 

disconnected. As merely an example, the flash memory 
device has at least 4 Meg. or greater of memory, or 16 Meg. or 
greater of memory. A host interface controller 2307 commu
nications to the north bridge via bus 2335 and host PCI bus. 
The host interface controller also has a lock control 2309, 35 

which couples to a lock. The lock is attached to the module 
and has a manual override to the lock on the host interface 
controller in some embodiments. Host interface controller 
2307 communicates to the console using bus 2311, which 
couples to connection 2313. 40 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user pass- 45 

word, which can be stored in the flash memory device 505. By 
way of the flash memory device, the password does not 
become erased by way of power failure or the lock. The 
password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 50 

it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 55 

devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

36 
of functions. As merely an example, these functions include: 
(1) fixed time period in which the ACM can be used, e.g., 
ACM cannot be used at night; (2) programmed ACM to be 
used after certain date, e.g., high security procedure during 
owner's vacation or non use period; (3) other uses similar to 
a programmable time lock. Further details of the present 
real-time clock are described in the application listed under 
Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code is 
stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be placed 
in the device by a one time programming techniques using, 
for example, fuses or the like. The present password or user 
code provides a permanent "finger print" on the device, which 
is generally hardware. The permanent finger print can be used 
for identification purposes for allowing the user of the hard
ware to access the hardware itself, as well as other systems. 
These other systems include local and wide area networks. 
Alternatively, the systems can also include one or more serv
ers. The present password and user identification can be quite 
important for electronic commerce applications and the like. 
In one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program, which is described below in more 
detail. 

In one aspect of the invention, the user password is pro
grammable. The password can be programmable by way of 
the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi-
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 
4) Automatic HDD lock out if tempering is detected. 
In still a further embodiment, the present invention also 

includes a method for reading a permanent password or user 
identification code to identify the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass
word or user code is stored in the central processing unit. The 
password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 
present password or user code provides a permanent "finger 
print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes for 
allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 
local and wide area networks. Alternatively, the systems can In a specific embodiment, the present invention also 

includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz508thatcouples to areal-time clock 
circuit. The real-time clock circuit can be in the host interface 

60 also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica
tion can be quite important for electronic commerce applica-

controller. An energy source 506 such as a battery can be used 
to keep the real-time clock circuit running even when the 65 

ACM has been removed from the console. The real-time 
clock can be used by a security program to perform a variety 

tions and the like, which verify the user code or password. In 
one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program. 
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The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 10 

While the above is afull description of the specific embodi
ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 
the present invention which is defined by the appended 15 

claims. 
What is claimed is: 
1. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connector 20 

and a slot, the console being an enclosure housing the 
coupling sites; 

a plurality of computer modules, each computer module 
coupled to one of the coupling site through the connector 
and the slot, comprising 
a processing unit, 
a main memory coupled to the processing unit, 

25 

38 
a serial communication controller coupled to the con

nector of the coupling site for communication to an 
external network, 

a main memory coupled to the processing unit, and 
a first interface controller coupled to a low voltage dif

ferential signal (LVDS) channel comprises two sets of 
unidirectional serial bit charmels in opposite direc
tions communicating an encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus trans
action; 

wherein each of the computer modules is similar in design 
to each other, and each set of unidirectional serial bit 
channels comprise a plurality of pairs of differential 
signal lines. 

7. The computer system of claim 6 wherein the console 
further comprises a second interface controller that commu
nicates to the first interface controller of each computer mod
ule through the low voltage differential signal (LVDS) chan
nel and the connector of the coupling site. 

8. The computer system of claim 6 wherein the console 
further comprises a serial communication hub controller that 
couples to the serial communication controller of the com
puter modules to support the communication to the external 
network. 

9. The computer system of claim 6 wherein one of the 
computer modules can replace another one of the computer 
modules in operation. 

a serial communication controller couples to the connec
tor of the coupling site for communication to an exter
nal network; and 

a first interface controller coupled to a differential signal 
charmel communicating an encoded serial bit stream 

10. The computer system of claim 6 wherein one of the 
computer modules comprises a core computing power and 

30 environment for a personal computer user. 

of Peripheral Component Interconnect (PCI) bus 
transaction, wherein the differential signal channel 
comprises two sets of unidirectional serial bit chan- 35 

nels which transmit data in opposite direction; 
wherein each of the computer modules is similar in design 

to each other and operates fully independent of each 
other, and wherein one of the computer modules com
prises a core computing power and environment for a 40 

personal computer user. 
2. The computer system of claim 1 wherein the console 

further comprises a second interface controller that commu
nicates to the first interface controller through the differential 
signal channel. 

3. The computer system of claim 1 wherein the console 
further comprises a serial communication hub controller that 
couples to the serial communication controller in each of the 
computer modules through the connector of the coupling site 
to support the communication to an external network. 

45 

50 

11. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec
tor; the console being an enclosure housing each cou
pling site; 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites through the connec
tor, and comprising a processing unit, a main memory 
coupled to the processing unit, and 

an interface controller coupled to a differential signal chan
nel comprises two sets of unidirectional low voltage 
serial bit charmels in opposite directions transmitting 
encoded PCI bus transaction data; 

wherein each of the computer modules operates fully inde-
pendent of each other, and 

wherein the interface controller couples to the console 
through the differential signal channel for data communica
tion, through the connector of the coupling site. 

12. The computer system of claim 11 wherein the computer 
module further comprises of an Ethernet controller coupled to 
the console through the connector of the coupling site for 
communication to an external network. 

4. The computer system of claim 1 wherein one of the 
computer modules is configured to provide protection against 
failure of another one of the computer modules. 

5. The computer system of claim 1 wherein the computer 
module further comprises a programmable memory device, 
said programmable memory device being configurable to 
store a password for controlling access to the computer mod
ule. 

13. The computer system of claim 11 wherein one of the 

55 computer modules can replace another one of the computer 
modules in operation. 

6. A computer system comprising: 
a console comprising a power supply, a first coupling site 60 

and a second coupling site, each coupling site compris
ing a connector and a slot, the console being an enclo
sure housing the coupling sites and the power supply, 

a plurality of computer modules; each computer module 
coupled to one of the coupling site through the connector 65 

and the slot, comprising 
a processing unit, 

14. The computer system of claim 11 wherein that operates 
on varying clock frequency for varying its power consump
tion while in operation. 

15. The computer system of claim 11 wherein each of the 
unidirectional serial channels comprises a plurality of pairs of 
differential signal lines. 

16. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connector 
and a slot, the console being an enclosure housing each 
coupling site, 
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a first interface controller coupled to a differential signal 
channel comprises two sets of unidirectional low voltage 
serial bit channels in opposite directions transmitting 
encoded PCI bus transaction data; and 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through the connec
tor and the slot and each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
an Ethernet controller coupled to the connector of the 10 

coupling site; 
wherein each of the computer modules operates fully inde

pendent of each other. 
17. The computer system of claim 16 wherein the console 

further comprises a mass storage device that couples to one of 15 

the computer module. 
18. The computer system of claim 16 wherein the computer 

module further comprises a second interface controller 
coupled to a differential signal channel communicating an 
encoded serial bit stream of Peripheral Component Intercon- 20 

nect (PCI) bus transaction data, wherein the differential sig
nal channel comprises two sets of unidirectional serial bit 
channels which transmit data in opposite. 

19. The computer system of claim 18 wherein the second 
interface controller couples to the first interface controller 25 

through the differential signal channel and the connector of 
the coupling site. 

20. The computer system of claim 16 wherein one of the 
computer modules is configured to provide protection against 
failure of another one of the computer modules. 30 

21. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site; each coupling site comprising a slot, the 
console being an enclosure housing each coupling site, a 

35 
first serial communication controller, and a plurality of 
computer modules; each computer module coupled to 
one of the coupling sites through the connector and the 
slot, each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, and 

40 

a second serial communication controller coupled to the 
first serial communication controller through the con
nector of the coupling site communicating with two 
unidirectional serial, low voltage differential signal 45 
(LVDS) channels which transmit data in opposite 
directions, and 

wherein each of the computer modules operates indepen
dent of each other. 

22. The computer system of claim 21 wherein the console 50 
further comprises a mass storage device that couples to one of 
the computer module. 

40 
a plurality of computer modules, each computer module 

coupled to one of the coupling sites through the connec
tor and the slot, comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com

prising two sets of unidirectional multiple serial bit 
channels which transmit data in opposite directions, 

an Ethernet controller coupled to the connector of the 
coupling site for communication to an external net
work through the console, and 

a first interface controller coupled the LVDS channel for 
communicating an encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus trans
action; 

wherein each of the computer modules is similar in design to 
each other and operates fully independent of each other. 

27. The computer system of claim 26 wherein the console 
further comprises a second interface controller that commu
nicates to the first interface controller through the LVDS 
channel. 

28. The computer system of claim 26 wherein the console 
further comprises a Ethernet hub controller that couples to the 
Ethernet controller in each of the computer modules through 
the connector of the coupling site to support the communica
tion to an external network. 

29. The computer system of claim 26 wherein one of the 
computer modules is configured to provide protection against 
failure of another one of the computer modules. 

30. The computer system of claim 26 wherein the console 
further comprises a hard disk drive that couples to one of the 
computer module. 

31. A computer system comprising: 
a console comprising a power supply, a first coupling site 

and a second coupling site, each coupling site compris
ing a connector and a slot, the console being an enclo
sure housing the coupling sites and the power supply, 

a plurality of computer modules; each computer module 
coupled to one of the coupling site through the connector 
and the slot, comprising 
a processing unit, 
a serial communication controller coupled to the con

nector of the coupling site for communication to an 
external network, 

a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com

prising two sets of unidirectional multiple serial bit 
channels in opposite directions, and 

a first interface controller coupled to the LVDS channel 
for communicating an encoded serial bit stream of 
Peripheral Component Interconnect (PCI) bus trans-
action; 

23. The computer system of claim 21 wherein one of the 
computer modules can replace another one of the computer 
modules in operation. 

24. The computer system of claim 21 wherein the trans
mitted data of the serial, low voltage differential signal 
(LVDS) channels comprises encoded Peripheral Component 
Interconnect (PCI) bus transaction. 

55 wherein each of the computer modules is similar in design to 
each other, and one of the computer modules can replace 
another one of the computer modules in operation. 

25. The computer system of claim 21 wherein each of the 60 

unidirectional serial bit channels comprises a plurality of 
pairs of differential signal lines. 

26. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connector 65 

and a slot, the console being an enclosure housing the 
coupling sites; 

32. The computer system of claim 31 wherein the console 
further comprises a second interface controller that commu
nicates to the first interface controller of each computer mod
ule through the LVDS channel and the connector of the cou-
pling site. 

33. The computer system of claim 31 wherein the console 
further comprises a serial communication hub controller that 
couples to the serial communication controller of the com
puter modules to support the communication to the external 
network. 
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34. The computer system of claim 31 wherein the console 
further comprises a hard disk drive that couples to one of the 
computer module. 

35. The computer system of claim 31 wherein one of the 
computer modules comprises a core computing power and 
environment for a personal computer user. 

36. A computer system comprising: 

42 
a processing unit, 
a main memory coupled to the processing unit, and 
an Ethernet controller coupled to the Ethernet hub con

troller; 
wherein each of the computer modules can operate fully 
independent of each other. 

a console comprising a first coupling site and a second 
coupling site, each coupling site comprising a connec
tor; the console being an enclosure housing each cou- 10 

piing site; 

42. The computer system of claim 41 wherein the console 
further comprises a hard disk drive that couples to one of the 
computer module. 

43. The computer system of claim 41 wherein the computer 
module further comprises a second interface controller 
coupled to the LVDS channel in the console communicating 
an encoded serial bit stream of Peripheral Component Inter
connect (PCI) bus transaction data. 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites through the connec
tor, and comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com

prises two sets of unidirectional multiple serial bit 
channels in opposite directions, and 

an interface controller coupled to the LVDS channel for 
transmitting encoded Peripheral Component Inter
connect (PCI) bus transaction data; 

wherein each of the computer modules can operate fully 
independent of each other, and wherein the interface control-

15 44. The computer system of claim 41 wherein the data 
transmission of the LVDS channel comprises encoded 
Peripheral Component Interconnect (PCI) bus transaction. 

45. The computer system of claim 41 wherein one of the 
computer modules is configured to provide protection against 

20 failure of another one of the computer modules. 
46. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site; each coupling site comprising a slot, the 
console being an enclosure housing 

ler couples to the console through the LVDS channel for data 25 each coupling site, 
communication. 

37. The computer system of claim 36 wherein the computer 
module further comprises an Ethernet controller coupled to 
the console through the connector of the coupling site for 
communication to an external network. 

38. The computer system of claim 36 wherein one of the 
computer modules can replace another one of the computer 
modules in operation. 

30 

39. The computer system of claim 36 that operates on 
varying clock frequency for varying its power consumption 35 

while in operation. 

two unidirectional multiple serial, low voltage differen
tial signal (LVDS) channels which transmit data in 
opposite directions, and 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through a connector 
and the slot, each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, and 

a serial communication controller coupled to the connector 
of the coupling site for communication to an external 
network, 
an interface controller coupled to the LVDS channels; 

and 
40. The computer system of claim 36 wherein the console 

further comprises a hard disk drive that couples to one of the 
computer modules. 

41. A computer system comprising: 
wherein each of the computer modules can operate indepen-

40 dent of each other. 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connector 
and a slot, the console comprising an Ethernet hub con
troller and an enclosure housing 
each coupling site, 
the Ethernet hub controller, 
a low voltage differential signal (LVDS) channel com

prising two sets of unidirectional multiple serial bit 
channels in opposite directions, and 

47. The computer system of claim 46 wherein the console 
further comprises a hard disk drive that couples to one of the 
computer modules. 

48. The computer system of claim 46 wherein one of the 
45 computer modules can replace another one of the computer 

modules in operation. 

a first interface controller coupled to the LVDS channel, so 
and 

49. The computer system of claim 46 wherein the data 
transmission of the LVDS channels comprises encoded 
Peripheral Component Interconnect (PCI) bus transaction. 

50. The computer system of claim 46 wherein one of the 
computer modules is configured to provide protection against 
failure of any one of the other computer modules. a plurality of computer modules; each computer module 

coupled to one of the coupling sites through the connec
tor and the slot and each computer module comprising * * * * * 
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Symbol Signal I Oata Rate Description 
1 PDORTN I GND 
2: PDO+ Svncll. Tu£CK 10 x. clock rate CO_I'DDUtef_ to o~ ;""', I LVDS Data 0 + 
3 PDO- Comouter to Perioheral LVDS Data 0 -
4 PD1 RTN GND 
5 PD1+ Synch_ To PCK 10 x clock rate Comouter to Perionerat L VDS Data 1 + 
6 PD1 - Computer to PeriQI]_eratLVDS Data 1 • 
7 PD2 RTN GND 
8 PD2 + Svnch. To PCK i 0 x clock rate Computer to Perioo~ra! LVDS Data 2 + 
9 PD2- Computer to Peripherai LVDS Data 2 -
10 PD3 RTN GND 
11 PD3 + Svnch. To FCK 10 x clock rate Comouter to Periplleral LVDS Data 3 + 
12 PD3- Computer to Peripheral LVDS Data 3 -
13 PCK RTN GND 
14 PCK+ Clock Clock rate Computer to PeripheraiLVDS Clock+ 
15 PCK · Computer to Peripheral LVOS Clock -

'~ PCNRTN GND ----··------
Synch To PCK Computer to Peripheral LVDS Control+ 17 PCN + 10 x clock rate 

18 PCN- Cornputer to Peripheral LVOS Control -
19 PDRO RTN GND 
20 PDRO + Synch. To PCKR 10 x clock rate Peripheral to Computer L VDS Data 0 + 
21 PDRO- Peripheral to Computer lVDS Data 0 -
22 PDR1RTN GND 
23 PDRl + SyllCh. To PCKR 1 C x clock rate Peripheral to Computer L VOS Data 1 + 
24 PDR1 - Peri_pherallo Computer LVDS Data 1 -
25 PDR2 RTN GND 
26 PDR2+ Synch. To PCKR 10 x clock. rate Peripheral to Computer lVDS Data 2 t 

27 PDR2- Peripheral to Computer LVDS Data 2 . 
28 PDR3RTN GNO 
29 PDRJ+ Synch. To PCKR iO x clock rate Peripheral to Computer LVDS Data 3_ t 
30 P~- Per_IPheral to Computer l VDS Data 3 -
31 PCKf3 RTN m.,D 
32 PCKJ-l'+ _Reverse Dir Clock Clock rate Peripheral to Computer LVDS Clock+ 
33 PCKR- Peripheral to Computer LVOS Glock -
J4 1-'CNH RTN GND 
135 PCNR+ syncn. 10 Pt.;I\H lV x t;lock rate 1-'ertPI'leral to Lomputer LVOs control+ 
36 PCNR- Peripheral to Computer LVDS Control -
37 RESET# Asynctlronous Reset 

FIGURE 12 
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Name Type Pins Description 

AD(31::0) TS 32 
CiBE(3::0)# TS 4 

FRAME# STS 

IRDY# STS 

TROY# STS 

DEVSEL# STS 

STOP# STS 

PAR TS 

LOCK# Input 1 

IDSEL# Input 

PERR# STS 1 

SERR# OD 

REO# TS 

GNT# Input 1 

CLKRUN# 1100 1 

PCICK Input 1 

Multiplexed AddressiData. AD is driven to a valid state when GNT# is asserted. 
Multiplexed CommandiByte Enables. For a two-address transaction. lsi 
address phase carries the command. and the 2nd address phase carries the 
transaction type. C!BE is driven to a valid state when GNT# is asserted. 
Indicates beginning and duration of a PCI transaction. When the bus is idle. 
FRA~.AE# is driven to High for 1 cycle. A pull-up resistor sustains STS signal. 
Initiator Ready. IRDY# is dri·1en High for 1 cycle if bus is idle. and the state is 
sustained by a pull-up resistor. 
Target Ready. When bus is idle. TROY# is driven High for 1 cycle if bus is idle. 
An external pull-up resistor sustains STS signal. 
Device Select. DEVSEL# is asserted by target to indicate it is ready to accept 
the transaction. HIC decodes address of a transaction to decide the need to 
assert DEVSEL#. As an initiator. HIC waits for 5 cycles to detect assertion of 
DEVSEL# by the target; otherwise HIC terminates with a master abort. 
DEVSEL# is driven High for 1 cycle when bus is idle, and the slate is sustained 
by a pull-up resistor. 
Target request to stop transaction. There are 3 cases: 
STOP#, TROY# & DEVSEL# asserted: disconnect with data transfer 
Only STOPt: 8. DEVSEL# assened: request initiator to retry later 
Only STOP# asserted: target abort 
STOP# is driven High for 1 cycle when bus is idle, and the state is sustained by 
a puO-up resistor. 
Even parity for 36 bits of AD & CtBE#. PAR is sent one cycle after address or 
data is valid. In write transaction, initiator sends PAR one cycle alter write data 
is valid. In read transaction. target sends PAR one cyde after read data is valid. 
Initiator request lock on target downstream. LOCK# is asserted 1 clock cyde 
after address phase by an initiator wanting to perform an atomic operation that 
take more than cne transaction to complete. HIC passes the LOCK# request to 
the secondary PCI bus. HIC does not drive LOCK# or propagate LOCK# 
upstream. 
Chip Select for Type 0 configuration access. During a Type 0 configuration 
transaction, the initiator asserts IDSEL# during the address phase to select HIC. 
HIC responds by asserting OEVSEL#. 
Data Parity Error on all transactions except Special Cycle. PERR# is driven one 
clock cycle after PAR PERR# is asserted by large! during write transactions. 
and by initiator during read transactions. 
System Error. HIC asserts SERR# under the following conditions: 
Address pari:y error. Secondary bus SERR# asserted. 
Posted write transaction: cata parity errcr on target bus. Posted write transaction discarded. 
Master abort. Target abort 
Delayed read 01 write transaction discarded. and 

Delayed transaction master timeout. 

Request for bus. If a target retry or disconnect is received in response to 
initiating a transaction. HIC de asserts REO# for at least 2 cycles before 
asserting rt again. 
Bus is granted to HIC. HIC can initiate transaction if GNT# is asserted and the 
bus is idle. When HIC is not requesting bus and GNT# is asserted, HIC must 
drive AD, C/BE. and PAR to valid logic levels. 
Input indicating clock status. HIC can request the central clock resource to start. 
speed up or maintain the PCI clock. There are 3 clocking states: 
Clock running. Clock about to stop/slow down. and Clock stopped/slowed. 
PCI Clock. All inputs are sampled on the rising edge of PCICK. Frequency 

FIGURE 16 
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1 

MULTIPLE MODULE COMPUTER SYSTEM 
AND METHOD USING DIFFERENTIAL 

SIGNAL CHANNEL INCLUDING 
UNIDIRECTIONAL, SERIAL BIT CHANNELS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

2 
Although somewhat successful, laptop computers have many 
limitations. These computing devices have poor display tech
nology. In fact, these devices often have a smaller flat panel 
display that has poor viewing characteristics. Additionally, 
these devices also have poor input devices such as smaller 
keyboards and the like. Furthermore, these devices have lim
ited common platforms to transfer information to and from 
these devices and other devices such as PCs. 

Up to now, there has been little common ground between The present application claims priority as a continuation of 
U.S. nonprovisional application Ser. No. 12/077,503 filed 
Mar. 18, 2008, which is a continuation ofU.S. nonprovisional 
application Ser. No. 11/166,656, filed Jun. 24, 2005, which is 
a continuation of U.S. nonprovisional patent application Ser. 
No. 11/097,694, filed Mar. 31, 2005, which is a continuation 
of U.S. nonprovisional patent application Ser. No. 10/772, 
214, filed Feb. 3, 2004, which is a continuation of U.S. non
provisional patent application Ser. No. 09/569,758, filed May 
12, 2000 (Now U.S. Pat. No. 6,718,415), which claimed 
priority to U.S. Provisional Application No. 60/134,122 filed 
May 14, 1999, commonly assigned, and hereby incorporated 
by reference. 

10 these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com-

15 puters is that the user must often purchase both the desktop 
and laptop to have "total" computing power, where the desk
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 

BACKGROUND OF THE INVENTION 

20 significant amount of time transferring software and data 
between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 

The present invention relates to computing devices. More 
particularly, the present invention provides a system includ
ing a plurality of computer modules that can independently 
operate to provide backup capability, dual processing, and the 
like. Merely by way of example, the present invention is 
applied to a modular computing environment for desk top 
computers, but it will be recognized that the invention has a 
much wider range of applicability. It can be applied to a server 

25 the portable computer. Alternatively, the user often must use 
floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por-

as well as other portable or modular computing applications. 

30 table and desktop computer is that the user has to spend 
money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host Many desktop or personal computers, which are com

monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 40 

random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 45 

or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

35 processors, graphics accelerators, and the like. Because pro
gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 

Many external or peripheral devices can be used with the 
PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 50 

Corporation of Utah. Other storage devices include external 
hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 55 

devices such as a printer and other output means. Moreover, 
the PC can include special audio output devices such as 
speakers the like. 

wasted. 
One approach to reduce some of these drawbacks has been 

the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. 

Similar to separate desktop and portable computers, there 
is no commonality between two desktop computers. To date, 
most personal computers are constructed with a single moth
erboard that provides connection for CPU and other compo
nents in the computer. Dual CPU systems have been available 
through Intel's slot 1 architecture. For example, two Pentium 
II cartridges can be plugged into two "slot 1" card slots on a 
motherboard to form a Dual-processor system. The two 
CPU's share a common host bus that connects to the rest of 
the system, e.g. main memory, hard disk drive, graphics sub
system, and others. Dual CPU systems have the advantage of 
increased CPU performance for the whole system. Adding a 
CPU cartridge requires no change in operating systems and 
application software. However, dual CPU systems may suffer 
limited performance improvement if memory or disk drive 
bandwidth becomes the limiting factor. Also, dual CPU sys
tems have to time-share the processing unit in running mul-
tiple applications. CPU performance improvement efficiency 
also depends on software coding structure. Dual CPU sys
tems provide no hardware redundancy to help fault tolerance. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 60 

a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a curser on the display from one location to 
another location. 65 In running multiple applications, memory and disk drive data 

throughput will become the limiting factor in improving per
formance with multi-processor systems. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
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The present invention generally relates to computer inter
faces. More specifically, the present invention relates to an 
interface channel that interfaces two computer interface buses 
that operate under protocols that are different from that used 
by the interface channel. 

Interfaces coupling two independent computer buses are 
well known in the art. A block diagram of a computer system 
utilizing such a prior art interface is shown in FIG. 5. In FIG. 
5, a primary peripheral component interconnect (PCI) bus 

10 
505 of a notebook PC 500 is coupled to a secondary PCI bus 
555 in a docking system 550 (also referred to as docking 
station 550) through high pin count connectors 501 and 502, 
which are normally mating connectors. The high pin count 
connectors 501 and 502 contain a sufficiently large number of 15 

pins so as to carry PCI bus signals between the two PCI buses 
without any translation. The main purpose for interfacing the 
two independent PCI buses is to allow transactions to occur 
between a master on one PCI bus and a target on the other PCI 
bus. The interface between these two independent PCI buses 20 

additionally includes an optional PCI to PCI bridge 560, 
located in the docking station 550, to expand the add on 
capability in docking station 550. The bridge 560 creates a 
new bus number for devices behind the bridge 560 so that they 
are not on the same bus number as other devices in the system 25 

thus increasing the add on capability in the docking station 
550. 

4 
Thus, what is needed are computer systems that can have 

multiple computer modules. Each computer module has dedi
cated memory and disk drive, and can operate independently. 

BRIEF SUMMARY OF THE INVENTION 

According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro-
cessing, and the like. 

In a specific embodiment, the present invention provides a 
computer system for multi-processing purposes. The com
puter system has a console comprising a first coupling site and 
a second coupling site, e.g., computer module bay. Each 
coupling site comprises a connector. The console is an enclo
sure that is capable ofhousing each coupling site. The system 
also has a plurality of computer modules, where each of the 
computer modules is coupled to one of the connectors. Each 
of the computer modules has a processing unit, a main 
memory coupled to the processing unit, a graphics controller 
coupled to the processing nnit, and a mass storage device 
coupled to the processing unit. Each of the computer modules 
is substantially similar in design to each other to provide 
independent processing of each of the computer modules in 
the computer system. 

In an alternative specific embodiment, the present inven
tion provides a multi-processing computer system. The sys-An interface such as that shown in FIG. 5 provides an 

adequate interface between the primary and secondary PCI 
buses. However, the interface is limited in a number of ways. 
The interface transfers signals between the primary and sec
ondary PCI buses using the protocols of a PCI bus Conse
quently, the interface is subject to the limitations under which 
PCI buses operate. One such limitation is the fact that PCI 
buses are not cable friendly. The cable friendliness of the 
interface was not a major concern in the prior art. However, in 
the context of the computer system of the present invention, 
which is described in the present inventor's (William W. Y. 
Chu's) application for "Personal Computer Peripheral Con
sole With Attached Computer Module" filed concurrently 
with the present application on Sep. 8, 1998 and incorporated 
herein by reference, a cable friendly interface is desired for 
interfacing an attached computer module (ACM) and a 
peripheral console of the present invention. Furthermore, as a 
result of operating by PCI protocols, the prior art interface 
includes a very large number of signal channels with a cor
responding large number of conductive lines (and a similarly 
large number of pins in the connectors of the interface) that 
are commensurate in number with the number of signal lines 
in the PCI buses which it interfaces. One disadvantage of an 
interface having a relatively large number of conductive lines 
and pins is that it costs more than one that uses a fewer number 

30 tern has a console comprising a first coupling site and a 
second coupling site. Each coupling site comprises a connec
tor. The console is an enclosure that is capable of housing 
each coupling site. The system also has a plurality of com
puter modules, where each of the computer modules is 

of conductive lines and pins. Additionally, an interface having 

35 coupled to one of the connectors. Each of the computer mod
ules has a processing unit, a main memory coupled to the 
processing unit, a graphics controller coupled to the process
ing unit, a mass storage device coupled to the processing nnit, 
and a video output coupled to the processing unit. Each of the 

40 computer modules is substantially similar in design to each 
other to provide independent processing of each of the com
puter modules in the computer system. A video switch circuit 
is coupled to each of the computer modules through the video 
output. The video switch is configured to switch a video 

45 signal from any one of the computer modules to a display. 
Numerous benefits are achieved using the present inven

tion over previously existing techniques. In one embodiment, 
the invention provides improved processing and maintenance 
features. The invention can also provide increased CPU per-

50 formance for the whole system. The invention also can be 
implemented without changes in operating system and appli
cation software. The present invention is also implemented 
using conventional technologies that can be provided in the 
present computer system in an easy and efficient manner. 

In another embodiment, the invention provides at least two 
users to share the same modular desktop system. Each user 
operates on a different computer module. The other periph
eral devices, i.e. CD ROM, printer. DSL connection, etc. can 
be shared. This provides lower system cost, less desktop 

60 space and more efficiency. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 

a large number of conductive lines is bulkier and more cum- 55 

bersome to handle. Finally, a relatively large number of signal 
channels in the interface renders the option of using differen
tial voltage signals less viable because a differential voltage 
signal method would require duplicating a large number of 
signal lines. It is desirable to use a low voltage differential 
signal (LVDS) channel in the computer system of the present 
invention because an LVDS channel is more cable friendly, 
faster, consumes less power, and generates less noise, includ
ing electromagnetic interferences (EMI), than a PCI channel. 
The term LVDS is herein used to generically refer to low 65 

voltage differential signals and is not intended to be limited to 
any particular type of LVDS technology. 

advantages or benefits are described throughout the present 
specification and are described more particularly below. 

In still further embodiments, the present invention provides 
methods of using multiple computer modules. 

The present invention encompasses an apparatus for bridg
ing a first computer interface bus and a second computer 
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interface bus, where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 
and a maximum clock speed. The apparatus comprises an 
interface channel having a clock line and a plurality of bit 
lines for transmitting bits; a first interface controller coupled 
to the first computer interface bus and to the interface channel 
to encode first control signals from the first computer inter
face bus into first control bits to be transmitted on the interface 10 

channel and to decode second control bits received from the 
interface channel into second control signals to be transmitted 
to the first computer interface bus; and a second interface 
controller coupled to the interface channel and the second 
computer interface bus to decode the first control bits from the 15 

interface channel into third control signals to be transmitted 

6 
channels for transmitting bits; a first interface controller 
coupled to the first computer interface bus and to the interface 
channel to encode first control signals from the first computer 
interface bus into first control bits to be transmitted on the 
interface channel and to decode second control bits received 
from the interface channel into second control signals to be 
transmitted to the first computer interface bus; and a second 
interface controller coupled to the interface channel and the 
second computer interface bus to decode the first control bits 
from the interface channel into third control signals to be 
transmitted on the second computer interface bus and to 
encode fourth control signals from the second computer inter
face bus into the second control bits to be transmitted on the 
interface channel. 

In one embodiment, the first and second interface control-
lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 

on the second computer interface bus and to encode fourth 
control signals from the second computer interface bus into 
the second control bits to be transmitted on the interface 
channel. 20 comprises an LVDS channel. 

In a preferred embodiment, the interface channel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PCI buses and 
operates at a clock speed higher than the clock speed at which 

In one embodiment, the first and second interface control
lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 
comprises an LVDS channel. 

25 any of the bus lines operates. More specifically, the interface 
channel includes two sets of unidirectional serial bit channels 
which transmit data in opposite directions such that one set of 
bit channels transmits serial bits from the HIC to the PIC 
while the other set transmits serial bits from the PIC to the 
HIC. For each cycle of the PCI clock, each bit channel of the 
interface channel transmits a packet of serial bits. 

The HIC and PIC each include a bus controller to interface 
with the first and second computer interface buses, respec
tively, and to manage transactions that occur therewith. The 

The present invention overcomes the aforementioned dis
advantages of the prior art by interfacing two PCI or PCI -like 
buses using a non-PCI or non-PCI -like channel. In the present 
invention, PCI control signals are encoded into control bits 30 

and the control bits, rather than the control signals that they 
represent, are transmitted on the interface channel. At the 
receiving end, the control bits representing control signals are 
decoded back into PCI control signals prior to being trans
mitted to the intended PCI bus. 35 HIC and PIC also include a translator coupled to the bus 

controller to encode control signals from the first and second 
computer interface buses, respectively, into control bits and to 
decode control bits from the interface channel into control 
signals. Additionally, the HIC and PIC each include a trans-

The fact that control bits rather than control signals are 
transmitted on the interface channel allows using a smaller 
number of signal channels and a correspondingly small num
ber of conductive lines in the interface channel than would 
otherwise be possible. This is because the control bits can be 
more easily multiplexed at one end of the interface channel 
and recovered at the other end than control signals. This 
relatively small number of signal channels used in the inter
face channel allows using LVDS channels for the interface. 

40 mitter and a receiver coupled to the translator. The transmitter 
converts parallel bits into serial bits and transmits the serial 
bits to the interface channel. The receiver receives serial bits 
from the interface channel and converts them into parallel 
bits. 

As mentioned above, an LVDS channel is more cable 45 

friendly, faster, consumes less power, and generates less noise 
than a PCI bus channel, which is used in the prior art to 
interface two PCI buses. Therefore, the present invention 
advantageously uses an LVDS channel for the hereto unused 
purpose of interfacing PCI or PCI -like buses. The relatively 50 

smaller number of signal channels in the interface also allows 
using connectors having smaller pins counts. As mentioned 
above an interface having a smaller number of signal channels 
and, therefore, a smaller number of conductive lines is less 
bulky and less expensive than one having a larger number of 55 

signal channels. Similarly, connectors having a smaller num
ber of pins are also less expensive and less bulky than con
nectors having a larger number of pins. 

In one embodiment, the present invention encompasses an 
apparatus for bridging a first computer interface bus and a 60 

second computer interface bus, in a microprocessor based 
computer system where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 65 

and a maximum clock speed. The apparatus comprises an 
interface channel having a clock channel and a plurality ofbit 

According to the present invention, a technique including a 
method and device for securing a computer module using a 
password in a computer system is provided. In an exemplary 
embodiment, the present invention provides a security system 
for an attached computer module ("ACM"). In an embodi
ment, theACM inserts into a Computer Module Bay (CMB) 
within a peripheral console to form a functional computer. 

In a specific embodiment, the present invention provides a 
computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a central 
processing unit (i.e., integrated circuit chip) in the enclosure. 
The module has a hard disk drive in the enclosure, where the 
hard disk drive is coupled to the central processing unit. The 
module further has a programmable memory device in the 
enclosure, where the progrmable memory device can be 
configurable to store a password for preventing a possibility 
of unauthorized use of the hard disk drive and/or other mod-
ule elements. The stored password can be any suitable key 
strokes that a user can change from time to time. In a further 
embodiment, the present invention provides a permanent 
password or user identification code stored in flash memory, 
which also can be in the processing unit, or other integrated 
circuit element. The permanent password or user identifica-
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tion code is designed to provide a permanent "finger print" on 
the attached computer module. 

8 
FIG. 10 is a detailed block diagram of one embodiment of 

the host interface controller of the present invention. 
FIG. 11 is a detailed block diagram of one embodiment of 

the PIC of the present invention. 
FIG. 12 is a table showing the symbols, signals, data rate 

and description of signals ina first embodiment of the XPBus. 

In a specific embodiment, the present invention provides a 
variety of methods. In one embodiment, the present invention 
provides a method for operating a computer system such as a 
modular computer system and others. The method includes 
inserting an attached computer module ("ACM") into a bay of FIG. 13 is a table showing the information transmitted on 

the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits trans-

10 mitted in each clock cycle of the XPBus. 

a modular computer system. The ACM has a microprocessor 
unit (e.g., microcontroller, microprocessor) coupled to a mass 
memory storage device (e.g., hard disk). The method also 
includes applying power to the computer system and the 
ACM to execute a security program, which is stored in the 
mass memory storage device. The method also includes 
prompting for a user password from a user on a display (e.g., 
flat panel, CRT). In a further embodiment, the present method 15 

includes a step of reading a permanent password or user 
identification code stored in flash memory, or other integrated 
circuit element. The permanent password or user identifica
tion code provides a permanent finger print on the attached 
computer module. The present invention includes a variety of 20 

these methods that can be implemented in computer codes, 
for example, as well as hardware. 

FIG. 14 is a table showing information transmitted on the 
XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. 

FIG. 15 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 
signals. 

FIG. 17 is a block diagram of one embodiment of a com
puter system employing the present invention. 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM). 

FIG. 19 illustrates an external view of one embodiment of 
25 anACM. 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 30 

invention is also implemented using conventional technolo
gies that can be provided in the present computer system in an 
easy and efficient manner. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

FIG. 19b illustrates one possible embodiment of a com
puterbay. 

FIG. 20 illustrates the internal component layout for one 
embodiment of an ACM. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
FIG. 22 is a simplified layout diagram of a security system 

for a computer system according to an embodiment of the 
present invention; and 

FIG. 23 is a simplified block diagram of a security system 
35 for a computer module according to an embodiment of the 

present invention. 
These and other embodiments of the present invention, as 

well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified block diagram of a computer system 
according to an alternative embodiment of the present inven
tion; 

FIG. 3 is a simplified block diagram of a compeer system 
according to a further alternative embodiment of the present 
invention; and 

FIG. 4 is a simplified flow diagram of a method according 
to an embodiment of the present invention. 

FIG. 5 is a block diagram of a computer system using a 
prior art interface between a primary and a secondary PCI 
bus. 

FIG. 6 is a block diagram of one embodiment of a computer 
system using the interface of the present invention. 

FIG. 7 is a partial block diagram of a computer system 
using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

FIG. 8 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

FIG. 9 is a block diagram of one embodiment of the host 
interface controller and the peripheral interface controller of 
the present invention. 

40 

DETAILED DESCRIPTION OF THE INVENTION 

According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro-

45 cessing, and the like. 
FIG. 1 is a simplified diagram of a computer system 100 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 

50 would recognize other variations, modifications, and alterna
tives. The computer system 100 includes an attached com
puter module (i.e., ACM) 113, a desktop console 101, among 
other elements. The computer system also has another ACM 
module 117. Each ACM module has a respective slot 121, 

55 119, which mechanically houses and electrically couples 
each ACM to the computer console. Also shown is a display 
111, which connects to the console. Additionally, keyboard 
109 and mouse 115 are also shown. A second display 102, 
keyboard 105, and mouse 107 can be coupled to the console 

60 in some optional embodiments to allow more than one user to 
operate the computer system. The computer system is modu
lar and has a variety of components that are removable. Some 
of these components (or modules) can be used in different 
computers, workstations, computerized television sets, and 

65 portable or laptop units. 
In the present embodiment, each ACM 113 includes com

puter components, as will be described below, including a 
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central processing unit ("CPU"), IDE controller, hard disk 
drive, computer memory, and the like. The computer module 
bay (i.e., CMB) 121 is an opening or slot in the desktop 
console. The CMB houses theACM and provides communi
cation to and from the ACM. The CMB also provides 
mechanical protection and support to theACM. The CMB has 
a mechanical alignment mechanism for mating a portion of 
the ACM to the console. The CMB further has thermal heat 

10 
1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. RGB monitor, 
3) Add-on means, e.g. PCI add-on slots, 
4) Two Computer Module Bays (CMB) with connectors to 

twoACMs, 
5) A serial communication Hub controller that interfaces to 

serial communication controller of both ACMs, 
6) Shared storage subsystem, e.g. Floppy drive, CDROM 

dissipation sinks, electrical connection mechanisms, and the 
like. Some details of the ACM can be found in co-pending 10 

patent application Ser. Nos. 09/149,882 and 09/149,548 filed 
Sep. 8, 1998, commonly assigned, and hereby incorporated 

drive, DVD drive, or 2nd Hard Drive, 
7) Communication device, e.g. modem, 
8) Power supply, and others. 
The computer bay is an opening in the peripheral console 

that receives an ACM. CMB provides mechanical protection 
to ACM, mechanical aligrm1ent for connector mating, 

by reference for all purposes. 
In a specific embodiment, the present multiple computer 

module system has a peripheral console that has two or more 
computer bays that can receive a removable computer module 
or ACM. Multiple computer module system can function as a 
personal computer with only one ACM and the peripheral 
console. The second and additional ACM can be added later 
to increase overall system performance and reliability. The 
ACM operates independently as self-contained computer, 
communicates with each other through a high-speed serial 
communication and share most peripheral devices within the 
peripheral console. Each ACM controls its independent 
graphics subsystem and drives separate video output signals. 
A practical implementation is a dual ACM system. In a dual 
ACM system, two monitors can be used to display the two 
ACMs' graphics outputs at the same time. For a single moni
tor, a RGB switch is used to switch between the video outputs 
of the two ACMs and can be controlled by a command from 
the user. Similarly, input devices (i.e. keyboard and mouse) 
are switched between the two computer systems with a com
mand from the user. Command from the user can be in the 
form of either a dedicated key on the keyboard or a special 
icon on the screen that the mouse can click on. 

Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 
Some details of these elements with the present system are 
described in more detail below. In a dual ACM system, the 
primary ACM can connect directly to the peripheral board in 
the peripheral console. The second ACM can connect either 
directly or indirectly to the peripheral board. For indirect 
connection, a receptacle board is added to allow a cable 
connection to the peripheral board. This is to facilitate the 
mechanical positioning of the second ACM inside the com
puter chassis. The receptacle board approach can even be 
used for the primary ACM if a high bandwidth peripheral bus, 
e.g. PCI Bus, is not connected from the primary ACM to the 
peripheral board. 

The shared peripheral console has a chassis and a mother
board that connects the following devices: 

15 mechanical locking system to prevent theft and accidental 
removal, and connectors at the end of the opening for con
necting to ACM. The interface bus between ACM and the 
peripheral console has a video bus, peripheral connections, 
serial communication connection, control signals and power 

20 connection. Video bus includes video output of graphics 
devices, i.e. analog RGB and control signals for monitor. 
Power connection supplies the power for ACM. 

An implementation of peripheral sharing is the use of Eth
ernet controllers to bridge the communication between the 

25 two ACMs. Some of the peripheral devices residing in the 
peripheral console are shown in the simplified diagram of 
FIG. 2. As shown, the diagram is merely an illustration which 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize many other variations, 

30 alternatives, and modifications. As shown, a primary ACM 
203 is connected to PCI peripheral devices in the peripheral 
console through the PCI bus 225 that passes through the 
connection between primary ACM 203 and peripheral con
sole 201. As shown, ACM has a CPU module 207 coupled to 

35 the PCI bus through a North Bridge 211. 
The CPU module can use a suitable microprocessing unit, 

microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor-

40 poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 

45 the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
BIOS/flash memory 217. Additionally, the peripheral con
troller is coupled to a clock control logic, a configuration 

50 signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera
tor, graphics memory), an IDE controller, and other compo
nents. Adjacent to and in parallel aligument with the hard 

55 drive module 215 is the PCI bus. In a specific embodiment, 
North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control
ler via the PCI bus. Graphics subsystem typically couples to 
a graphics memory, and other elements. IDE controller gen-

60 erally supports and provides timing signals necessary for the 
IDE bus. In the present embodiment, the IDE controller is 
embodied as part of a P114XE controller from Intel, for 
example. Other types ofbuses than IDE are contemplated, for 
example EIDE, SCSI, 1394, and the like in alternative 

65 embodiments of the present invention. 
The hard drive module or mass storage unit 215 typically 

includes a computer operating system, application software 
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program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 
MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 215 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be an 
Ethernet controller 219, which is coupled to the North Bridge 
through the PCI bus. The North Bridge is coupled to the CPU. 
The Ethernet controller can be a 10/100 Base, such as Intel's 
82559 or the like. Other types of network connection devices 
can also be used. For example, the invention can use Gbit 
Ethernet 1394, and USB 2.0. The network controller couples 
to a hub 233 in the console, which includes shared peripheral 
system 201. 

Also shown is the second ACM 205. The second ACM has 
the same or similar components as the first ACM. Here, like 
reference numerals have been used for easy cross-referenc
ing, but is not intended to be limiting. In some embodiments, 
the secondary ACM is not connected to the PCI bus in the 
peripheral console directly. The secondary ACM 219 
accesses peripheral devices controlled by the primary ACM 
through the Ethernet connection to the primary ACM, e.g. 
CD-ROM, or PCI modem. The implementation is not 
restricted to Ethernet serial communication and can use other 
high-speed serial communication such as USB 2.0, and 1394. 
The Ethernet hub is coupled to an external output port 235, 
which connects to an external network. 

12 
couples to an RGB switch 257, which allows video signals to 
pass to the first monitor 259. Alternatively, the RGB switch 
couples to a second monitor 261. The RGB switch includes 
analog video switches such as MAXIM's MAX4545. 

The peripheral system 201 also has an independent power 
supply 231 for eachACM. Each power supply provides power 
to each ACM. As merely an example, the power supply is a 
MICRO ATX 150W made by ENLIGHT, but can be others. 
The power supply is connected or coupled to each ACM 

10 through a separate line, for example. The independent power 
supply allows for independent operation of each ACM in 
some embodiments. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 

15 the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 

20 should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

FIG. 3 is a simplified block diagram 300 of a computer 

25 
system according to an alternative embodiment of the present 
invention. This diagram is merely an example which should 
not limit the scope of the claims herein. One of ordinary skill 
in the art would recognizes many other variations, modifica
tions, and alternatives. Like reference numerals are used in 

30 
this FIG. as the previous FIGS. for easy referencing, but are 
not intended to be limiting. As shown, each ACM includes 
common elements as the previous FIG. A primary ACM 203 
is connected to PCI peripheral devices in the peripheral con
sole through the PCI bus 225 that passes through the connec-

35 tion between primary ACM 203 and peripheral console 201. 
As shown, ACM has a CPU module 207 coupled to the PCI 
bus through a North Bridge 211. 

The primary hard disk drive in each ACM can be accessed 40 

by the other ACM as sharable hard drive through the Ethernet 
connection. This allows the easy sharing of files between the 
two independent computer modules. The Ethernet Hub Con
troller provides the high-speed communication function 
between the two computer modules. Ethernet data bandwidth 45 

of 100 Mbit/sec allows fast data communication between the 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor-
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 

two computer modules. The secondary ACM access periph
eral devices of the primary ACM through the network con
nection provided by Ethernet link. The operating system, e.g. 
Windows 98, provides the sharing of resources between the 
two ACMs. In some embodiments, critical data in one ACM 
can be backup into the other ACM. 

The Ethernet hub also couples to PCI bus 239, which 
connects to PCI devices 241, 243, e.g., modem, SCSI con
troller. A flash memory 242 can also be coupled to the PCI 
bus. The flash memory can store passwords and security 
information, such as those implementations described in U.S. 
Ser. No. 09/183,493, which is commonly owned, and hereby 
incorporated by reference. The hub 233 also couples to an I/0 
control 237, which connects to keyboard/mouse switch 245, 
which couples to keyboard/mouse 247. Optionally, the key
board/mouse switch also couples to a second keyboard/house 
259 via PS2 or USB signal line 251. The keyboard/mouse 
switch has at least a first state and a second state, which allow 
operation of respectively multiple keyboards or a single key
board. The switch also couples to each I/0 controller 221 in 
each ACM via lines 253, 255. The I/0 control 237 also 

the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
so BIOS/flash memory 217. Additionally, the peripheral con

troller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera-

55 tor, graphics memory), an IDE controller, and other compo
nents. Adjacent to and in parallel aligument with the hard 
drive module 215 is the PCI bus. In a specific embodiment, 
North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control-

60 ler via the PCI bus. Graphics subsystem typically couples to 
a graphics memory, and other elements. IDE controller gen
erally supports and provides timing signals necessary for the 
IDE bus. In the present embodiment, the IDE controller is 
embodied as part of a P114XE controller from Intel, for 

65 example. Other types ofbuses than IDE are contemplated, for 
example EIDE, SCSI, 1394, and the like in alternative 
embodiments of the present invention. 
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The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 
MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 

14 
four separate computer modules. The computer modules 
communicate through a four port Ethernet hub. The video, 
keyboard, and mouse switch will cycle through the connec
tion from each computer module to the external monitor, 
keyboard, and mouse with a push button sequentially. This 
embodiment is useful for a server that performs different 
functions concurrently, e.g. email, application hosting, web 
hosting, firewall, etc. 

by Microsoft Corporation, Corel Perfect Suite by Corel, and 10 

others. Hard disk module 215 includes a hard disk drive. The 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the fnnctionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 

hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be 
coupled to a serial port 302, which is coupled to the PCI bus 
in the ACM. The serial port is coupled to the peripheral 
console through a serial controller 301 in the serial console. 
The serial controller is connected to PCI bus 239. The serial 
controller is also coupled to a serial hub controller 303, which 
is coupled to the PCI bus and a second ACM. In a specific 
embodiment, a receptacle board 310 is added to connect to the 
second ACM. The purpose of the receptacle board is to allow 
a cable connection 307 to the peripheral board 300. The cable 
connection is possible because the signals needed to connect 
to the peripheral board can be limited to video, I/0, serial 
commnnication, and power. The serial communication con
troller can be placed on the receptacle board and not in the 
ACM. As shown, the serial bus controller couples to the PCI 
bus. The receptacle board also couples to power, graphics 
subsystem, I/0 controller, and other elements, which may be 
on a common bus. The overall operation of the present con
figuration is similar to the previous one except it operates in 
serial communication mode. 

The DualACM system can support different usage models: 
1. One user using both ACMs concurrently with 1 or 2 

monitors, and a common keyboard/mouse. 
2. Two users using the two separateACMs at the same time 

with separate monitors and keyboard/mouse. The 2 users 
share peripherals, e.g., printer, CD ROM, and others. The two 
users share external networking. 

To support 1 monitor for both ACMs, a video switch in the 
peripheral console is used to switch between the video out
puts of the twoACMs. The system can be set to support either 
1 monitor or 2-monitor mode. The user presses a special key 
on the keyboard or a special icon on the screen to switch the 
screen display from one ACM to the other. This same action 
causes the keyboard and mouse connections to switch from 
one ACM to the other ACM. 

A dual ACM system can save space, wiring, and cost for a 
2-person PC setup, with the added benefit that both PC sys
tems can be accessed from one user site for increased system 
performance if the other user is not using the system. Files can 
be copied between the primary drive of both system and 
provides protection against a single ACM failure. Software 
needs to be developed to manage the concurrent use of two PC 
subsystems, the automatic sharing of selected files between 
the two systems, and fault tolerance. 

The design with more than two computer modules can be 
implemented with the use of multi-port, serial communica
tion hub controller and multi-port I/0 switches. In one 
embodiment, a peripheral console has four computer bays for 

15 times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

FIG. 4 is a simplified diagram of a method according to an 
20 embodiment of the present invention. This diagram is merely 

an example which should not limit the scope of the claims 
herein. One of ordinary skill in the art would recognize many 
other variations, modifications, and alternatives. The present 
diagram illustrates an automatic file backup procedure from 

25 one computer module to the other. As shown, a user selects 
(step 401) a certain file in one of the computer module for 
automatic backup. Next, the method determines if another 
module is available, step 403. If so, the method in the origi
nating module requests the other computer module to create 

30 (step 405) backup file. Alternatively, the method alerts the 
user of the missing or malfnnctioning module, step 429. The 
method then has the user try later 431, once the missing or 
malfnnctioning module has been replaced or repaired. Next, 
the method determines if there is sufficient storage available 

35 in the other computer module for the backup files. If so, the 
method goes to the next step. (Alternatively, the method 
prompts (step 433) a message to the user indicating that the 
storage is full.) In the next step, the method stores the backup 
file in memory of the other module. After the backup file has 

40 been successfully created (step 409), the software in the origi
nating ACM sets a timer to check (step 411) for file modifi
cation via branches 423, 427 through continue, step 425 pro
cess. If a file selected for backup has been modified (step 
415), then the file is automatically back up to the other ACM 

45 again, step 417. Alternatively, the method returns to step 411 
through branch 421. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the fnnctionality of the hardware can be further combined or 

50 even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 

55 here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

FIG. 6 is a block diagram of one embodiment of a computer 
system 600 using the interface of the present invention. Com
puter system 600 includes an attached computer module 

60 (ACM) 605 and a peripheral console 610, which are described 
in greater detail in the application of William W. Y. Chu for 
"Personal Computer Peripheral Console With Attached Com
puter Module" filed concurrently with the present application 
on Sep. 8, 1998 and incorporated herein by reference. The 

65 ACM 605 and the peripheral console 610 are interfaced 
through an exchange interface system (XIS) bus 615. The XIS 
bus 615 includes power bus 616, video bus 617 and peripheral 
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bus (XPBus) 618, which is also herein referred to as an 
interface channel. The power bus 616 transmits power 
betweenACM 605 and peripheral console 610. In a preferred 
embodiment power bus 616 transmits power at voltage levels 
of3 .3 volts, 5 volts and 12 volts Video bus 617 transmits video 5 

signals between theACM 605 and the peripheral console 610. 
In a preferred embodiment, the video bus 617 transmits ana
log Red Green Blue (RGB) video signals for color monitors, 
digital video signals (such as Video Electronics Standards 
Association (VESA) Plug and Display's Transition Mini- 10 

mized Differential Signaling (TMDS) signals for flat panel 
displays), and television (TV) and/or super video (S-video) 
signals. The XPBus 618 is coupled to host interface controller 
(HIC) 619 and to peripheral interface controller (PIC) 620, 
which is also sometimes referred to as a bay interface con- 15 

troller. 
In the embodiment shown in FIG. 6, HIC 619 is coupled to 

16 
controller 965 to XPBus controller 915. Accordingly, PCKR 
also has the same frequency as that generated by the PLL 
clock 920. The synchronous operation of PCK and PCKR 
provides for improved reliability in the system. In another 
embodiment, PCKR may be generated independently ofPCK 
and may have a frequency different from that of PCK. It is to 
be noted that even when PCKR is generated from PCK, the 
slew between PCK and PCKR cannot be guaranteed because 
of the unknown cable length used for the XPBus. For a cable 
that is several feet long, the cable propagation delay alone can 
be several nano seconds. 

As indicated in FIG. 9, PLL clock 970 is asynchronous 
with the XPBus controller 965. Instead, PLL clock 970 inde
pendently generates a clock signal that is used as a PCI clock 
signal on the secondary PCI bus 980. The secondary PCI bus 
980 operates at the same clock speed as the primary PCI bus 
930, namely at a frequency of33 MHz. 

FIG. 10 is a detailed block diagram of one embodiment of 
the HIC of the present invention. As shown in FIG. 10, HIC 

an integrated unit 621 that includes a CPU, a cache and a north 
bridge. In another embodiment, such as that shown in FIG. 7, 
the CPU 705 and north bridge 710 are separate rather than 
integrated units. In yet another embodiment, such as that 
shown in FIG. 8, the HIC and PIC are integrated with the 
north and south bridges, respectively, such that integrated 
HIC and north bridge nnit 805 includes an HIC and a north 
bridge, while integrated PIC and south bridge unit 810 
includes a PIC and a south bridge. 

20 1000 comprises bus controller 1010, translator 1020, trans
mitter 1030, receiver 1040, a PLL 1050, an address/data 
multiplexer (AID MUX) 1060, a read/write controller (RD/ 
WR Cntl) 1070, a video serial to parallel converter 1080 and 
a CPU control & general purpose input/output latch/driver 

25 (CPU CNTL & GPIO latch/driver) 1090. 

FIG. 9 is a more detailed block diagram of one embodiment 
HIC 1000 is coupled to an optional flash memory BIOS 

configuration unit 1001. Flash memory unit 1001 stores basic 
input output system (BIOS) and PCI configuration informa
tion and supplies the BIOS and PCI configuration informa-

30 tion to AID MUX 1060 and RD/WR Control 1070, which 
control the programming, read, and write of flash memory 
unit 1001. 

of an HIC 905 and a PIC 955 of the present invention. HIC 
905 includes a peripheral component interconnect (PCI) bus 
controller 910, an XPBus controller 915, a phase lock loop 
(PLL) clock 920 and an input/output (IO) control925. Simi
larly, PIC 955 includes a PCI bus controller 960, an XPBus 
controller 965, a PLL clock 970 and an IO control 975. PCI 
bus controllers 910 and 960 are coupled to the primary and 
secondary PCI buses 930 and 980, respectively, and manage 
PCI transactions on the primary and secondary PCI buses 930 
and 980, respectively. Similarly, XPBus Controllers 915 and 
965 are coupled to XPBus 990. XPBus controller 915 drives 
the PCK line 991 and PD[0::3] and PCN lines 992 while 
XPBus controller 965 drives the PCKR lines 993, the PDR 40 

[0::3] and PCNR lines 994 and the RESET# line 995. 

Bus controller 1010 is coupled to the host PCI bus, which 
is also referred to herein as the primary PCI bus, and manages 

35 PCI bus transactions on the host PCI bus. Bus controller 1010 

PCI bus controller 910 receives PCI clock signals from the 
primary PCI bus 930 and is synchronized to the PCI clock. 
However, as indicated in FIG. 9, the XPBus controller 915 is 
asynchronous with the PCI bus controller 910. Instead, the 45 

XPBus controller receives a clock signal from the PLL clock 
920 and is synchronized therewith. PLL clock 920 generates 
a clock signal independent of the PCI clock. The asynchro
nous operation of the PCI bus and the XPBus allows the PCI 
Bus to change in frequency, for example as in a power down 50 

situation, without directly affecting the XPBus clocking. In 
the embodiment shown in FIG. 9, the PLL clock 920 gener
ates a clock signal having a frequency of 66 MHz, which is 
twice as large as the 33 MHz frequency of the PCI clock. (The 
clock signal generated by the PLL clock may have a clock 55 

speed different from, including lower than, 66 MHz. For 
example, in another embodiment, which is discussed in 
greater detail below, the PLL clock 920 generates a clock 
signal having a frequency of 132 MHz.) 

includes a slave (target) nnit 1011 and a master unit 1016. 
Both slave unit 1011 and master unit 1016 each include two 
first in first out (FIFO) buffers, which are preferably asyn-
chronous with respect to each other since the input and output 
of the two FIFOs in the master unit 1016 as well as the two 
FIFOs in the slave nnit 1011 are clocked by different clocks, 
namely the PCI clock and the PCK. Additionally, slave unit 
1011 includes encoder 1022 and decoder 1023, while master 
unit 1016 includes encoder 1027 and decoder 1028. The 
FIFOs 1012, 1013, 1017 and 1018 manage data transfers 
between the host PCI bus and the XPBus, which in the 
embodiment shown in FIG. 10 operate at 33 MHz and 106 
MHz, respectively. PCI address/data (AD) from the host PCI 
bus is entered into FIFOs 1012 and 1017 before they are 
encoded by encoders 1022 and 1023. Encoders 1022 and 
1023 format the PCI address/data bits to a form more suitable 
for parallel to serial conversion prior to transmittal on the 
XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 1023 and 1028 to a form 
more suitable fortransmissionon the host PCI bus. Thereafter 
the decoded data and address information is passed through 
FIFOs 1013 and 1018 prior to being transferred to the host 
PCI bus. FIFOs 1012, 1013, 1017 and 1018, allow bus con
troller 1010 to handle posted and delayed PCI transactions 
and to provide deep buffering to store PCI transactions. 

Bus controller 1010 also comprises slave read/write con
trol (RD/WR Cntl) 1014 and master read/write control (RD/ 
WR Cntl) 1015. RD/WR controls 1014 and 1015 are involved 
in the transfer of PCI control signals between bus controller 

The XPBus 990 operates at the clock speed generated by 60 

the PLL clock 920. Therefore, PCK, the clock signal from the 
XPBus controller 915 to XPBus controller 965 has the same 
frequency as the clock signal generated by PLL clock 920. 
XPBus controller 965 receives the PCK signal after it has 
been buffered and operates at the clock speed of PCK. The 
buffered version of the clock signal PCK is used to generate 
the clock signal PCKR, the clock signal form the XPBus 

65 1010 and the host PCI bus. 
Bus controller 1010 is coupled to translator 1020. Transla

tor 1020 comprises encoders 1022 and 1027, decoders 1023 
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and 1028, control decoder & separate data path unit 1024 and 
control encoder & merge data path unit 1025. As discussed 
above encoders 1022 and 1027 are part of slave data unitl 011 
and master data unit 1016, respectively, receive PCI address 
and data information from FIFOs 1012 and 1017, respec- 5 

tively, and encode the PCI address and data information into 
a form more suitable for parallel to serial conversion prior to 
transmittal on the XPBus. Similarly, decoders 1023 and 1028 
are part of slave data unit 1011 and master data unit 1016, 
respectively, and format address and data information from 10 

receiver 1040 into a form more suitable for transmission on 
the host PCI bus. Control encoder & merge data path unit 
1025 receives PCI control signals from the slave RD/WR 
control1014 and master RD/WR control1015. Additionally, 
control encoder & merge data path unit 1025 receives control 15 

signals from CPU CNTL & GPIO latch/driver 1090, which is 
coupled to the CPU and north bridge (not shown inFIG.10). 
Control encoder & merge data path unit 1025 encodes PCI 
control signals as well as CPU control signals and north 
bridge signals into control bits, merges these encoded control 20 

bits and transmits the merged control bits to transmitter 1030, 
which then transmits the control bits on the data lines PDO to 
PD3 and control line PCN of the XPBus. Examples of control 
signals include PCI control signals and CPU control signals. 
A specific example of a control signal is FRAME# used in 25 

PCI buses. A control bit, on the other hand is a data bit that 
represents a control signal. Control decoder & separate data 
path unit 1024 receives control bits from receiver 1040 which 
receives control bits on data lines PDRO to PDR3 and control 
line PCNR of the XPBus. Control decoder & separate data 30 

path unit 1024 separates the control bits it receives from 
receiver 1040 into PCI control signals, CPU control signals 
and north bridge signals, and decodes the control bits into PCI 
control signals, CPU control signals, and north bridge signals 

18 
is twice as large and a bit rate per bit line (channel) that is 100 
times as large as that of the PCI buses which it interfaces. 

Receiver 1040 receives serial bit packets on data lines 
PDRO to PDR3 and control line PCNR. Receiver 1040 also 
receives PCKR on the XPBus as well as the clock signal PCK 
from PLL 1050. The synchronizer (SYNC) 1044 of receiver 
1040 synchronizes the clock signal PCKR to the locally gen
erated clock signal, PCK, in order to capture the bits received 
from the XPBus into PCK clock timing. 

Serial to parallel converters 1042 convert the serial bit 
packets received on lines PDRO to PDR3 into parallel 
address/data and control bits that are sent to decoders 1023 
and 1028 and control decoder and separate data path unit 
1024, respectively. Serial to parallel converter 1043 receives 
control bit packets from control line PCNR, converts them to 
parallel control bits and sends the parallel control bits to 
control decoder & separate data path 1024. 

A lOx multiplier 1041 receives PCKR, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCKR into the serial to parallel converters 1042 and 1043. 
Because the bits on PD RO to PD R3 and PCNR are transmitted 
at a bit rate of 10 times the PCKR rate, the serial to parallel 
converters 1042 and 1043 perform bit shifting at 10 times the 
PCKR rate to convert the 10 bit packets into parallel bits. It is 
to be noted that the rate at which bit packets are transmitted on 
the XPBus is the same as the PCKR rate, i.e., 106 MHz. The 
parallel data and control bits are thereafter sent to decoders 
1023 and 1028 by way oftheAD[3::0] in line and to control 
decoder & separate data path unit 1024 by way ofCNTL in 
lines, respectively. 

all of which meet the relevant timing constraints. 
Transmitter 1030 receives multiplexed parallel address/ 

data (A/D) bits and control bits from translator 1020 on the 
AD[31::0] out and the CNTL out lines, respectively. Trans
mitter 1030 also receives a clock signal from PLL 1050. PLL 
1050 takes a reference input clock and generates PCK that 40 

drives the XPBus. PCK is asynchronous with the PCI clock 
signal and operates at 106 MHz, twice the speed of the PCI 
clock of33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed of 
future PCI buses. As a result of the higher speed, the XPBus 45 

may be used to interface two PCI or PCI -like buses operating 

Reset control unit 1045 of HIC 1000 receives the signal 
RESET#, which is an independent system reset signal, on the 
reset line RESET#. Reset control unit 1045 then transmits the 
reset signal to the CPU CNTL & GPIO latch/driver unit 1090. 

35 
As may be noted from the above, the 32 line host and 

at 106 MHz rather than 33 MHz or having 104 rather than 32 
multiplexed address/data lines. 

The multiplexed parallel AID bits and some control bits 
input to transmitter 1030 are serialized by parallel to serial 50 

converters 1032 of transmitter 1030 into 10 bit packets. These 

secondary PCI buses are interfaced by 1 0 XPBus lines (PDO, 
PDl, PD2, PD3, PCN, PDRO, PDR1, PDR2, PDR3, PCNR). 
Therefore, the interface channel, XPBus, of the present inven-
tion uses fewer lines than are contained in either of the buses 
which it interfaces, namely the PCI buses. XPBus is able to 
interface such PCI buses without backup delays because the 
XPBus operates at a clock rate and a per line (channel) bit rate 
that are higher than those of the PCI buses. 

In addition to receiving a reset signal, the CPU CNTL & 
GPIO latch/driver 1090 is responsible for latching input sig
nals from the CPU and north bridge and sending the signals to 
the translator. It also takes decoded signals from the control 
decoder & separate data path unit 1024 and drives the appro-
priate signals for the CPU and north bridge. 

In the embodiment shown in FIG. 10, video serial to par
allel converter 1080 is included in HIC 1000. In another 
embodiment, video serial to parallel converter 1080 may be a 
separate unit from the HIC 1000. Video serial to parallel 

bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 
converter 1033 into 10 bit packets and send out on control line 
PCN of the XPBus. 55 converter 1080 receives serial video data on line VPD and a 

video clock signal VPCK from line VPCK of video bus 1081. 
It then converts the serial video data into 16 bit parallel video 
port data and the appropriate video port control signals, which 
it transmits to the graphics controller (not shown in FIG. 10) 

A lOx multiplier 1031 receives PCK, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCK into the parallel to serial converters 1032 and 1033. The 
parallel to serial converters 1032 and 1033 perform bit shift
ing at 10 times the PCK rate to serialize the parallel bits into 60 

10 bit packets. As the parallel to serial converters 1032 and 
1033 shift bits at 10 times the PCK rate, the bit rate for the 
serial bits output by the parallel to serial converters is 10 times 
higher than PCK rate, i.e., 1060 MHz. However, the rate at 
which data packets are transmitted on the XPBus is the same 65 

as the PCK rate, i.e. 106 MHz. As the PCI buses operate at a 
clock and bit rate of33 MHz, the XPBus has a clock rate that 

on the video port data [0:: 15] and video port control lines, 
respectively. 

HIC 1000 handles the PCI bus control signals and control 
bits from the XPBus representing PCI control signals in the 
following ways: 

1. HIC 1000 buffers clocked control signals from the host 
PCI bus, encodes them into control bits and sends the encoded 
control bits to the XPBus; 
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2. HIC 1000 manages the signal locally; and 
3. HIC 1000 receives control bits from XPBus, translates 

the control bits into PCI control signals and sends the PCI 
control signals to the host PCI bus. 

20 
2. PIC 1100 manages the signal locally; and 
3. PIC 1100 receives control bits from XPBus, translates 

them into PCI control signals and sends the PCI control 
signals to the secondary PCI bus. 

FIG. 11 is a detailed block diagram of one embodiment of 5 

the PIC of the present invention. PIC 1100 is nearly identical 
PIC 1100 also supports a reference arbiter on the secondary 

PCI Bus to manage the PCI signals REQ# and GNT#. 
to HIC 1000 in its function, except that HIC 1000 interfaces 
the host PCI bus to the XPBus while PIC 1100 interfaces the 
secondary PCI bus to the XPBus. Similarly, the components 
in PIC 1100 serve the same function as their corresponding 
components in HIC 1000. Reference numbers for compo
nents in PIC 1100 have been selected such that a component 
in PIC 1100 and its corresponding component in HIC 1000 
have reference numbers that differ by 500 and have the same 
two least significant digits. Thus for example, the bus con
troller in PIC 1100 is referenced as bus controller 1110 while 
the bus controller in HIC 1000 is referenced as bus controller 
1010. As many of the elements in PIC 1100 serve the same 
functions as those served by their corresponding elements in 
HIC 1000 and as the functions of the corresponding elements 
in HIC 1000 have been described in detail above, the function 
of elements of PIC 1100 having corresponding elements in 
HIC 1000 will not be further described herein. Reference may 

FIG. 12 is a table showing the symbols, signals, data rate 
and description of signals on the XPBus, where RTN indi
cates a ground (GND) reference. In the above tables, P&D 

10 stands for plug and display and is a trademark of the Video 
Electronics Standards Association (VESA) for the Plug and 
Display standard, DDC2:SCL and DDC2:SDA stand for the 
VESA display data channel (DDC) standard 2 clock and data 
signals, respectively, SV stands for super video, V33 is 3.3 

15 volts, and V5 is 5.0 volts. TMDS stands for Transition Mini
mized Differential Signaling and is a trademark of Silicon 
Images and refers to their Panel Link technology, which is in 
turn a trademark for their LVDS technology. TMDS is used 
herein to refer to the Panel Link technology or technologies 

20 compatible therewith. 

be made to the above description of FIG. 10 for an under
standing of the functions of the elements of PIC 1100 having 25 

corresponding elements in HIC 1000. 

FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In FIG. 13, AOO 
to A31 represent 32 bits ofPCI address A[31: :0], DOO to D31 
represent 32 bits ofPCI data D[31::0], BSO to BS3 represent As suggested above, there are also differences between 

HIC 1000 and PIC 1100. Some of the differences between 
HIC 1000 and PIC 1100 include the following. First, receiver 
1140 in PIC 1100, unlikereceiver1040 inHIC 1000, does not 
contain a synchronization unit. As mentioned above, the syn
chronization unit in HIC 1000 synchronizes the PCKR clock 
to the PCK clock locally generated by PLL 1050. PIC 1100 
does not locally generate a PCK clock and therefore, it does 
not have a locally generated PCK clock with which to syn
chronize the PCK clock signal that it receives from HIC 1000. 
Another difference between PIC 1100 and HIC 1000 is the 
fact that PIC 1100 contains a video parallel to serial converter 
1189 whereas HIC 1000 contains a video serial to parallel 
converter 1080. Video parallel to serial converter 1189 
receives 16 bit parallel video capture data and video control 
signals on the Video Port Data [0:: 15] and Video Port Control 
lines, respectively, from the video capture circuit (not shown 
in FIG. 11) and converts them to a serial video data stream that 
is transmitted on the VPD line to the HIC. The video capture 
circuit may be any type of video capture circuit that outputs a 
16 bit parallel video capture data and video control signals. 
Another difference lies in the fact that PIC 1100, unlike HIC 
1000, contains a clock doubler 1182 to double the video clock 
rate of the video clock signal that it receives. The doubled 
video clock rate is fed into video parallel to serial converter 
1182 through buffer 1183 and is sent to serial to parallel 
converter 1080 through buffer 1184. Additionally, reset con
trol unit 1135 in PIC 1100 receives a reset signal from the 
CPU CNTL & GPIO latch/driver unit 1190 and transmits the 
reset signal on the RESET# line to the HIC 1000 whereas 
reset control unit 1045 ofHIC 1000 receives the reset signal 
and forwards it to its CPU CNTL & GPIO latch/driver unit 

4 bits of bus status data indicating the status of the XPBus, 
CMO# to CM3# represent 4 bits of PCI command informa-

30 tion, BEO# to BE3# represent 4 bits ofPCI byte enable infor
mation, and CNO to CN9 represent 10 bits of control infor
mation sent in each clock cycle. As shown in FIG. 13, for each 
of lines PDO to PD3, the 10 bit data packets contain one BS 
bit, one CM/BE bit, and eight AID bits. For the PCN line, the 

35 
10 bit data packet contains 10 CN bits. The first clock cycle 
shown in FIG. 13 comprises an address cycle in which 4 BS 
bits, 4 CM bits, 32 A bits and 10 CN bits are sent. The second 
clock cycle comprises a data cycle in which 4 BS bits, 4 BE 
bits, 32 D bits and 10 CN bits are sent. The bits transmitted on 

40 
lines PDO to PD3 represent 32 PCI AD[31: :0] signals, 4 PCI 
C/BE# [3::0] signals, and part of the function ofPCI control 
signals, such as FRAME#, IRDY#, and TRDY#. 

In the embodiment shown in FIG. 13, BSO to BS3 are sent 
at the beginning of each clock cycle. The bus status bits 

45 indicate the following bus cycle transactions: idle, address 
transfer, write data transfer, read data transfer, switch XPBus 
direction, last data transfer, wait, and other cycles. 

Bits representing signals transmitted between the CPU and 
South Bridge may also be sent on the lines interconnecting the 

50 HIC and PIC, such as lines PCN and PCNR. For example, 
CPU interface signals such as CPU interrupt (INTR ), Address 
20 Mask (A20M#), Non-Maskable Intemipt (NMI), System 
Management Interrupt (SMI#), and Stop Clock (STPCLK#), 
may be translated into bit information and transmitted on the 

55 XPBus between the HIC and the PIC. 

1090 because, in the above embodiment, the reset signal 
RESET# is unidirectionally sent from the PIC 1100 to the 60 

HIC 1000. 

FIG. 14 is a table showing the information transmitted on 
the XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In this embodi
ment, the XPBus clock rate is twice as large as the PCI clock 
rate. This allows sending data and address bits every other 

Like HIC 1000, PIC 1100 handles the PCI bus control 
signals and control bits from the XPBus representing PCI 
control signals in the following ways: 

1. PIC 1100 buffers clocked control signals from the sec
ondary PCI bus, encodes them and sends the encoded control 
bits to the XPBus; 

XPBus cycle. As can be seen in FIG. 14, there are no address 
or data bits transmitted during the second or fourth XPBus 
clock cycle. The fact that the XPBus clock rate is higher than 

65 the PCI clock rate allows for compatibility of the XPBus with 
possible future expansions in the performance of PCI bus to 
higher data transfer and clock rates. 
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In the embodiment shown in FIG. 14, there are 18 control 
bits, CNO to CN17, transmitted in every two XPBus clock 
cycles. The first bit transmitted on the control line in each 
XPBus clock cycle indicates whether control bits CNO to 
CN8 or control bits CN9 to CN17 will be transmitted in that 5 

22 
It is to be noted that although each of the lines PCK, PDO to 

PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and VPD 
is referred to as a line, in the singular rather than plural, each 
such line may contain more than one physical line. For 
example, in the embodiment shown in FIG. 23, each oflines 
PCK, PDO to PD3 and PCN includes two physical lines cycle. A zero sent at the beginning of a cycle on the control 

line indicates that CNO to CN8 will be transmitted during that 
cycle, whereas a one sent at the beginning of a cycle on the 
control line indicates that CN9 to CN17 will be transmitted 
during that cycle. These bits also indicate the presence or 
absence of data and address bits during that cycle. A zero 
indicates that address or data bits will be transmitted during 
that cycle whereas a one indicates that no address or data bits 
will be transmitted during that cycle. 

between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 
conductive, is herein used interchangeably with a signal or bit 

10 channel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 
lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 

In one embodiment, BSO and BS1 are used to encode the 
PCI signals FRAME# and IRDY #,respectively. Additionally, 
in one embodiment, BS2 and BS3 are used to indicate the 
clock speed of the computer bus interface and the type of 
computer bus interface, respectively. For example, BS2 value 

15 
of physical lines is used to transmit one signal. For example, 
a bit line or bit channel in an LVDS or IEEE 1394 interface 

of zero may indicate that a 33 MHz PCI bus of32 bits is used 20 

whereas a BS2 value of one may indicate that a 66 MHz PCI 
bus of 32 bits is used. Similarly, a BS3 value of zero may 
indicated that a PCI bus is used whereas a BS3 value of one 
may indicated that another computer interface bus, such as an 
Institute of Electronics & Electrical Engineers (IEEE) 1394 25 

bus, is used. 
FIG. 15 is a schematic diagram oflines PCK, PDO to PD3, 

and PCN. These lines are unidirectional LVDS lines for trans
mitting clock signals and bits such as those shown in FIGS.13 
and 14 from the HIC to the PIC. The bits on the PDO to PD3 30 

and the PCN lines are sent synchronously within every clock 
cycle of the PCK. Another set oflines, namely PCKR, PDRO 

consists of a pair of physical lines which together transmit a 
signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples ofbit lines include 
an LVDS line, an IEEE 13 94 line, and a Universal Serial Bus 
(USB) line. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 
signals. The pins represent those between the host PCI bus 
and the HIC. 

FIG. 17 is a block diagram of the components in one 
computer system employing the present invention. The com
puter system comprises an attached computer module 
(ACM), a peripheral console (PCON), and the interconnec
tion apparatus between them. The ACM includes the central 
processing unit (CPU) 1710, system memory 1720, high per-

to PDR3, and PCNR, are used to transmit clock signals and 
bits from the PIC to HIC. The lines used for transmitting 
information from the PIC to the HIC have the same stricture 
as those shown in FIG. 15, except that they transmit data in a 
direction opposite to that in which the lines shown in FIG. 15 
transmit data. In other words they transmit information from 
the PIC to the HIC. The bits on the PDRO to PDR3 and the 
PCNR lines are sent synchronously within every clock cycle 

35 formance devices 1750, primary mass storage 1730, and 
related interface and support circuitry 1740. The PCON 
includes primary display 1810, primary input 1820, second
ary mass storage 1750, other devices 1860, expansion slots 
1870, the primary power supply 1830, and related interface 

40 
and support circuitry 1840. The interconnection apparatus 
1900 includes circuitry to convey power and operational sig
nals between the ACM and PCON. 

of the PCKR. Some of the examples of control information 
that may be sent in the reverse direction, i.e., on PCNR line, 
include a request to switch data bus direction because of a 
pending operation (such as read data available), a control 
signal change in the target requiring communication in the 45 

reverse direction, target busy, and transmission error 
detected. 

Within theACM 1700, the CPU 1710 executes instructions 
and manipulates data stored in the system memory. The CPU 
1710 and system memory 1720 represent the user's core 
computing power. The core computing power may also 
include high performance devices 1750 such as advanced 
graphics processor chips that greatly increase overall system 
performance and which, because of their speed, need to be 
located close to the CPU. The primary mass storage 1730 
contains persistent copies of the operating system software, 
application software, configuration data, and user data. The 
software and data stored in the primary mass storage device 
represent the user's computing environment Interface and 
support circuitry 17 40 primarily includes interface chips and 
signal busses that interconnect the CPU, system memory, 
high performance devices, and primary mass storage. The 
interface and support circuitry also connects ACM-resident 
components with the ACM-to-PCON interconnection appa-

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 50 

directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set oflines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 55 

slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 
fixed transmitter/master whereas the HIC is a fixed receiver/ 
slave. The LVDS lines ofXPBus, a cable friendly and remote 
system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

60 ratus as needed. 

The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 65 

forms of bit based lines. For example, in another embodi
ment, the XPBus lines may be IEEE 1394lines. 

Within the PCON 1800, the primary display component 
1810 may include an integrated display device or connection 
circuitry for an external display device. This primary display 
device may be, for example, an LCD, plasma, or CRT display 
screen used to display text and graphics to the user for inter
action with the operating system and application software. 
The primary display component is the primary output of the 
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computer system, i.e., the paramount vehicle by which pro
grams executing on the CPU can communicate toward the 
user. 

The primary input component 1820 of the PCON may 
include an integrated input device or connection circuitry for 5 

attachment to an external input device. The primary input 
may be, for example, a keyboard, touch screen, keypad, 
mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component is the 10 

paramount vehicle by which programs executing on the CPU 
receive signals from the user. 

The PCON may contain secondary mass storage 1850 to 
provide additional high capacity storage for data and soft
ware. Secondary mass storage may have fixed or removable 15 

media and may include, for example, devices such as diskette 
drives, hard disks, CD-ROM drives, DVD drives, and tape 
drives. 

The PCON may be enhanced with additional capability 
through the use of integrated "Other Devices" 1860 or add-on 20 

cards inserted into the PCON's expansion slots 1870. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry 1840 primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 25 

within the PCON. The interface and support circuitry also 
connects PCON-resident components with the ACM-to
PCON interconnection apparatus as needed. 

Importantly, the PCON houses the primary power supply 
1830. The primary power supply has sufficient capacity to 30 

power both the PCON and the ACM 1700 for normal opera
tion. Note that the ACM may include a secondary "power 
supply" in the form, for example, of a small battery. Such a 
power supply would be included in the ACM to maintain, for 
example, a time-of-day clock, configuration settings when 35 

the ACM is not attached to a PCON, or machine state when 
moving an active ACM immediately from one PCON to 
another. The total energy stored in such a battery would, 
however, be insufficient to sustain operation of the CPU at its 
rated speed, along with the memory and primary mass star- 40 

age, for more than a fraction of an hour, if the battery were 
able to deliver the required level of electrical current at all. 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM) 1700. The physical ACM package 1700 contains 
the ACM functional components 1701 and the ACM side of 45 

the ACM-to-PCON Interconnection 1900. The ACM 1701 

24 
multiple signal paths as a serial bit stream on a single signal 
path. This reduces the number of physical signal paths 
required to traverse the interconnection 1900. Further, 
employing low-voltage differential signaling (LVDS) on the 
bit stream data paths provides very reliable, high-speed trans
mission across cables. This represents a further advantage of 
the present invention. 

The CPU component 1710 oftheACM functional circuitry 
1701 of the presently described embodiment comprises a 
microprocessor 1712, which is the chief component of the 
personal computer system, power supply connection point 
1713, and cache memory 1714 tightly coupled to the micro
processor 1712 by the CPU-to-cache bus 1714 comprising 
signal paths for address, data, and control information. The 
microprocessor 1712 of this embodiment is one of the models 
from the Pentium II family of processors from Intel Corpo-
ration. Microprocessor 1712 receives electrical power from 
power bus 1768 via connection point 1713. Microprocessor 
1712 couples to the Host Interface Controller (HI C) 1920 via 
CPU-to-HIC bus 1763 comprising signal paths to exchange 
control information such as an interrupt request. Micropro-
cessor 1712 also couples to CPU Bridge 1746 via CPU main 
bus 1764 comprising signal paths for address, data, and con
trol information. 

The CPU Bridge component 17 46 of the interface and 
support circuitry 17 40 operates to couple the high speed CPU 
main bus 1764 to specialty buses of varying speeds and capa
bility that connect other computer components. The CPU 
Bridge of the presently described embodiment incorporates 
memory controller circuitry, advanced graphics processor 
support circuitry, and a general, industry-standard PCI bus 
controller in a single package. A CPU Bridge 1746 such as the 
82443LX PCIIAGP Controller from Intel Corporation may 
be used. 

The system memory component 1720 of the ACM func
tional circuitry 1701 in the present embodiment comprises 
main system memory (RAM) 1722, BIOS memory 1724, and 
flash memory 1726. The system memory 1720 is used to 
contain data and instructions that are directly addressable by 
the CPU. The RAM 1722 comprises volatile memory devices 
such as DRAM or SDRAM memory chips that do not retain 
their stored contents when power is removed. This form of 
memory represents the largest proportion of total system 
memory 1720 capacity. The BIOS memory 1724 comprises 
non-volatile memory devices such as ROM or EPROM 
memory chips that retain their stored contents regardless of 
the application of power and are read-only memory under 
normal operating conditions. The BIOS memory 1724 stores, 
for example, start-up instructions for the microprocessor 

comprises a CPU component 1710, a system memory com
ponent 1720, a primary mass storage component 1730, a high 
performance devices components 1750, and an interface and 
support component 17 40. 

The ACM side of the ACM-to-PCON Interconnection 
1900 comprises a Host Interface Controller (HI C) component 
1920 and anACM connector component 1930. The HIC 1920 
and connector 1930 components couple the ACM functional 
components 1700 with the signals of an ACM-to-PCON 
interface bus 1910 used to operatively connect anACM with 
a PCON. The ACM-to-PCON interface bus 1910 comprises 
conveyance for electrical power 1914 and signals for a 
peripheral bus 1912, video 1916, video port 1917, and con
sole type 1918. The preferred ACM-to-PCON Interconnec
tion 1900 is described in detail in a companion U.S. patent 
application Ser. No. 09/149,882, entitled "A Communication 
Channel and Interface Devices for Bridging Computer Inter
face Buses," by the same inventor, filed on the same day 
herewith, and hereby incorporated by reference. The pre
ferred ACM-to-PCON interconnection 1900 includes cir
cuitry to transmit and receive parallel bus information from 

50 1712 and sets of instructions for rudimentary input/output 
tasks. The flash memory 1726 comprises non-volatile 
memory devices that retain their stored contents regardless of 
the application of power. Unlike the BIOS non-volatile 
memory, however, the stored contents of the flash memory 

55 1726 are easily changed under normal operating conditions. 
The flash memory 1726 may be used to store status and 
configuration data, such as security identifiers or ACM speci
fications like the speed of the microprocessor 1712. Some 
embodiments may combine the BIOS functions into the flash 

60 memory device, thus permitting BIOS contents to be rewrit
ten, improving field upgradability. 

The main system memory (RAM) 1722 is coupled to 
memory controller circuitry resident within the CPU Bridge 
1746 via direct memory bus 1765. The BIOS 1724 and flash 

65 memory 1726 are coupled to HIC 1920 via switched memory 
bus 1766. This permits the BIOS 1724 and flash 1726 memo
ries to be accessed by circuitry in the HIC 1920 or other 
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circuitry connected thereto. The direct memory bus 17 65 and 
the switch memory bus 1766 each comprises conductors to 
convey signals for data, address, and control information. 

26 
Other types of high performance components may be 

included in different ACM configurations. For example, an 
interface to an extremely high speed data communication 
facility may be desirable in some future computer where 
CPU-to-network interaction is of comparable intensity to 
today's CPU-to-graphics interaction. Because such high per-
formance components tend to be high in cost, their inclusion 
in the ACM is desirable. Inclusion of high cost, high perfor
mance components in the ACM concentrates a user's core 
computing power and environment in a portable package. 
This represents a further advantage of the invention. 

The interface and support component 1740 of the ACM 
functional circuitry 1701 in the present embodiment com-

The primary mass storage component 1730 of the ACM 
fnnctional circuitry 1701 in the present embodiment com- 5 

prises a compact hard disk drive with an industry-standard, 
IDE interface. The hard disk drive (HDD) 1732 has a format
ted storage capacity sufficient to contain an operating system 
for the computer, application software desired by the user, 
and related user configuration and operating parameter data. 10 

The HDD 1732 in the present embodiment serves as the 
"boot" device for the personal computer from which the 
operating system is loaded into RAM 1722 by the start-up 
program stored in the BIOS 1724. 

15 prises circuitry for power regulation 1742, clocking 1744, 
CPU Bridge 1746, IDE controller 1748, and signal convey
ance paths 1761-1774. The CPU Bridge 1746 couples the 
CPU component 1710 oftheACM 1700 with the other com
ponents oftheACM 1720-1750 and the CPU-to-PCON Inter-

The present HDD 1732 has a capacity of approximately 
2,000 megabytes to provide adequate storage for common 
software configurations and reasonable space for user data. 
One example of a common software configuration includes 
the Windows 95 operating system from Microsoft Corpora
tion, a word processing program, a spreadsheet program, a 
presentation graphics program, a database program, an email 
program, and a web browser such as Navigator from Netscape 
Corporation. The hard disk 1732 stores program and data files 
for each software component, including files distributed by 
the vendor as well as files created or updated by operation of 
the software after it is installed. For example, a word proces
sor program may maintain information about a user's identity 
and latest preferences in an operating system registry file. Or, 
for example, the web browser may maintain a file of the user's 
favorite web sites or most recently viewed web pages. An 
HDD with 2000 megabyte capacity is readily available in the 
small size ofharddisk (e.g., 2.5-inchor3.5-inch) to minimize 
the space required within the ACM for the primary mass 
storage device 1730. 

The HDD 1732 is coupled to IDE controller circuitry 1748 
via IDE bus 1772. The IDE controller circuitry 1748 is 
coupled to the CPU Bridge 1746 via the Host PCI bus 1767. 
IDE controllers and busses, and the PCI bus are well known 
and nnderstood in the industry. The above components oper
ate together to couple the hard disk drive 1732 to the micro
processor 1712. 

The high performance devices component 1750 of the 
ACM functional circuitry 1701 in the present embodiment 
comprises an Advanced Graphics Processor (AGP) 1752. The 
Model 740 Graphics Device from Intel Corporation may be 
used in the present embodiment as the AGP. 

Increases in computer screen size, graphics resolution, 
color depth, and visual motion frame rates, used by operating 
system and application software alike, have increased the 
computing power required to generate and maintain com
puter screen displays. AnAGP removes a substantial portion 

20 connection 1900. The CPU Bridge 1746 and IDE controller 
1748 have already been discussed. Power regulation circuitry 
1742 receives electrical power via the electrical power con
duction path 1914 of the CPU-to-PCON Interconnection 
1900, conditions and distributes it to the other circuitry in the 

25 
ACM using power distribution bus 1768. Such regulation and 
distribution is well known and understood in the art. 

Clocking circuitry 17 44 generates clock signals for distri
bution to other components within theACM 1700 that require 
a timing and synchronization clock source. The CPU 1710 is 

30 one such component. Often, the total power dissipated by a 
CPU is directly proportional to the frequency of its main 
clock signal. The presently described embodiment of the 
ACM 1700 includes circuitry that can vary the frequency of 
the main CPU clock signal conveyed to the CPU via signal 

35 path 1762, in response to a signal received from the host 
interface controller (HIC) 1920 via signal path 1761. The 
generation and variable frequency control of clocking signals 
is well understood in the art. By varying the frequency, the 
power consumption of the CPU (and thus the entireACM) can 

40 be varied. 

The variable clock rate generation may be exploited to 
match the CPU power consumption to the available electrical 
power. Circuitry in the host interface controller (HI C) 1920 of 
the presently described embodiment adjusts the frequency 

45 control signal sent via signal path 1761 to the clocking cir
cuitry 17 44, based on the "console type" information signal 
1918 conveyed from the peripheral console (PCON) by the 
CPU-to-PCON interconnection 1900. In this arrangement, 
the console type signal originating from a desktop PCON 

50 would result in the generation of a maximum speed CPU 
clock. The desktop PCON, presumably has unlimited power 
from an electrical wall outlet and does not need to sacrifice 
speed for power conservation. The console type signal origi-of the graphics computing burden from the CPU to the spe

cialized high-performance processor, but a high level of inter
action between the CPU and the specialized processor is 55 

nonetheless required. To maximize the effective contribution 

nating from a notebook PCON would, however, result in the 
generation of a CPU clock speed reduced from the maximum 
in order to conserve battery power and extend the duration of 
computer operation obtained from the energy stored in the 
battery. The console type signal originating from a notepad 
PCON would result in the generation of a CPU clock speed 
reduced further yet, the notepad PCON presumably having 
smaller batteries than the notebook PCON. Inclusion of con-
trol signals and circuitry to effect a CPU clock signal varying 
in frequency according to characteristics of the PCON to 
which the ACM is connected facilitates the movement of the 

of having a specialized processor in the presently described 
embodiment, the AGP 1752 is located in the ACM 1700, 
where it is in close proximity to the microprocessor 1712. The 
AGP 1752 is coupled to the microprocessor 1712 via the 60 

advanced graphics port bus 1773 of the CPU Bridge 1746. 
The visual display signal generated by the AGP are conveyed 
toward actual display devices at the peripheral console 
(PCON) via video signal bus 1770. Video information from a 
source external to the ACM and appearing as video port 
signals 1917 may be conveyed to theAGP 1752 via video port 
signal path 1771. 

65 user's core computing power and environment to different 
work settings, which is a further advantage of the present 
invention. 
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FIG. 19 illustrates an external view of one embodiment of 
anACM. The case 2010 oftheACM 1700 is generally rect
angular in shape, preferably constructed of a strong, light
weight, rigid material that will protect the internal compo
nents from mechanical and environmental exposure. Plastics 5 

may readily be used to construct the case 2010. The case 2010 
completely surrounds the internal components, being gener
ally an 8-sided box. FIG. 19 shows the top 2012, right 2014, 
and rear 2016 surfaces of the ACM case 2010. Rear edges 
2018 of the case joining the rear surface 2016 with its adjoin- 10 

ing surfaces may be beveled or rounded to facilitate insertion 
of the ACM 1700 into the computer bay of the PCON. 
Notches 2040 may be formed by projecting small surfaces 
inward from otherwise generally flat surfaces of the ACM 
case 2010. The notches 2040 may be used to engage with 15 

mechanical devices mounted in and about a computer bay. 
Such mechanical devices can be employed to secure theACM 
into position within a computer bay for reliability and secu
rity. Openings 2017 are formed into the rear surface 2016 of 
the ACM case 2010 through which to project connectors 20 

1930a and 1930b. In one embodiment the case 2010 is 
approximately 5.75 inches wide by 6.5 inches deep by 1.6 
inches high. 

28 
of information, most useful when the ACM is separated from 
a PCON (and is thus separated from a full-capability, primary 
display device). 

FIG. l9b illustrates one possible embodiment of a com
puter bay. A computer bay 1890 acts as a receptacle for 
lodging an ACM (such as the one shown in FIG. 20) within a 
desktop PCON. The illustrated computer bay 1890 provides 
anACM with housing and with signal flow, electrical ground
ing, heat transfer, and mechanical connections. While many 
physical arrangements between theACM and PCON are pos
sible, the use of an enclosed computer bay as the one illus-
trated in FIG. 20b offers many advantages. For example, the 
illustrated computer bay 1890 provides physical protection 
for the ACM. The computer bay may also be easily incorpo
rated into industry standard form factors used in the manu
facture of desktop personal computers (e.g., the ACM and 
associated computer bay could be designed to fit within the 
volume occupied by a standard-size disk drive). 

The computer bay 1890 appearing in FIG. 20b is shown 
mounted within the confines of PCON case 1802. The com
puter bay 1890 comprises frame 1891 and signal flow, 
grounding, cooling, and locking components as described 
below. Mounting flanges 1898 offrame 1891 may be used to 

Connectors 1930a and 1930b are part of the ACM-to
PCON Interconnection as described earlier in reference to 
FIGS. 3 and 4. When the ACM 1700 is inserted into the 
computer bay of a peripheral console (PCON), connectors 
1930a and 1930b mate with corresponding connectors 
located at the rear of the computer bay to electrically couple 
the ACM with the PCON containing the computer bay. 
Details concerning the ACM-to-PCON Interconnection can 

25 
attach the computer bay 1890 to the PCON structure. The 
computer bay 1890 is prominently defined by frame 1891 
generally forming a cavity in which to lodge an ACM. As 
such, the interior cavity formed by frame 1891 closely 
approximates the exterior dimensions of a compatible ACM. 

30 
The top 1893, right 1894, and rear 1895 sides of the computer 
bay frame 1891 are visible. The computer bay frame 1891 
also includes substantial bottom and left sides which are not 
shown. The front side of the frame 1891 (not shown) is open 
to allow the insertion of the ACM. Frame 1891 is constructed 

be found in the U.S. patent application entitled "A Commu
nication Channel and Interface Devices for Bridging Com
puter Interface Buses," already incorporated herein by refer-

35 
ence. The connectors 1930a and 1930b used in one 
embodiment are connectors complying with the Device Bay 
industry standard as documented in "Device Bay Interface 
Specification," revision 0.85, Feb. 6, 1998. Such connectors 
have specifically been designed to stand up to the rigors of 

40 
repeated insertion and withdrawal. 

Cooling plate 2030 forms part of the top surface 2012 of 
ACM 1700. The cooling plate 2030 may be mounted to, or 
project through an opening formed in, case 2010. Similarly, 
electromagnetic interference (EMI)/electrostatic discharge 45 
(ESD) grounding plate 2032 forms part of the right surface 
2014 of ACM 1700. The grounding plate 2032 may be 
mounted to, or project through an opening formed in, case 
2010. Cooling plate 2030 and grounding plate 2032 compres
sively mate with counterparts when theACM is fully inserted 50 
into the computer bay. The counterparts located along the 
boundaries of the computer bay conduct dangerous heat and 
electrical charges away from the ACM. Inside the ACM, 
cooling plate 2030 thermally couples to heat-sensitive com

of metal for strength and to facilitate the conductance of heat 
and undesired electrical currents away from the ACM. 

In the presently described embodiment, the weight of an 
insertedACM is largely borne by the bottom side (not shown) 
of computer bay frame 1891. Alternative embodiments are 
possible where, for example, the weight oftheACM is borne 
by rails running longitudinally down the right and left sides of 
the computer bay cavity that engage corresponding grooves 
running longitudinally down the right and left sides of an 
ACM. 

FIG. 20 illustrates the internal component layout for one 
embodiment of an ACM. All components are contained 
within the confines of the ACM case 510, except for connec
tors 1930a and 1930b which extend from the rear oftheACM 
1700 to engage mating connectors (not shown) that will 
couple the ACM circuitry with the PCON circuitry. Main 
circuit board 2110 provides electrical connections for cir
cuitry within the ACM and mounting for many of its compo
nents 1724,1722,17221,1752,1742,1748,1920, and 1930. 
The fabrication and use of such circuits boards is well known 

ponents such as CPU 1710 by methods well known in the art. 55 and understood in the art. Connector 2122 is also mounted on 
Similarly, grounding plate 2032 electrically couples to EMil 
ESD-sensitive components, such as a microprocessor, by 
methods well known in the art. 

LCD display 2050 forms part of the right surface 2014 of 
ACM 1700. The LCD display may be mounted to, or project 60 

through an opening formed in, case 2010. The LCD display 
may contain indicators about the status of the ACM. Such 
indicators may display, for example, the time-of-day from a 
time-of-day clock contained within the ACM, or the amount 
of charge remaining in an ACM-resident battery, or certain 65 

configuration options recorded in flash memory. The LCD 
display 2050 provides display capability for a limited amount 

main circuit board 2110 and mates with mobile processor 
module 2120. Mobile processor module 2120 represents a 
form of packaging for a microprocessor and related compo
nents. The illustrated mobile processor module 2120 is a 
self-contained unit that includes a microprocessor 1712, CPU 
cache 1714, and CPU bridge 17 46 operatively interconnected 
by the manufacturer. An example of one such module is the 
Pentium Processor with MMX Technology Mobile Module 
from Intel Corporation (order number 24 3515-001, Septem
ber 1997). One skilled in the art recognizes that discrete 
microprocessor, cache, and bridge could have been employed 
and mounted directly to the main circuit board. 
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The mobile processor module 2120 blocks the view, from 
the top, of the system BIOS 1724. Similarly, hard disk drive 
1732 hides RAM memory 1722, the high performance graph-

30 
cation software in widespread use today. One skilled in the art 
recognizes that the type and resolution of the display can vary 
greatly from embodiment to embodiment, depending on fac-

ics processor 1752, the host interface controller 1920, and 
flash memory 1726. Memory upgrade socket 2130 remains 5 

exposed to facilitate installation of additional RAM memory 
1722. Power regulator 1742, like the memory upgrade socket, 
enjoys a generous amount of overhead clearance to accom
modate its vertical size. The area including IDE controller 
1748 also enjoys overhead clearance to facilitate a cable 10 

connection with the hard disk drive 1732. 

tors such as cost and intended application. Any display device 
may be used, without departing from the scope and spirit of 
the invention, that provides principal visual output to the 
computer user for operating system and application software 
executing in its customary and intended fashion using the 
CPU component (1710 of FIG. 17) of an ACM presently 
coupled to PCON 1800. 

Integrated display panel 1812 is coupled to video signal 
bus 1849 and displays a screen image in response to video 
signals presented on bus 1849. Certain pins of connector 1950 
receive video output signals 1916 of the ACM-to-PCON 

The functional interconnection and operation of compo
nents contained within theACM and depicted in FIG. 20 has 
already been described in relation to FIG. 18 for like num
bered items appearing therein. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
A peripheral console couples with anACM to form an oper
ating personal computer system. The peripheral console 
(PCON) supplies an ACM with primary input, display, and 
power supply; the ACM supplies the core computing power 
and environment of the user. In the presently described 
embodiment the physical PCON package 200 contains the 
PCON functional components 1801 and the PCON side of the 
ACM -to-PCON Interconnection 1900. The PCON functional 

15 interface bus 1910 from a mated connector that is coupled to 
an ACM. These certain pins of connector 1950 couple to 
video signal bus 1849 which conveys the video output signals 
316 throughout the PCON 1800 as needed. Video connector 
1813 is exposed at the exterior ofPCON 1800 and couples to 

20 video signal bus 1849. Connector 1813 permits easy attach
ment of an external display device that is compatible with the 
signals carried by bus 1849, such as a CRT monitor (not 
shown). The external display device may be used in addition, 
or as an alternative, to integrated display panel1812. 

components 1801 comprise primary display 1810, a primary 25 

input 1820, a primary power supply 1830, interface and sup
port 1840, secondary mass storage 1850, other devices 1860, 
and expansion slots 1870. 

The isolation of the relatively heavy and sizable primary 
display 1810 from the core computing power and user envi
ronment contained within an ACM represents a further 
advantage of the present invention. 

The PCON side of the ACM-to-PCON Interconnection 
1900 comprises a Peripheral Interface Controller (PIC) com
ponent 1940, a PCON connector component 1950, console
type component 1942, and flash memory device 1948. The 
PIC 1940 and connector 1950 components couple the PCON 
functional components 1801 with the signals ofanACM-to
PCON interface bus 1910 used to operatively connect an 
ACM with a PCON. The ACM-to-PCON interface bus 1910 
comprises conveyance for electrical power 1914 and signals 
for a peripheral bus 1912, video 1916, video port 1917, and 
console-type 1918. The preferredACM-to-PCON Intercon
nection 1900 is described in detail in the U.S. patent applica
tion entitled "A Communication Channel and Interface 
Devices for Bridging Computer Interface Buses," already 
incorporated herein by reference. 

Connector component 1950 may be selected to mate 
directly with the connector component 1930 of an ACM 
(shown in FIG. 18). Alternatively, connector component 1950 
may be selected to mate with, for example, the connector on 
one end of a cable intervening between the PCON and an 
ACM in a particular embodiment, such as cable 1964 shown 
in FIG. 19B. The ACM-to-PCON interconnection described 
in the aforementioned companion patent application has the 
advantage of providing reliable signal conveyance across low 
cost cables. 

Flash memory device 1948 provides non-volatile storage. 
This storage may be accessible to devices in both the ACM 
and the PCON, including the host interface controller and the 
peripheral interface controller to which it is connected. As 
such, flash memory 1948 may be used to store configuration 
and security data to facilitate an intelligent mating between an 
ACM and a PCON that needs no participation of the CPU. 

The primary input component 1820 of the PCON func-
30 tiona! circuitry 1801 of the presently described embodiment 

comprises keyboard interface circuitry 1822, keyboard con
nector 1823, pointer interface circuitry 1824, and pointer 
connector 1825. Keyboard interface circuitry 1822 and 
pointer interface circuitry 1824 connect to ISA bus 1845 and 

35 are thereby coupled to the CPU component (1710 ofFIG.17) 
of any ACM attached to PCON 1800. Keyboard interface 
circuitry 1822 interfaces a standard computer keyboard (not 
shown), attached at connector 1823, to ISA bus 1845. Pointer 
interface circuitry 1822 interfaces a standard computerpoint-

40 ing device (not shown), such as a computer mouse attached at 
connector 1825, to ISA bus 1845. Computer keyboards, 
pointing devices, connectors 1823, 1825, keyboard interface 
circuitry 1822, and pointer interface circuitry 1824 are well 
known in the art. The isolation of the relatively heavy and 

45 sizable primary input devices 1820 from the core computing 
power and user environment contained within an ACM rep
resents a further advantage of the present invention. 

The primary power supply component 1830 of the PCON 
functional circuitry 1801 of the presently described embodi-

50 ment provides electrical energy for the sustained, normal 
operation of the PCON 1800 and any ACM coupled to con
nector 1950. The power supply may be of the switching 
variety well known in the art that receives electrical energy 
from anAC source 1889, such as a wall outlet. Power supply 

55 1830 reduces the alternating current input voltage, to anum
ber of distinct outputs of differing voltages and current 
capacities. The outputs of power supply 1830 are applied to 
power bus 1831. Power bus 1831 distributes the power supply 
outputs to the other circuitry within the PCON 1800. Bus 

60 1831 also connects to certain pins of connector 1950 to pro
vide the electrical power 1914 for an ACM conveyed by 
ACM-to-PCON interconnection 1900. The isolation of the 
usually heavy power supply 1830 from the core computing 

The primary display component 1810 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises integrated display panel1812 and video connector 
1813. Integrated display panel1812 is a color LCD display 
panel having a resolution of 640 horizontal by 480 vertical 65 

pixels. 640-by-480 resolution is popularly considered to be 
the minimum screen size to make practical use of the appli-

power and user environment contained within the ACM rep
resents a further advantage of the present invention. 

The interface and support component 1840 of the PCON 
functional circuitry 1801 of the presently described embodi-
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ment comprises peripheral bridge 1846, diskette controller 
1842, IDE controller 1848, and signal conveyance paths 
1841, 1843; 1844, 1845, 1847 and 1849. Peripheral bridge 
1846 couples PCI peripheral bus 1841 with peripheral busses 
of other formats such as ISA peripheral bus 1845 and others 5 

1847. PCI and ISA peripheral busses are industry standards, 
well known and understood in the art. Other peripheral busses 
1847 may include, for example, a bus compliant with the 
universal serial bus (USB) industry standard. While other 
embodiments of a peripheral console 1800 may include a 10 

single peripheral bus that is coupled to an attached ACM via 
ACM-to-PCON interconnection 1900, such as PCI bus 1841, 
this embodiment includes peripheral bridge 1846 to establish 
additional busses 1845, 1847. The additional busses 1845, 
1847 permit the use of the many low-cost and readily avail- 15 

able components compatible with these bus specifications. 
Diskette controller 1842 interfaces a floppy disk drive 1854 

with the CPU component 1710 of an attachedACM (shown in 
FIG. 18) so that the CPU may control and use the diskette 
drive 1854 hardware to store and retrieve data. Diskette con- 20 

troller 1842 couples to the CPU via a connection to ISA bus 
1845. Diskette controller 1842 connects to the diskette drive 
1854 via one of device cables 1843. 

32 
ponent of personal computer systems. Digitized picture infor
mation from video capture card 1860 is carried via signal 
conveyance path 1844 to the peripheral interface controller 
1940 which transforms it to the video port signals 1917 of the 
ACM-to-PCON interconnection 1900 for coupling to the 
advanced graphics processor 1752 in an attached ACM 
(shown in FIG. 18). 

Video capture card 1860 is merely representative of the 
many types of "other" devices that may be installed in a 
PCON to expand the capabilities of the personal computer. 
Sound cards and laboratory data acquisition cards are other 
examples. Video capture card 1860 is shown installed in one 
of expansion slots 1870 for coupling to the interface and 
control circuitry 1840 of the PCON. Any of other devices 
1860 could be coupled to the interface and control circuitry 
1840 of the PCON by different means, such as direct instal
lation on the circuit board that includes the interface and 
control circuitry 1840; e.g., a motherboard. 

Similarly, IDE controller 1848 interfaces a hard disk drive 
1852 and a CDROM drive 1856 with the CPU component 
1710 of an attachedACM (shown in FIG. 18) so that the CPU 
may control and use the hard disk drive 1852 and CD ROM 
1856 hardware to store and retrieve data. IDE controller 1848 

The expansion slots component 1870 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises PCI connectors 1871 and ISA connectors 1872. A 
circuit card may be inserted into one of the connectors 1871, 
1872 in order to be operatively coupled with the CPU 1710 of 

25 an attached ACM (shown in FIG. 18). Each of connectors 
1871 electrically connects to PCI bus 1841, and may receive 
and hold a printed circuit card which it electrically couples to 
PCI bus 1841. Each of connectors 1872 electrically connects 

couples to the CPU via connection to PCI peripheral bus 
1841. IDE controller 1848 connects to each of hard disk drive 30 

1852 and CD-ROM drive 1856 via one of device cables 1843. 
Some embodiments of PCON 1800 may take advantage of 
VLSI integrated circuits such as an 82371 SB (PIIX4) inte
grated circuit from Intel Corporation. An 823 71 SB integrated 
circuit includes circuitry for both the peripheral bridge 1846 35 

and the IDE controller 1848 in a single package. 
The secondary mass storage component 1850 of the PCON 

functional circuitry 1801 of the presently described embodi
ment comprises diskette drive 1854, hard disk drive 1852, and 
CD-ROM drive 1856. Secondary mass storage 1850 gener- 40 

ally provides low-cost, non-volatile storage for data files 
which may include software program files. Data files stored 
on secondary mass storage 1850 are not part of a computer 
user's core computing power and environment. Secondary 
mass storage 1850 may be used to store, for example, seldom 45 

used software programs, software programs that are used 
only with companion hardware devices installed in the same 
peripheral console 1800, or archival copies of data files that 
are maintained in primary mass storage 1750 of an ACM 
(shown in FIG. 18). Storage capacities for secondary mass 50 

storage 1850 devices may vary from the 1.44 megabytes of 
the 3.5-inch high density diskette drive 1854, to more than 10 
gigabytes for a large format (5-inch) hard disk drive 1852. 
Hard disk drive 1852 employs fixed recording media, while 
diskette drive 1854 and CD-ROM drive 1856 employ remov- 55 

able media. Diskette drive 1854 and hard disk drive 1852 
support both read and write operations (i.e., data stored on 
their recording media may be both recalled and modified) 
while CD-ROM drive 1856 supports only read operations. 

to ISA bus 1845, and may receive and hold a printed circuit 
card which it electrically couples to ISA bus 1845. The PCI 
1841 and ISA 1845 busses couple to the CPU 1710 of an 
attached ACM (shown in FIG. 18) by circuitry already 
described. 

An embodiment of a detachable computing module in 
accordance with the present invention, for attachment to a 
peripheral console for forming a fully operational computer 
system, comprises, an enclosure, a CPU, a memory coupled 
to said CPU, and a mass storage coupled to said CPU. The 
module further comprises interconnection circuitry coupled 
to said CPU, said interconnection circuitry connectable to a 
peripheral console. The CPU is uncoupled from any primary 
input circuitry when said interconnection circuitry is discon
nected from a peripheral console. 

An alternative embodiment of a detachable computing 
module in accordance with the present invention, for attach
ment to a peripheral console for forming a fully operational 
computer system, comprises an enclosure, a CPU, a memory 
coupled to said CPU, and a mass storage coupled to said CPU. 
The module further comprises interconnection circuitry 
coupled to said CPU, said interconnection circuitry connect-
able to a peripheral console. The CPU is uncoupled from any 
primary output circuitry when said interconnection circuitry 
is disconnected from a peripheral console. 

Various modifications to the preferred embodiment can be 
made without departing from the spirit and scope of the 
invention. (A limited number of modifications have already 
been described in the preceding discussion.) For example, a 
particular embodiment may insert another layer of bus bridg-

The other devices component 1860 of the PCON functional 
circuitry 1801 of the presently described embodiment com
prises a video capture card. A video capture card accepts 
analog television signals, such as those complying with the 
NTSC standard used for television broadcast in the United 

60 ing between the CPU bridge and the Peripheral bridge. This 
may be desirable if, for example, a vendor wants to imple
ment a proprietary, general-purpose bus having intermediate 
performance characteristics that fall between those of the 

States, and digitizes picture frames represented by the analog 65 

signal for processing by the computer. Video capture cards at 
present are considered a specialty, i.e., not ubiquitous, com-

high-performance general purpose bus originating at the 
CPU, and the slower general purpose PCI bus. Thus, the 
foregoing description is not intended to limit the invention as 
set forth. 
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Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 

34 
computer interface ("PCI") bus 2231, 2232. A power regula
tor 435 is disposed near the PCI bus. 

In a specific embodiment, north bridge nnit 2221 often 
couples to a computer memory, to the graphics accelerator 
2223, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 2223 typically couples 
to a graphics memory 2223, and other elements. IDE control
ler 2229 generally supports and provides timing signals nec
essary for the IDE bus. In the present embodiment, the IDE 5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 

10 controller is embodied as a 643U2 PCI-to IDE chip from 
CMD Technology, for example. Other types of buses than 
IDE are contemplated, for example EIDE, SCSI, 1394, and 
the like in alternative embodiments of the present invention. 

The hard drive module or mass storage unit 2220 typically 

8) A software controllable mechanical lock, lock control 
means, and other accessories. 

The ACM connects to a peripheral console with power 
supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

15 includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 

20 MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 2220 includes a hard disk drive. The 

FIG. 22 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, modi
fications, and alternatives. The layout diagram illustrates the 
top-view of the module 22, where the backside components 
(e.g., Host Interface Controller) are depicted in dashed lines. 
The layout diagram has a first portion, which includes a 
central processing unit ("CPU") module 2200, and a second 
portion, which includes a hard drive module 2220. A common 
printed circuit board 2237 houses these modules and the like. 
Among other features, the ACM includes the central process
ing unit module 2200 with a cache memory 2205, which is 35 
coupled to a north bridge nnit 2221, and a host interface 
controller 2201. The host interface controller includes a lock 
control2203: As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 
connectors 2217. Here, the CPU module is spatially located 40 
near connector 2217. 

25 hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 

30 storage unit 2240 may also support other interfaces than IDE. 
Among other features, the computer system includes anACM 
with security protection. The ACM connects to the console, 
which has at least the following elements, which should not 
be limiting. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive; 
5) Commnnication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 
a variety of thermal components for heat dissipation, a frame 

The CPU module can use a suitable microprocessing nnit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor- 45 
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

50 that provides connector aligrm1ent, and a lock engagement, 
which secures the ACM to the console. The bay also has a 
printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface In the CPU module, host interface controller 2201 is 

coupled to BIOS/flash memory 2205. Additionally, the host 
interface controller is coupled to a clock control logic, a 55 

configuration signal, and a peripheral bus. The present inven
tion has a host interface controller that has lock control 2203 

between the ACM and other accessories. 
FIG. 23 is a simplified block diagram 2300 of a security 

system for a computer module according to an embodiment 
of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 

to provide security features to the presentACM. Furthermore, 
the present invention uses a flash memory that includes codes 
to provide password protection or other electronic security 
methods. 

The second portion of the attached computer module has 
the hard drive module 2220. Among other elements, the hard 
drive module includes north bridge 2221, graphics accelera
tor 2223, graphics memory 2225, a power controller 2227, an 
IDE controller 2229, and other components. Adjacent to and 
in parallel alignment with the hard drive module is a personal 

60 modifications, and alternatives. The block diagram 2300 has 
a variety of features such as those noted above, as well as 
others. In the present diagram, different reference numerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 2300. 
65 The module 2300 has a central processing nnit, which com

municates to a north bridge 2341, byway ofaCPUbus 2327. 
The north bridge couples to main memory 2323 via memory 
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bus 2329. The main memory can be any suitable high speed 
memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 
DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the application. 
Alternatively, the main memory can be coupled directly with 
the CPU in some embodiments. The north bridge also couples 
to a graphics subsystem 2315 via bus 2342. The graphics 
subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 10 

video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive that serves as a main memory unit for pro
grams and the like. The hard disk can be any suitable drive 15 

that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 21h inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 2302 and 20 

2331. The hard disk drive controller couples to the north 
bridge by way of the host PCI bus, which connects bus 2337 
to the north bridge. The hard disk includes computer codes 
that implement a security program according to the present 
invention. Details of the security program are provided below. 25 

The attached computer module also has a flash memory 
device 23 05 with a BIOS. The flash memory device 23 05 also 
has codes for a user password that can be stored in the device. 
The flash memory device generally permits the storage of 
such password without a substantial use of power, even when 30 

disconnected. As merely an example, the flash memory 
device has at least 4 Meg. or greater of memory, or 16 Meg. or 
greater of memory. A host interface controller 2307 commu
nications to the north bridge via bus 2335 and host PCI bus. 
The host interface controller also has a lock control 2309, 35 

which couples to a lock. The lock is attached to the module 
and has a manual override to the lock on the host interface 
controller in some embodiments. Host interface controller 
2307 communicates to the console using bus 2311, which 
couples to connection 2313. 40 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user pass- 45 

word, which can be stored in the flash memory device 505. By 
way of the flash memory device, the password does not 
become erased by way of power failure or the lock. The 
password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 50 

it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 55 

devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

36 
of functions. As merely an example, these functions include: 
(1) fixed time period in which the ACM can be used, e.g., 
ACM cannot be used at night; (2) programmed ACM to be 
used after certain date, e.g., high security procedure during 
owner's vacation or non use period; (3) other uses similar to 
a programmable time lock. Further details of the present 
real-time clock are described in the application listed under 
Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code is 
stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be placed 
in the device by a one time programming techniques using, 
for example, fuses or the like. The present password or user 
code provides a permanent "finger print" on the device, which 
is generally hardware. The permanent finger print can be used 
for identification purposes for allowing the user of the hard
ware to access the hardware itself, as well as other systems. 
These other systems include local and wide area networks. 
Alternatively, the systems can also include one or more serv
ers. The present password and user identification can be quite 
important for electronic commerce applications and the like. 
In one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program, which is described below in more 
detail. 

In one aspect of the invention, the user password is pro
grammable. The password can be programmable by way of 
the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi-
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 
4) Automatic HDD lock out if tempering is detected. 
In still a further embodiment, the present invention also 

includes a method for reading a permanent password or user 
identification code to identify the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass
word or user code is stored in the central processing unit. The 
password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 
present password or user code provides a permanent "finger 
print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes for 
allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 
local and wide area networks. Alternatively, the systems can In a specific embodiment, the present invention also 

includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz508thatcouples to areal-time clock 
circuit. The real-time clock circuit can be in the host interface 

60 also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica
tion can be quite important for electronic commerce applica-

controller. An energy source 506 such as a battery can be used 
to keep the real-time clock circuit running even when the 65 

ACM has been removed from the console. The real-time 
clock can be used by a security program to perform a variety 

tions and the like, which verify the user code or password. In 
one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program. 
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wherein the power supply supplies power to the computer 
module. 

7. The computer system of claim 6 wherein the computer 
module communicates to the console through USB (Univer
sal Serial Bus). 

8. The computer system of claim 6 wherein each of the 
unidirectional, serial bit channels comprises a plurality of 
pairs of low voltage differential signal lines. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

9. The computer system of claim 6 wherein the flash 
10 memory storage device is configurable to store a password for 

controlling access to the computer module. While the above is afull description of the specific embodi
ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 
the present invention which is defined by the appended 15 

claims. 
What is claimed is: 
1. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec- 20 

tor, the console being an enclosure housing the coupling 
sites, 
an Ethernet controller coupled to an external network, 

and 
a low voltage differential signal channel (LVDS) com- 25 

prises two sets of unidirectional, serial bit charmels 
which transmit encoded PCI bus transaction data in 
opposite directions; 

a computer module coupled to one of the coupling sites 
through the connector, comprising 
a processing unit, 
a flash memory storage device coupled to the processing 

unit, and 

30 

a serial communication controller coupled to the con
nector of the coupling site for communication to the 35 

console; and 

10. The computer system of claim 6 wherein the computer 
module further comprises a computing environment for a 
personal user. 

11. A computer system comprising: 
a console comprising an integrated LCD display, a first 

coupling site and a second coupling site, each coupling 
site comprising a connector, the console being a first 
enclosure housing the coupling sites, and a low voltage 
differential signal channel (LVDS) comprises two sets 
of unidirectional, serial bit channels which transmit 
encoded PCI bus transaction data in opposite directions; 

a computer module coupled to one of the coupling sites 
through the connector, comprising 
a second enclosure, 
a processing unit, 
a serial communication controller coupled to the con

nector of the coupling site for communication to the 
console, and 

a mass storage device coupled to the processing unit; 
wherein the computer module communicates to the con

sole through USB (Universal Serial Bus), and wherein 
each of the unidirectional, serial bit charmels comprises 
a plurality of pairs of low voltage differential signal 
lines. 

12. The computer system of claim 11 wherein the mass 
storage device comprises a flash memory. wherein the computer module comprises a computing 

environment for a personal user. 
2. The computer system of claim 1 wherein each of the 

unidirectional, serial bit channels comprises a plurality of 
pairs of low voltage differential signal lines. 

13. The computer system of claim 11 wherein the mass 
storage device is configurable to store a password for control-

40 ling access to the computer module. 
14. The computer system of claim 11 wherein the computer 

module further comprises a computing environment for a 
personal user. 

3. The computer system of claim 1 wherein the computer 
module communicates to the console through USB (Univer
sal Serial Bus). 

4. The computer system of claim 1 wherein the flash 
memory storage device includes code to provide password 
protection for controlling access to the computer module. 

45 
15. The computer system of claim 11 wherein the mass 

storage device comprises a hard disk drive. 

5. The computer system of claim 1 wherein the console 
further comprises a power supply that supplies power to the 
computer module. 

6. A computer system comprising: 
50 

a console comprising a power supply, a first coupling site 
and a second coupling site, each coupling site compris
ing a connector, the console being a first enclosure hous
ing the coupling sites, the power supply and a low volt- 55 

age differential signal channel (LVDS) comprises two 
sets of unidirectional, serial bit channels which transmit 
encoded PCI bus transaction data in opposite directions; 

a computer module coupled to one of the coupling sites 
through the connector, comprising 
a second enclosure, 
a processing unit, 
a serial communication controller coupled to the con

nector of the coupling site for communication to the 
console, and 

a flash memory storage device coupled to the processing 
unit; 

60 

65 

16. A computer system comprising: 
a console comprising a DVD drive, a first coupling site, and 

a second coupling site, each coupling site comprising a 
connector, the console being a first enclosure housing 
each coupling site, and 

an interface controller coupled to a differential signal chan
nel which comprises two sets of unidirectional low volt
age serial bit channels which transmit encoded PCI bus 
transaction data in opposite directions; and 

a computer module coupled to one of the coupling sites 
through the connector, comprising 
a second enclosure, 
a processing unit, 
a serial communication controller coupled to the con

nector of the coupling site for communication to the 
console, and 

a mass storage device coupled to the processing unit; 
wherein the computer module communicates to the con

sole through USB (Universal Serial Bus) and wherein 
each of the unidirectional serial bit charmels comprises a 
plurality of pairs oflow voltage differential signal lines. 
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17. The computer system of claim 16 wherein the mass 
storage device comprises a flash memory. 

18. The computer system of claim 16 wherein the mass 
storage device is configurable to store a password for control
ling access to the computer module. 

19. The computer system of claim 16 wherein the computer 
module further comprises a computing environment for a 
personal user. 

20. The computer system of claim 16 wherein the mass 
storage device comprises a hard disk drive. 

21. A computer system comprising: 
10 

a console comprising a first coupling site and a second 
coupling site; each coupling site comprising a connec
tor, the console being an enclosure housing each cou
pling site, a shared storage subsystem, and a plurality of 15 

computer modules; each computer module coupled to 
one of the coupling sites through the connector, each 
computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a serial communication controller coupled to the console 

through the connector of the coupling site, and 

20 

two unidirectional serial, low voltage differential signal 
(LVDS) channels which transmit encoded PCI bus 
transaction data in opposite directions, and wherein 25 

each of the computer modules operates independent 
of each other, and the shared storage subsystem is 
shared by the computer modules. 

40 
29. The computer system of claim 26 wherein the hard disk 

drive is shared by the computer modules. 
30. The computer system of claim 25 wherein each of the 

unidirectional serial channels comprises a plurality of pairs of 
low voltage differential signal lines. 

31. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connec
tor, the console being an enclosure housing each cou
pling site, a shared storage subsystem and 

a low voltage differential signal (LVDS) channel com
prises two sets of a plurality of unidirectional serial bit 
channels which transmit data in opposite directions; and 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites through the connec
tor, comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
a serial communication controller coupled to the con

nector of the coupling site for communication to an 
external network through the console; and 

wherein each of the computer modules is similar in design 
to each other and operates fully independent of each 
other, and the shared storage subsystem is shared by the 
computer modules. 

32. The computer system of claim 31 wherein the data 
transmitted by the LVDS channel comprises encoded Periph
eral Component Interconnect (PCI) bus transaction. 

33. The computer system of claim 31 wherein the console 22. The computer system of claim 21 wherein the shared 
storage subsystem is a hard disk drive. 

23. The computer system of claim 21 wherein the shared 
storage subsystem is a DVD drive. 

24. The computer system of claim 21 wherein each of the 
unidirectional serial channels comprises a plurality of pairs of 
low voltage differential signal lines. 

30 further comprises a serial communication hub controller that 
couples to the serial communication controller in each of the 
computer modules through the connector of the coupling site 
to support the communication to the external network. 

34. The computer system of claim 31 wherein the shared 
35 storage subsystem is a hard disk drive. 

25. The computer system of claim 21 wherein the console 
further comprises a serial communication hub controller that 
couples to the serial communication controller in each of the 
computer modules through the connector of the coupling site 
to support communication to an external network. 

26. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connec
tor, the console being an enclosure housing each cou
pling site, a hard disk drive and 

a low voltage differential signal (LVDS) channel com
prises two sets of unidirectional serial bit channels 
which transmit data in opposite directions; and 

40 

45 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites through the connec- 50 

tor, comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
an Ethernet controller coupled to the connector of the 

coupling site for communication to an external net- 55 

work through the console; and 
wherein each of the computer modules is similar in design 

to each other and operates fully independent of each 
other. 

27. The computer system of claim 26 wherein the data 60 

transmitted by the LVDS channel comprises encoded Periph
eral Component Interconnect (PCI) bus transaction. 

28. The computer system of claim 26 wherein the console 
further comprises an Ethernet hub controller that couples to 
the Ethernet controller in each of the computer modules 65 

through the connector of the coupling site to support the 
communication to the external network. 

35. The computer system of claim 31 wherein one ofthe 
computer modules comprises a core computing power and 
environment for a computer user. 

36. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec
tor; the console being an enclosure housing each cou
pling site, and 

a low voltage differential signal (LVDS) channel com
prises two sets of unidirectional multiple serial bit chan
nels which can transmit encoded Peripheral Component 
Interconnect (PCI) bus transaction data in opposite 
directions; 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites through the connec
tor, and comprising 
a processing unit, and 
a main memory coupled to the processing unit, 

wherein each of the computer modules can operate fully 
independent of each other, and wherein one of the com
puter modules couples to the LVDS channel for data 
communication. 

37. The computer system of claim 36 wherein each com
puter module further comprises an Ethernet controller 
coupled to the console through the connector of the coupling 
site for communication to an external network. 

38. The computer system of claim 36 wherein the console 
further comprises a hard disk drive coupled to the computer 
modules. 

39. A computer system comprising: 
a console comprising a first coupling site, and a second 

coupling site, each coupling site comprising a connector 
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and a slot, the console comprises a serial communication 
hub controller and an enclosure housing 
each coupling site, 
the serial communication hub controller, 
a low voltage differential signal (LVDS) channel com

prises two sets of unidirectional multiple serial bit 
channels which transmit data in opposite directions, 
and 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through the con- 10 

nectar and the slot and each computer module com
prising 
a processing unit, 
a main memory coupled to the processing unit, and 
an Ethernet controller coupled to the console for com- 15 

munication to an external network; 
wherein each of the computer modules can operate fully 

independent of each other. 
40. The computer system of claim 39 wherein the console 

further comprises a shared hard disk drive that couples to the 20 

computer modules. 
41. The computer system of claim 39 wherein the LVDS 

channel in the console communicates an encoded serial bit 
stream of Peripheral Component Interconnect (PCI) bus 
transaction data. 25 

42. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site; each coupling site comprising a connec
tor, the console being an enclosure housing 
an integrated LCD display, 30 

each coupling site, 
two unidirectional multiple serial, low voltage differen

tial signal (LVDS) channels which transmit data in 
opposite directions, and 

a plurality of computer modules; each computer module 35 

coupled to one of the coupling sites through the con
nector, each computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a serial communication controller coupled to the con- 40 

nectar of the coupling site for communication to an 
external network, and 

a flash memory storage device coupled to the process
ing unit; and 

wherein each of the computer modules can operate inde- 45 

pendent of each other. 
43. The computer system of claim 42 wherein the console 

further comprises a hard disk drive that couples to one of the 
computer modules. 

44. The computer system of claim 42 wherein the data 50 

transmitted by the LVDS channels comprises encoded 
Peripheral Component Interconnect (PCI) bus transaction 
data. 

45. A computer system comprising: 
a console comprising a first coupling site, and a second 55 

coupling site, each coupling site comprising a connector 
and a slot, the console being an enclosure housing each 
coupling site, 

a low voltage differential signal (LVDS) channel com
prises two sets of unidirectional serial bit channels in 60 

opposite directions which can transmit an encoded data 
of Peripheral Component Interconnect (PCI) bus trans
action; and 

a plurality of computer modules; each computer module 
coupled to one of the coupling sites through the connec- 65 

tor and the slot and each computer module comprising 
a processing unit, 

42 
a main memory coupled to the processing unit, and 
an Ethernet controller coupled to the connector of the 

coupling site for communication to an external net
work; and 

wherein one of the computer modules couples to the LVDS 
channel through the connector of the coupling site. 

46. The computer system of claim 45 wherein the console 
further comprises a hard disk drive that couples to one of the 
computer modules. 

47. The computer system of claim 45 wherein the console 
further houses an add-on board that communicates Peripheral 
Component Interconnect (PCI) bus transaction data through 
the LVDS channel in the console to one of the computer 
modules. 

48. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, each coupling site comprising a connec
tor, the console being an enclosure housing the coupling 
sites, 

a low voltage differential signal (LVDS) channel com
prises two sets of unidirectional serial bit channels in 
opposite directions which transmit an encoded data of 
Peripheral Component Interconnect (PCI) bus transac
tion; and 

a computer module coupled to one of the coupling sites 
through the connector, comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
an interface controller that couples to the low voltage 

differential signal (LVDS) channel in the console 
through the connector of the coupling site. 

49. The computer system of claim 48 wherein the console 
further houses an add-on board that communicates Peripheral 
Component Interconnect (PCI) bus transaction data through 
the low voltage differential signal (LVDS) channel in the 
console to the computer module. 

50. A computer system comprising: 
a console comprising a first coupling site and a second 

coupling site, the console being an enclosure housing 
each coupling site and an integrated LCD display; 

a plurality of computer modules, each computer module 
coupled to one of the coupling sites, and comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com

prises two sets of unidirectional serial bit channels 
which transmit encoded Peripheral Component Inter
connect (PCI) bus transaction data in opposite direc
tions, and 

an interface controller coupled to a connector of the 
coupling site through the LVDS channel. 

51. The computer system of claim 50 wherein the console 
further comprises a serial communication hub controller to 
support communication between the computer modules. 

52. The computer system of claim 50 wherein each com
puter module further comprises a flash memory storage 
device. 

53. A computer system comprising: 
a console comprising a power supply, a plurality of cou

pling sites, and an Ethernet hub controller configured to 
couple to an external network, each of the coupling sites 
comprising a connector and a slot, the coupling sites 
comprising a first coupling site and a second coupling 
site, the console being an enclosure comprising internal 
power and data connections to each of the coupling sites, 
the enclosure housing the power supply, the coupling 
sites, and the Ethernet hub controller; and 
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a plurality of computer modules configured to couple to 
respective ones of the coupling sites, each of the com
puter modules being an assembly comprising a main 
circuit board and a connector that is distinct from the 
main circuit board and that is configured to couple to a 
respective one of the connectors of the coupling sites for 
power and data communication, each of the computer 
modules comprising 

44 
to guide the second computer module to the connector of 
the second coupling site, and 

wherein each of the computer modules is configured to 
operate fully independent of each other. 

54. The computer system of claim 53 wherein the Ethernet 
hub controller is configured to establish data communication 
between the computer modules and to the external network 
through point-to-point Ethernet links. 

a processing unit, 
a main memory coupled to the processing unit, and 

an Ethernet controller configured to couple to the Eth-

55. The computer system of claim 53 wherein the console 
10 further comprises a storage subsystem configured as a shared 

storage for the computer modules. 

ernet hub controller through a respective one of the 
connectors of the coupling sites for data communica
tion between the computer modules and to the exter
nal network, 

56. The computer system of claim 53 wherein the console 
further comprises a low voltage differential signal channel 
that comprises two sets of unidirectional, serial bit charmels 

15 which transmit data in opposite directions. 

wherein the computer modules comprise a first computer 
module, configured to couple to the first coupling site, 
and a second computer module, configured to couple to 
the second coupling site, the slot of the first coupling site 20 
configured to receive the first computer module and to 
guide the first computer module to the connector of the 
first coupling site, the slot of the second coupling site 
configured to receive the second computer module and 

57. The computer system of claim 56 wherein each of the 
computer modules is configured to couple to the low voltage 
differential signal channel through a respective one of the 
connectors of the coupling sites. 

58. The computer system of claim 57 wherein each of the 
unidirectional, serial bit channels comprises a plurality of 
pairs of low voltage differential signal lines. 

* * * * * 
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FIGURE 11 
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Symbol Signal Data Rate Description 

1 PDO RTN GND 
2 PDQ+ Synch. To PCK 1 0 x clock rate Computer to Peripheral L VDS Data 0+ 
3 PDO- Computer to Peripheral LVDS Data 0-
4 PD1 RTN GND 
5 PD1+ Synch. To PCK 1 0 x clock rate Computer to Peripheral LVDS Data 1 + 
6 PD1- Computer to Peripheral LVDS Data 1-
7 PD2 RTN GND 
8 PD2+ Synch. To PCK 1 0 x clock rate Computer to Peripheral LVDS Data 2+ 
9 PD2- Computer to Peripheral L VDS Data 2-
10 PD3 RTN GND 
11 PD3+ Synch. To PCK 1 0 x clock rate Computer to Peripheral L VDS Data 3+ 
12 PD3- Computer to Peripheral LVDS Data 3-
13 PCK RTN GND 
14 PCK+ Clock Clock rate Computer to Peripheral L VDS Clock + 
15 PCK- Computer to Peripheral LVDS Clock-
16 PCN RTN GND 
17 PCN+ Synch. To PCK 1 0 x clock rate Computer to Peripheral LVDS Control + 
18 PCN- Computer to Peripheral LVDS Control-
19 PDRO RTN GND 
20 PDRO+ Synch. To PCKR 1 0 x clock rate Peripheral to Computer LVDS Data 0+ 
21 PDRO- Peripheral to Computer L VDS Data 0-
22 PDR1 RTN GND 
23 PDR1+ Synch. To PCKR 1 0 x clock rate Peripheral to Computer LVDS Data 1 + 
24 PDR1- Peripheral to Computer LVDS Data 1-
25 PDR2 RTN GND 
26 PDR2+ Synch. To PCKR 1 0 x clock rate Peripheral to Computer LVDS Data 2+ 
27 PDR2- Peripheral to Computer LVDS Data 2-
28 PDR3 RTN GND 
29 PDR3+ Synch. To PCKR 1 0 x clock rate Peripheral to Computer LVDS Data 3+ 
30 PDR3- Peripheral to Computer L VDS Data 3-
31 PCKR RTN GND 

32 PCKR+ Reverse Dir Clock Clock rate Peripheral to Computer LVDS Clock+ 

33 PCKR- Peripheral to Computer L VDS Clock -
34 PCNRRTN GND 
35 PCNR+ Synch. To PCKR 1 0 x clock rate Peripheral to Computer LVDS Control + 

36 PCNR- PerlQ_heral to Com_l)_uter L VDS Control -
37 RESET# Asynchronous Reset 

FIGURE 12 
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PCK CK+ CK+ CK+ CK+ CK+ CK- CK- CK- CK- CK- CK+ CK+ CK+ CK+ CK+ CK- CK- CK- CK- CK-
PDO BSO CMO# AOO A01 A02 A03 A04 A05 A06 A07 BSO BEO# 000 001 002 003 004 005 ~06 007 
PD1 BS1 CM1# AOS A09 A10 A11 A12 A13 A14 A15 BS1 BE1# 008 009 010 011 012 013 14 015 
P02 BS2 CM2# A16 A17 A18 A19 A20 A21 A22 A23 BS2 BE2# 016 017 018 019 020 021 022 023 
P03 BS3 CM3# A24 A25 A26 A27 A28 A29 A30 A31 BS3 BE3# 024 025 026 027 028 029 030 031 
PCN CNO CN1 CN2 CN3 CN4 CN5 CN6 CN7 CN8 CN9 CNO CN1 CN2 CN3 CN4 CN5 CN6 CN7 CN8 CN9 

FIGURE 13 
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PCK+ PCK- PCK+ PCK- I 
BSO CO# AOO A01 A02 A03 A04 A05 A06 A07 BSO 
BS1 C1# A08 A09 A10 A11 A12 A13 A14 A15 881 
BS2 C2# A16 A17 A18 A19 A20 A21 A22 A23 882 
BS3 C3# A24 A25 A26 A27 A28 A29 A30 A31 BS3 
0 CNO CN1 CN2 CN3 CN4 CN5 CN6 CN7 CN8 1 CN9 CN10 CN11 CN12 CN13 CN14 CN15 CN16 CN17 

PCK+ PCK- PCK+ PCK-

BSO BEO# 000 001 002 003 004 005 006 007 880 
BS1 BE1# 008 009 010 011 012 013 014 015 BS1 
882 BE2# 016 017 018 019 020 021 022 023 BS2 
BS3 BE3# 024 025 026 027 028 029 030 031 BS3 
0 CNO CN1 CN2 CN3 CN4 CN5 CN6 CN7 CN8 1 CN9 CN10 CN11 CN12 CN13 CN14 CN15 CN16 CN17 

FIGURE 14 
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FRAME# STS 

IRDY# STS 

TROY# STS 

DEVSEL# STS 
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Pins Description 
32 Multiplexed Address!Data. AD is driven to a valid state when GNT# is asserted. 
4 Multiplexed Command/Byte Enables. For a two-address transaction, 1st 

address phase carries the command, and the 2nd address phase carries the 
transaction type C/BE is driven to a valid state when GNT# is asserted. 
Indicates beginning and duration of a PCI transaction. When the bus is idle. 
FRAME# is driven to High for 1 cycle. A pull-up resistor sustains STS signaL 
Initiator Ready. IRDY# is driven High for 1 cycle if bus is idle, and the state is 
sustained by a pull-up resistor. 
Target Ready. When bus is idle, TROY# is driven High for 1 cycle if bus is idle. 
An external pull-up resistor sustains STS signal. 
Device Select. DEVSEL# is asserted by target to indicate it is ready to accept 
the transaction. HIC decodes address of a transaction to decide the need to 
assert DEVSEL#. As an initiator, HIC waits for 5 cycles to detect assertion of 
DEVSEL# by the target; otherwise HIC terminates with a master abort. 
DEVSEL# is driven High for 1 cycle when bus is idle, and the state is sustained 
by a pull-up resistoL 

STOP# STS 1 Target request to stop transaction. There are 3 cases: 
STOP#, TROY# & DEVSEL# asserted: disconnect with data transfer 
Only STOP# & DEVSEL# asserted: request iniUator to retry later 
Only STOP# asserted: target abort 
STOP# is driven High for 1 cycle when bus is idle, and the state is sustained by 
a pull-up resistor. 

PAR TS Even parity for 36 bits of AD & GIBE#. PAR is sent one cycle after address or 
data is valid. In write transaction, initiator sends PAR one cycle after write data 
is valid. In read transaction, target sends PAR one cycle after read data is valid. 

LOCK# Input Initiator request lock on target downstream. LOCK# is asserted 1 clock cycle 
after address phase by an initiator wanting to perform an atomic operation that 
take more than one transaction to complete. HlC passes the LOCK# request to 
the secondary PC! bus. HIC does not drive LOCK# or propagate LOCK# 
upstream. 

IDSEL# Input Chip Select for Type 0 configuration access. During a Type 0 configuration 
transaction, the initiator asserts IDSEL# during the address phase to select HIC. 
HIC responds by asserting DEVSEL#. 

PERR# STS Data Parity Error on all transactions except Special Cycle. PERR# is driven one 
clock cycle after PAR PERR# is asserted by target during write transactions, 
and by initiator during read transactions. 

SERR# 00 System Error. HIC asserts SERR# under the following conditions: 
Address parity error. Secondary bus SERR# asserted. 
Posted write transaction: data parity error on target bus. Posted write transaction discarded. 
Master abort. Target abort 
Delayed read or write transaction discarded, and 
Delayed transaction master timeout 

REO# TS Request for bus. If a target retry or disconnect is received in response to 
initiating a transaction, HIC deasserts REO# for at least 2 cycles before 
asserting it again. 

GNT# Input Bus is granted to HIC. HIC can initiate transacUon if GNT# is asserted and the 
bus is idle. When HIC is not requesting bus and GNT# is asserted, HJC must 
drive AD, C/BE, and PAR to valid logic levels. 

CLKRUN# 1/00 Input indicating clock status. HIC can request the central clock resource to start, 
speed up or maintain the PCI clock. There are 3 clocking states: 
Clock running, Clock about to stop/slow down, and Clock stoppedfslowed. 

PCICK Input PCI Clock. All inputs are sampled on the rising edge of PCICK. Frequency 

FIGURE 16 
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MULTIPLE MODULE COMPUTER SYSTEM 
AND METHOD INCLUDING DIFFERENTIAL 

SIGNAL CHANNEL COMPRISING 
UNIDIRECTIONAL SERIAL BIT CHANNELS 

TO TRANSMIT ENCODED PERIPHERAL 
COMPONENT INTERCONNECT BUS 

TRANSACTION DATA 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of U.S. application Ser. 
No. 12/077,503 filed Mar. 18, 2008 now U.S. Pat. No. 7,676, 
624, which is a continuation of U.S. nonprovisional applica
tion Ser. No. 11/166,656, filed Jun. 24, 2005 (Now U.S. Pat. 
No. 7,376,779), which is a continuation of U.S. nonprovi
sional application Ser. No. 11/097,694, filed Mar. 31, 2005 
(Now U.S. Pat. No. 7,363,415), which is a continuation of 
U.S. nonprovisional application Ser. No. 10/772,214, filed 
Feb. 3, 2004 (Now U.S. Pat. No. 7,099,981), which is a 
continuation of U.S. nonprovisional application Ser. No. 
09/569,758, filed May 12, 2000 (Now U.S. Pat. No. 6,718, 
415), and which claimed priority to U.S. Provisional Appli
cationNo. 60/134,122 filed May 14, 1999. These applications 
are hereby incorporated by reference in their entirety. 

BACKGROUND OF THE INVENTION 

The present invention relates to computing devices. More 
particularly, the present invention provides a system includ
ing a plurality of computer modules that can independently 
operate to provide backup capability, dual processing, and the 
like. Merely by way of example, the present invention is 
applied to a modular computing environment for desk top 
computers, but it will be recognized that the invention has a 
much wider range of applicability. It can be applied to a server 
as well as other portable or modular computing applications. 

2 
computer. The mouse also has a sufficient size and shape to 
easily move a cursor on the display from one location to 
another location. 

Other types of computing devices include portable com-
5 puting devices such as "laptop" computers and the like. 

Although somewhat successful, laptop computers have many 
limitations. These computing devices have poor display tech
nology. In fact, these devices often have a smaller flat panel 
display that has poor viewing characteristics. Additionally, 

10 these devices also have poor input devices such as smaller 
keyboards and the like. Furthermore. these devices have lim
ited common platforms to transfer information to and from 
these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
15 these platforms including the PCs and laptops in terms of 

upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com-

20 puters is that the user must often purchase both the desktop 
and laptop to have "total" computing power, where the desk
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 

25 significant amount of time transferring software and data 
between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 

30 the portable computer. Alternatively, the user often must use 
floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por-
35 table and desktop computer is that the user has to spend 

money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host Many desktop or personal computers, which are com

monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 45 

random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 50 

or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

40 processors, graphics accelerators, and the like. Because pro
gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 
wasted. 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. 

Similar to separate desktop and portable computers, there 
is no commonality between two desktop computers. To date, 
most personal computers are constructed with a single moth
erboard that provides connection for CPU and other compo
nents in the computer. Dual CPU systems have been available 
through Intel's slot 1 architecture. For example, two Pentium 
II cartridges can be plugged into two "slot 1" card slots on a 

Many external or peripheral devices can be used with the 
PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 55 

Corporation of Utah. Other storage devices include external 
hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 60 

devices such as a printer and other output means. Moreover, 
the PC can include special audio output devices such as 
speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 65 

a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 

motherboard to form a Dual-processor system. The two 
CPU's share a common host bus that connects to the rest of 
the system, e.g. main memory, hard disk drive, graphics sub
system, and others. Dual CPU systems have the advantage of 
increased CPU performance for the whole system. Adding a 
CPU cartridge requires no change in operating systems and 
application software. However, dual CPU systems may suffer 
limited performance improvement if memory or disk drive 
bandwidth becomes the limiting factor. Also, dual CPU sys
tems have to time-share the processing unit in running mul-
tiple applications. CPU performance improvement efficiency 
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also depends on software coding structure. Dual CPU sys
tems provide no hardware redundancy to help fault tolerance. 
In running multiple applications, memory and disk drive data 
throughput will become the limiting factor in improving per
formance with multi-processor systems. 

The present invention generally relates to computer inter
faces. More specifically, the present invention relates to an 
interface channel that interfaces two computer interface buses 
that operate under protocols that are different from that used 
by the interface channel. 

Interfaces coupling two independent computer buses are 
well known in the art. A block diagram of a computer system 
utilizing such a prior art interface is shown in FIG. 5. In FIG. 

10 

5, a primary peripheral component interconnect (PCI) bus 
505 of a notebook PC 500 is coupled to a secondary PCI bus 15 

555 in a docking system 550 (also referred to as docking 
station 550) through high pin count connectors 501 and 502, 
which are normally mating connectors. The high pin count 
connectors 501 and 502 contain a sufficiently large number of 
pins so as to carry PCI bus signals between the two PCI buses 20 

without any translation. The main purpose for interfacing the 
two independent PCI buses is to allow transactions to occur 
between a master on one PCI bus and a target on the other PCI 
bus. The interface between these two independent PCI buses 
additionally includes an optional PCI to PCI bridge 560, 25 

located in the docking station 550, to expand the add on 
capability in docking station 550. The bridge 560 creates a 
new bus number for devices behind the bridge 560 so that they 
are not on the same bus number as other devices in the system 
thus increasing the add on capability in the docking station 30 

550. 

4 
The term LVDS is herein used to generically refer to low 
voltage differential signals and is not intended to be limited to 
any particular type of LVDS technology. 

Thus, what is needed are computer systems that can have 
multiple computer modules. Each computer module has dedi
cated memory and disk drive, and can operate independently. 

BRIEF SUMMARY OF THE INVENTION 

According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro
cessing, and the like. 

In a specific embodiment, the present invention provides a 
computer system for multi-processing purposes. The com
puter system has a console comprising a first coupling site and 
a second coupling site, e.g., computer module bay. Each 
coupling site comprises a connector. The console is an enclo
sure that is capable ofhousing each coupling site. The system 
also has a plurality of computer modules, where each of the 
computer modules is coupled to one of the connectors. Each 
of the computer modules has a processing unit, a main 
memory coupled to the processing unit, a graphics controller 
coupled to the processing nnit, and a mass storage device 
coupled to the processing unit. Each of the computer modules 
is substantially similar in design to each other to provide 
independent processing of each of the computer modules in 
the computer system. 

In an alternative specific embodiment, the present inven
tion provides a multi-processing computer system. The sys
tem has a console comprising a first coupling site and a 

35 second coupling site. Each coupling site comprises a connec
tor. The console is an enclosure that is capable of housing 
each coupling site. The system also has a plurality of com
puter modules, where each of the computer modules is 
coupled to one of the connectors. Each of the computer mod-

An interface such as that shown in FIG. 5 provides an 
adequate interface between the primary and secondary PCI 
buses. However, the interface is limited in a number of ways. 
The interface transfers signals between the primary and sec
ondary PCI buses using the protocols of a PCI bus. Conse
quently, the interface is subject to the limitations under which 
PCI buses operate. One such limitation is the fact that PCI 
buses are not cable friendly. The cable friendliness of the 
interface was not a major concern in the prior art. However, in 
the context of the computer system of the present invention, 
which is described in the present inventor's (William W. Y. 
Chu's) application for "Personal Computer Peripheral Con
sole With Attached. Computer Module" filed concurrently 
with the present application on Sep. 8, 1998 and incorporated 
herein by reference, a cable friendly interface is desired for 
interfacing an attached computer module (ACM) and a 
peripheral console of the present invention. Furthermore, as a 
result of operating by PCI protocols, the prior art interface 
includes a very large number of signal channels with a cor- 50 

responding large number of conductive lines (and a similarly 
large number of pins in the connectors of the interface) that 
are commensurate in number with the number of signal lines 
in the PCI buses which it interfaces. One disadvantage of an 
interface having a relatively large number of conductive lines 
and pins is that it costs more than one that uses a fewer number 
of conductive lines and pins. Additionally, an interface having 
a large number of conductive lines is bulkier and more cum
bersome to handle. Finally, a relatively large number of signal 
channels in the interface renders the option of using differen
tial voltage signals less viable because a differential voltage 
signal method would require duplicating a large number of 
signal lines. It is desirable to use a low voltage differential 
signal (LVDS) channel in the computer system of the present 
invention because an LVDS channel is more cable friendly, 
faster, consumes less power, and generates less noise, includ
ing electromagnetic interferences (EMI), than a PCI channel. 

40 ules has a processing unit, a main memory coupled to the 
processing unit, a graphics controller coupled to the process
ing unit, a mass storage device coupled to the processing nnit, 
and a video output coupled to the processing unit. Each of the 
computer modules is substantially similar in design to each 

45 other to provide independent processing of each of the com
puter modules in the computer system. A video switch circuit 
is coupled to each of the computer modules through the video 
output. The video switch is configured to switch a video 
signal from any one of the computer modules to a display. 

Numerous benefits are achieved using the present inven-
tion over previously existing techniques. In one embodiment, 
the invention provides improved processing and maintenance 
features. The invention can also provide increased CPU per
formance for the whole system. The invention also can be 

55 implemented without changes in operating system and appli
cation software. The present invention is also implemented 
using conventional technologies that can be provided in the 
present computer system in an easy and efficient manner. 

In another embodiment, the invention provides at least two 
60 users to share the same modular desktop system. Each user 

operates on a different computer module. The other periph
eral devices, i.e. CD ROM, printer, DSL connection, etc. can 
be shared. This provides lower system cost, less desktop 
space and more efficiency. Depending upon the embodiment, 

65 one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 
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In still further embodiments, the present invention provides 
methods of using multiple computer modules. 

The present invention encompasses an apparatus for bridg
ing a first computer interface bus and a second computer 
interface bus. where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 
and a maximum clock speed. The apparatus comprises an 
interface channel having a clock line and a plurality of bit 10 

lines for transmitting bits; a first interface controller coupled 
to the first computer interface bus and to the interface channel 
to encode first control signals from the first computer inter
face bus into first control bits to be transmitted on the interface 
channel and to decode second control bits received from the 15 

interface channel into second control signals to be transmitted 
to the first computer interface bus; and a second interface 
controller coupled to the interface channel and the second 
computer interface bus to decode the first control bits from the 
interface channel into third control signals to be transmitted 20 

on the second computer interface bus and to encode fourth 
control signals from the second computer interface bus into 
the second control bits to be transmitted on the interface 
channel. 

6 
address/data bus lines and operate at a clock speed in a pre
determined clock speed range having a minimum clock speed 
and a maximum clock speed. The apparatus comprises an 
interface channel having a clock channel and a plurality of bit 
channels for transmitting bits; a first interface controller 
coupled to the first computer interface bus and to the interface 
channel to encode first control signals from the first computer 
interface bus into first control bits to be transmitted on the 
interface channel and to decode second control bits received 
from the interface channel into second control signals to be 
transmitted to the first computer interface bus; and a second 
interface controller coupled to the interface channel and the 
second computer interface bus to decode the first control bits 
from the interface channel into third control signals to be 
transmitted on the second computer interface bus and to 
encode fourth control signals from the second computer inter
face bus into the second control bits to be transmitted on the 
interface channel. 

In one embodiment, the first and second interface control
lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 
comprises an LVDS channel. 

In a preferred embodiment, the interface channel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PCI buses and 
operates at a clock speed higher than the clock speed at which 
any of the bus lines operates. More specifically, the interface 

In one embodiment, the first and second interface control- 25 

lers comprise a host interface controller (HIC) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PCI and a 
secondary PCI bus, respectively, and the interface channel 
comprises an LVDS channel. 30 channel includes two sets of unidirectional serial bit channels 

The present invention overcomes the aforementioned dis
advantages of the prior art by interfacing two PCI or PCI -like 
buses using a non-PCI or non-PCI -like channel. In the present 
invention, PCI control signals are encoded into control bits 
and the control bits, rather than the control signals that they 35 

represent, are transmitted on the interface channel. At the 
receiving end, the control bits representing control signals are 
decoded back into PCI control signals prior to being trans
mitted to the intended PCI bus. 

which transmit data in opposite directions such that one set of 
bit channels transmits serial bits from the HIC to the PIC 
while the other set transmits serial bits from the PIC to the 
HIC. For each cycle of the PCI clock, each bit channel of the 
interface channel transmits a packet of serial bits. 

The HIC and PIC each include a bus controller to interface 
with the first and second computer interface buses, respec
tively, and to manage transactions that occur therewith. The 
HIC and PIC also include a translator coupled to the bus 

The fact that control bits rather than control signals are 
transmitted on the interface channel allows using a smaller 
number of signal channels and a correspondingly small num
ber of conductive lines in the interface channel than would 
otherwise be possible. This is because the control bits can be 
more easily multiplexed at one end of the interface channel 
and recovered at the other end than control signals. This 
relatively small number of signal channels used in the inter
face channel allows using LVDS channels for the interface. 

40 controller to encode control signals from the first and second 
computer interface buses, respectively, into control bits and to 
decode control bits from the interface channel into control 
signals. Additionally, the HIC and PIC each include a trans
mitter and a receiver coupled to the translator. The transmitter 

45 converts parallel bits into serial bits and transmits the serial 
bits to the interface channel. The receiver receives serial bits 

As mentioned above, an LVDS channel is more cable 
friendly, faster, consumes less power, and generates less noise 50 

than a PCI bus channel, which is used in the prior art to 
interface two PCI buses. Therefore, the present invention 
advantageously uses an LVDS channel for the hereto unused 
purpose of interfacing PCI or PCI -like buses. The relatively 
smaller number of signal channels in the interface also allows 55 

using connectors having smaller pins counts. As mentioned 
above an interface having a smaller number of signal channels 
and, therefore, a smaller number of conductive lines is less 
bulky and less expensive than one having a larger number of 
signal channels. Similarly, connectors having a smaller num- 60 

ber of pins are also less expensive and less bulky than con
nectors having a larger number of pins. 

In one embodiment, the present invention encompasses an 
apparatus for bridging a first computer interface bus and a 
second computer interface bus, in a microprocessor based 65 

computer system where each of the first and second computer 
interface buses have a number of parallel multiplexed 

from the interface channel and converts them into parallel 
bits. 

According to the present invention, a technique including a 
method and device for securing a computer module using a 
password in a computer system is provided. In an exemplary 
embodiment, the present invention provides a security system 
for an attached computer module ("ACM"). In an embodi
ment, theACM inserts into a Computer Module Bay (CMB) 
within a peripheral console to form a functional computer. 

In a specific embodiment, the present invention provides a 
computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a central 
processing unit (i.e., integrated circuit chip) in the enclosure. 
The module has a hard disk drive in the enclosure, where the 
hard disk drive is coupled to the central processing unit. The 
module further has a programmable memory device in the 
enclosure, where the progrmable memory device can be 
configurable to store a password for preventing a possibility 
of unauthorized use of the hard disk drive and/or other mod
ule elements. The stored password can be any suitable key 
strokes that a user can change from time to time. In a further 
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embodiment, the present invention provides a permanent 
password or user identification code stored in flash memory, 
which also can be in the processing unit, or other integrated 
circuit element. The permanent password or user identifica
tion code is designed to provide a permanent "finger print" on 
the attached computer module. 

8 
FIG. 9 is a block diagram of one embodiment of the host 

interface controller and the peripheral interface controller of 
the present invention. 

FIG. 10 is a detailed block diagram of one embodiment of 
the host interface controller of the present invention. 

FIG. 11 is a detailed block diagram of one embodiment of 
the PIC of the present invention. In a specific embodiment, the present invention provides a 

variety of methods. In one embodiment, the present invention 
provides a method for operating a computer system such as a 
modular computer system and others. The method includes 
inserting an attached computer module ("ACM") into a bay of 
a modular computer system. The ACM has a microprocessor 
unit (e.g. microcontroller, microprocessor) coupled to a mass 
memory storage device (e.g., hard disk). The method also 
includes applying power to the computer system and the 15 

ACM to execute a security program, which is stored in the 
mass memory storage device. The method also includes 
prompting for a user password from a user on a display (e.g., 
flat panel, CRT). In a further embodiment, the present method 
includes a step of reading a permanent password or user 
identification code stored in flash memory, or other integrated 
circuit element. The permanent password or user identifica
tion code provides a permanent finger print on the attached 
computer module. The present invention includes a variety of 
these methods that can be implemented in computer codes, 25 

for example, as well as hardware. 

FIG. 12 is a table showing the symbols, signals, data rate 
and description of signals ina first embodiment of the XPBus. 

1° FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits trans
mitted in each clock cycle of the XPBus. 

FIG. 14 is a table showing information transmitted on the 
XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. 

FIG. 15 is a schematic diagram of the signal lines PCK, 
20 PDO to PD3, and PCN. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 
signals. 

FIG. 17 is a block diagram of one embodiment of a com
puter system employing the present invention. 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM). 

FIG. 19 illustrates an external view of one embodiment of 
anACM. 

FIG. 19b illustrates one possible embodiment of a com
puterbay. 

FIG. 20 illustrates the internal component layout for one 
embodiment of an ACM. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
FIG. 22 is a simplified layout diagram of a security system 

for a computer system according to an embodiment of the 
present invention; and 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 30 

specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 
invention is also implemented using conventional technolo- 35 

gies that can be provided in the present computer system in an 
easy and efficient manner. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

FIG. 23 is a simplified block diagram of a security system 
40 for a computer module according to an embodiment of the 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 
detail in conjunction with the text below and attached Figs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified block diagram of a computer system 
according to an alternative embodiment of the present inven
tion; 

FIG. 3 is a simplified block diagram of a compeer system 
according to a further alternative embodiment of the present 
invention, and 

FIG. 4 is a simplified flow diagram of a method according 
to an embodiment of the present invention. 

FIG. 5 is a block diagram of a computer system using a 
prior art interface between a primary and a secondary PCI 
bus. 

FIG. 6 is a block diagram of one embodiment of a computer 
system using the interface of the present invention. 

FIG. 7 is a partial block diagram of a computer system 
using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

FIG. 8 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

45 According to the present invention, a technique including a 
method and device for multi-module computing is provided. 
In an exemplary embodiment, the present invention provides 
a system including a plurality of computer modules that can 
independently operate to provide backup capability, dual pro-

50 cessing, and the like. 
FIG. 1 is a simplified diagram of a computer system 100 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 

55 would recognize other variations, modifications, and alterna
tives. The computer system 100 includes an attached com
puter module (i.e., ACM) 113, a desktop console 101, among 
other elements. The computer system also has another ACM 
module 117. Each ACM module has a respective slot 121, 

60 119, which mechanically houses and electrically couples 
each ACM to the computer console. Also shown is a display 
111, which connects to the console. Additionally, keyboard 
109 and mouse 115 are also shown. A second display 102, 
keyboard 105, and mouse 107 can be coupled to the console 

65 in some optional embodiments to allow more than one user to 
operate the computer system. The computer system is modu
lar and has a variety of components that are removable. Some 
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of these components (or modules) can be used in different 
computers, workstations, computerized television sets, and 
portable or laptop units. 

In the present embodiment, each ACM 113 includes com
puter components. as will be described below, including a 
central processing unit ("CPU"). IDE controller, hard disk 
drive, computer memory, and the like. The computer module 
bay (i.e., CMB) 121 is an opening or slot in the desktop 
console. The CMB houses theACM and provides communi
cation to and from the ACM. The CMB also provides 
mechanical protection and support to theACM. The CMB has 
a mechanical alignment mechanism for mating a portion of 
the ACM to the console. The CMB further has thermal heat 

10 
used for the primary ACM if a high bandwidth peripheral bus, 
e.g. PCI Bus, is not connected from the primary ACM to the 
peripheral board. 

The shared peripheral console has a chassis and a mother-
board that connects the following devices: 

1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. RGB monitor, 
3) Add-on means, e.g. PCI add-on slots, 
4) Two Computer Module Bays (CMB) with connectors to 

10 twoACMs, 
5) A serial communication Hub controller that interfaces to 

serial communication controller of both ACMs, 
6) Shared storage subsystem, e.g. Floppy drive, CDROM 

dissipation sinks, electrical connection mechanisms, and the 
like. Some details of the ACM can be found in co-pending 15 

patent application Ser. Nos. 09/149,882 and 09/149,548 filed 
Sep. 8, 1998, commonly assigned, and hereby incorporated 

drive, DVD drive, or 2nd Hard Drive, 
7) Communication device, e.g. modem, 
8) Power supply, and others. 
The computer bay is an opening in the peripheral console 

that receives an ACM. CMB provides mechanical protection 
to ACM, mechanical aligrm1ent for connector mating, 

by reference for all purposes. 
In a specific embodiment, the present multiple computer 

module system has a peripheral console that has two or more 
computer bays that can receive a removable computer module 
or ACM. Multiple computer module system can function as a 
personal computer with only one ACM and the peripheral 
console. The second and additional ACM can be added later 
to increase overall system performance and reliability. The 
ACM operates independently as self-contained computer, 
communicates with each other through a high-speed serial 
communication and share most peripheral devices within the 
peripheral console. Each ACM controls its independent 
graphics subsystem and drives separate video output signals. 
A practical implementation is a dual ACM system. In a dual 
ACM system, two monitors can be used to display the two 
ACMs' graphics outputs at the same time. For a single moni
tor, a RGB switch is used to switch between the video outputs 
of the two ACMs and can be controlled by a command from 
the user. Similarly, input devices (i.e. keyboard and mouse) 
are switched between the two computer systems with a com
mand from the user. Command from the user can be in the 
form of either a dedicated key on the keyboard or a special 
icon on the screen that the mouse can click on. 

Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 
Some details of these elements with the present system are 
described in more detail below. In a dual ACM system, the 
primary ACM can connect directly to the peripheral board in 
the peripheral console. The second ACM can connect either 
directly or indirectly to the peripheral board. For indirect 
connection, a receptacle board is added to allow a cable 
connection to the peripheral board. This is to facilitate the 
mechanical positioning of the second ACM inside the com
puter chassis. The receptacle board approach can even be 

20 mechanical locking system to prevent theft and accidental 
removal, and connectors at the end of the opening for con
necting to ACM. The interface bus between ACM and the 
peripheral console has a video bus, peripheral connections, 
serial communication connection, control signals and power 

25 connection. Video bus includes video output of graphics 
devices, i.e. analog RGB and control signals for monitor. 
Power connection supplies the power for ACM. 

An implementation of peripheral sharing is the use of Eth
ernet controllers to bridge the communication between the 

30 two ACMs. Some of the peripheral devices residing in the 
peripheral console are shown in the simplified diagram of 
FIG. 2. As shown, the diagram is merely an illustration which 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize many other variations, 

35 alternatives, and modifications. As shown, a primary ACM 
203 is connected to PCI peripheral devices in the peripheral 
console through the PCI bus 225 that passes through the 
connection between primary ACM 203 and peripheral con
sole 201. As shown, ACM has a CPU module 207 coupled to 

40 the PCI bus through a North Bridge 211. 
The CPU module can use a suitable microprocessing unit, 

microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor-

45 poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 

50 the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
BIOS/flash memory 217. Additionally, the peripheral con
troller is coupled to a clock control logic, a configuration 

55 signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera
tor, graphics memory), an IDE controller, and other compo
nents. Adjacent to and in parallel aligument with the hard 

60 drive module 215 is the PCI bus. In a specific embodiment, 
North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control
ler via the PCI bus. Graphics subsystem typically couples to 
a graphics memory, and other elements. IDE controller gen-

65 erally supports and provides timing signals necessary for the 
IDE bus. In the present embodiment, the IDE controller is 
embodied as part of a P114XE controller from Intel, for 
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example. Other types ofbuses than IDE are contemplated, for 
example EIDE, SCSI, 1394, and the like in alternative 
embodiments of the present invention. 

12 

The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 
MacOS8, Unix, and the like are also contemplated in alter- 10 

native embodiments of the present invention. Further, some 
typical application software programs can include Office98 

259 via PS2 or USB signal line 251. The keyboard/mouse 
switch has at least a first state and a second state, which allow 
operation of respectively multiple keyboards or a single key
board. The switch also couples to each I/0 controller 221 in 
each ACM via lines 253, 255. The I/0 control 237 also 
couples to an RGB switch 257, which allows video signals to 
pass to the first monitor 259. Alternatively, the RGB switch 
couples to a second monitor 261. The RGB switch includes 
analog video switches such as MAXIM's MAX4545. 

The peripheral system 201 also has an independent power 
supply 231 for eachACM. Each power supply provides power 
to each ACM. As merely an example, the power supply is a 
MICRO ATX 150W made by ENLIGHT, but can be others. 
The power supply is connected or coupled to each ACM 

by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 215 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be an 
Ethernet controller 219, which is coupled to the North Bridge 
through the PCI bus. The North Bridge is coupled to the CPU. 
The Ethernet controller can be a 10/100 Base, such as Intel's 
82559 or the like. Other types of network connection devices 
can also be used. For example, the invention can use Gbit 
Ethernet 1394, and USB 2.0. The network controller couples 
to a hub 233 in the console, which includes shared peripheral 
system 201. 

Also shown is the second ACM 205. The second ACM has 
the same or similar components as the first ACM. Here, like 
reference numerals have been used for easy cross-referenc
ing, but is not intended to be limiting. In some embodiments, 
the secondary ACM is not connected to the PCI bus in the 
peripheral console directly. The secondary ACM 219 
accesses peripheral devices controlled by the primary ACM 
through the Ethernet connection to the primary ACM, e.g. 
CD-ROM, or PCI modem. The implementation is not 
restricted to Ethernet serial communication and can use other 
high-speed serial communication such as USB 2.0, and 1394. 
The Ethernet hub is coupled to an external output port 235, 
which connects to an external network. 

The primary hard disk drive in each ACM can be accessed 
by the other ACM as sharable hard drive through the Ethernet 
connection. This allows the easy sharing of files between the 
two independent computer modules. The Ethernet Hub Con
troller provides the high-speed communication function 
between the two computer modules. Ethernet data bandwidth 
of 100 Mbit/sec allows fast data communication between the 
two computer modules. The secondary ACM access periph
eral devices of the primary ACM through the network con
nection provided by Ethernet link. The operating system, e.g. 
Windows98, provides the sharing of resources between the 
two ACMs. In some embodiments, critical data in one ACM 
can be backup into the other ACM. 

The Ethernet hub also couples to PCI bus 239, which 
connects to PCI devices 241, 243, e.g., modem, SCSI con
troller. A flash memory 242 can also be coupled to the PCI 
bus. The flash memory can store passwords and security 
information, such as those implementations described in U.S. 
Ser. No. 09/183,493, which is commonly owned, and hereby 
incorporated by reference. The hub 233 also couples to an I/0 
control 237, which connects to keyboard/mouse switch 245, 
which couples to keyboard/mouse 247. Optionally, the key
board/mouse switch also couples to a second keyboard/house 

15 through a separate line, for example. The independent power 
supply allows for independent operation of each ACM in 
some embodiments. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 

20 the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 

25 should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

FIG. 3 is a simplified block diagram 300 of a computer 
system according to an alternative embodiment of the present 

30 invention. This diagram is merely an example which should 
not limit the scope of the claims herein. One of ordinary skill 
in the art would recognizes many other variations, modifica
tions, and alternatives. Like reference numerals are used in 
this Fig. as the previous Figs. for easy referencing, but are not 

35 intended to be limiting. As shown, eachACM includes com
mon elements as the previous Fig. A primary ACM 203 is 
connected to PCI peripheral devices in the peripheral console 
through the PCI bus 225 that passes through the connection 
between primary ACM 203 and peripheral console 201. As 

40 shown, ACM has a CPU module 207 coupled to the PCI bus 
through a North Bridge 211. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 

45 400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 

50 Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, peripheral controller 213 is coupled to 
BIOS/flash memory 217. Additionally, the peripheral con-

55 troller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The ACM has the hard drive 
module 215. Among other elements, theACM includes north 
bridge 215, graphics subsystem 223 (e.g., graphics accelera
tor, graphics memory), an IDE controller, and other compo-

60 nents. Adjacent to and in parallel aligument with the hard 
drive module 215 is the PCI bus. In a specific embodiment, 
North Bridge unit 211 often couples to a computer memory 
209, to the graphics subsystem, and to the peripheral control
ler via the PCI bus. Graphics subsystem typically couples to 

65 a graphics memory, and other elements. IDE controller gen
erally supports and provides timing signals necessary for the 
IDE bus. In the present embodiment, the IDE controller is 
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embodied as part of a P114XE controller from Intel, for 
example. Other types ofbuses than IDE are contemplated, for 
example EIDE, SCSI, 1394, and the like in alternative 
embodiments of the present invention. 

The hard drive module or mass storage unit 215 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 
MacOSS, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 215 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

Among other features, the computer system includes an 
ACM with security protection. 

The ACM also has a network controller, which can be 
coupled to a serial port 302, which is coupled to the PCI bus 
in the ACM. The serial port is coupled to the peripheral 
console through a serial controller 301 in the serial console. 
The serial controller is connected to PCI bus 239. The serial 
controller is also coupled to a serial hub controller 303, which 
is coupled to the PCI bus and a second ACM. In a specific 
embodiment, a receptacle board 310 is added to connect to the 
second ACM. The purpose of the receptacle board is to allow 
a cable connection 307 to the peripheral board 300. The cable 
connection is possible because the signals needed to connect 
to the peripheral board can be limited to video, I/0, serial 
commnnication, and power. The serial communication con
troller can be placed on the receptacle board and not in the 
ACM. As shown, the serial bus controller couples to the PCI 
bus. The receptacle board also couples to power, graphics 
subsystem, I/0 controller, and other elements, which may be 
on a common bus. The overall operation of the present con
figuration is similar to the previous one except it operates in 
serial communication mode. 

The DualACM system can support different usage models: 
1. One user using both ACMs concurrently with 1 or 2 

monitors, and a common keyboard/mouse. 
2. Two users using the two separateACMs at the same time 

with separate monitors and keyboard/mouse. The 2 users 
share peripherals, e.g., printer, CD ROM, and others. The two 
users share external networking. 

To support 1 monitor for both ACMs, a video switch in the 
peripheral console is used to switch between the video out
puts of the twoACMs. The system can be set to support either 
1 monitor or 2-monitor mode. The user presses a special key 
on the keyboard or a special icon on the screen to switch the 
screen display from one ACM to the other. This same action 
causes the keyboard and mouse connections to switch from 
one ACM to the other ACM. 

A dual ACM system can save space, wiring, and cost for a 
2-person PC setup, with the added benefit that both PC sys
tems can be accessed from one user site for increased system 
performance if the other user is not using the system. Files can 
be copied between the primary drive of both system and 
provides protection against a single ACM failure. Software 
needs to be developed to manage the concurrent use of two PC 
subsystems, the automatic sharing of selected files between 
the two systems, and fault tolerance. 

14 
The design with more than two computer modules can be 

implemented with the use of multi-port, serial commnnica
tion hub controller and multi-port I/0 switches. In one 
embodiment, a peripheral console has four computer bays for 
four separate computer modules. The computer modules 
communicate through a four port Ethernet hub. The video, 
keyboard, and mouse switch will cycle through the connec
tion from each computer module to the external monitor, 
keyboard, and mouse with a push button sequentially. This 

10 embodiment is useful for a server that performs different 
functions concurrently, e.g. email, application hosting, web 
hosting, firewall, etc. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 

15 the fnnctionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 

20 should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the an would recognize other 
variations, modifications, and alternatives. 

FIG. 4 is a simplified diagram of a method according to an 
embodiment of the present invention. This diagram is merely 

25 an example which should not limit the scope of the claims 
herein. One of ordinary skill in the art would recognize many 
other variations, modifications, and alternatives. The present 
diagram illustrates an automatic file backup procedure from 
one computer module to the other. As shown, a user selects 

30 (step 401) a certain file in one of the computer module for 
automatic backup. Next, the method determines if another 
module is available, step 403. If so, the method in the origi
nating module requests the other computer module to create 
(step 405) backup file. Alternatively, the method alerts the 

35 user of the missing or malfnnctioning module, step 429. The 
method then has the user try later 431, once the missing or 
malfnnctioning module has been replaced or repaired. Next, 
the method determines if there is sufficient storage available 
in the other computer module for the backup files. If so, the 

40 method goes to the next step. (Alternatively, the method 
prompts (step 433) a message to the user indicating that the 
storage is full.) In the next step, the method stores the backup 
file in memory of the other module. After the backup file has 
been successfully created (step 409), the software in the origi-

45 nating ACM sets a timer to check (step 411) for file modifi
cation via branches 423, 427 through continue, step 425 pro
cess. If a file selected for backup has been modified (step 
415), then the file is automatically back up to the other ACM 
again, step 417. Alternatively, the method returns to step 411 

50 through branch 421. 
The above embodiments are described generally in terms 

ofhardware and software. It will be recognized, however, that 
the fnnctionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 

55 further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 

60 variations, modifications, and alternatives. 
FIG. 6 is a block diagram of one embodiment of a computer 

system 600 using the interface of the present invention. Com
puter system 600 includes an attached computer module 
(ACM) 605 and a peripheral console 610, which are described 

65 in greater detail in the application of William W. Y. Chu for 
"Personal Computer Peripheral Console With Attached Com
puter Module" filed concurrently with the present application 
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on Sep. 8, 1998 and incorporated herein by reference. The 
ACM 605 and the peripheral console 610 are interfaced 
through an exchange interface system (XIS) bus 615. The XIS 
bus 615 includes power bus 616, video bus 617 and peripheral 
bus (XPBus) 618, which is also herein referred to as an 5 

interface channel. The power bus 616 transmits power 
betweenACM 605 and peripheral console 610. In a preferred 
embodiment power bus 616 transmits power at voltage levels 

16 
XPBus controller 965 receives the PCK signal after it has 
been buffered and operates at the clock speed of PCK. The 
buffered version of the clock signal PCK is used to generate 
the clock signal PCKR, the clock signal form the XPBus 
controller 965 to XPBus controller 915. Accordingly, PCKR 
also has the same frequency as that generated by the PLL 
clock 920. The synchronous operation of PCK and PCKR 
provides for improved reliability in the system. In another 
embodiment, PCKR may be generated independently ofPCK 
and may have a frequency different from that of PCK. It is to 
be noted that even when PCKR is generated from PCK, the 
slew between PCK and PCKR cannot be guaranteed because 
of the unknown cable length used for the XPBus. For a cable 
that is several feet long, the cable propagation delay alone can 
be several nano seconds. 

of 3.3 volts, 5 volts and 12 volts. Video bus 617 transmits 
video signals between the ACM 605 and the peripheral con- 10 

sole 610. In a preferred embodiment, the video bus 617 trans
mits analog Red Green Blue (RGB) video signals for color 
monitors, digital video signals (such as Video Electronics 
Standards Association (VESA) Plug and Display's Transition 
Minimized Differential Signaling (TMDS) signals for flat 15 

panel displays), and television (TV) and/or super video 
(S-video) signals. The XPBus 618 is coupled to host interface 
controller (HIC) 619 and to peripheral interface controller 
(PIC) 620, which is also sometimes referred to as a bay 
interface controller. 

As indicated in FIG. 9, PLL clock 970 is asynchronous 
with the XPBus controller 965. Instead, PLL clock 970 inde
pendently generates a clock signal that is used as a PCI clock 

20 signal on the secondary PCI bus 980. The secondary PCI bus 
980 operates at the same clock speed as the primary PCI bus 
930, namely at a frequency of33 MHz. 

In the embodiment shown in FIG. 6, HIC 619 is coupled to 
an integrated unit 621 that includes a CPU, a cache and a north 
bridge. In another embodiment, such as that shown in FIG. 7, 
the CPU 705 and north bridge 710 are separate rather than 
integrated units. In yet another embodiment, such as that 25 

shown in FIG. 8, the HIC and PIC are integrated with the 
north and south bridges, respectively, such that integrated 
HIC and north bridge nnit 805 includes an HIC and a north 
bridge, while integrated PIC and south bridge unit 810 
includes a PIC and a south bridge. 

FIG. 10 is a detailed block diagram of one embodiment of 
the HIC of the present invention. As shown in FIG. 10, HIC 
1000 comprises bus controller 1010, translator 1020, trans
mitter 1030, receiver 1040, a PLL 1050, an address/data 
multiplexer (AID MUX) 1060, a read/write controller (RD/ 
WR Cntl) 1070, a video serial to parallel converter 1080 and 
a CPU control & general purpose input/output latch/driver 

30 (CPU CNTL & GPIO latch/driver) 1090. 
FIG. 9 is a more detailed block diagram of one embodiment HIC 1000 is coupled to an optional flash memory BIOS 

configuration unit 1001. Flash memory unit 1001 stores basic 
input output system (BIOS) and PCI configuration informa
tion and supplies the BIOS and PCI configuration informa
tion to AID MUX 1060 and RD/WR Control1070, which 
control the programming, read, and write of flash memory 
unit 1001. 

of an HIC 905 and a PIC 955 of the present invention. HIC 
905 includes a peripheral component interconnect (PCI) bus 
controller 910, an XPBus controller 915, a phase lock loop 
(PLL) clock 920 and an input/output (IO) control925. Simi- 35 

larly, PIC 955 includes a PCI bus controller 960, an XPBus 
controller 965, a PLL clock 970 and an IO control 975. PCI 
bus controllers 910 and 960 are coupled to the primary and 
secondary PCI buses 930 and 980, respectively, and manage 
PCI transactions on the primary and secondary PCI buses 930 
and 980, respectively. Similarly, XPBus Controllers 915 and 
965 are coupled to XPBus 990. XPBus controller 915 drives 
the PCK line 991 and PD[0::3] and PCN lines 992 while 
XPBus controller 965 drives the PCKR lines 993, the PDR 
[0::3] and PCNR lines 994 and the RESET# line 995. 

Bus controller 1010 is coupled to the host PCI bus. which 
is also referred to herein as the primary PCI bus, and manages 

40 PCI bus transactions on the host PCI bus. Bus controller 1010 
includes a slave (target) nnit 1011 and a master unit 1016. 
Both slave unit 1011 and master unit 1016 each include two 
first in first out (FIFO) buffers, which are preferably asyn
chronous with respect to each other since the input and output 

45 of the two FIFOs in the master unit 1016 as well as the two 
PCI bus controller 910 receives PCI clock signals from the 

primary PCI bus 930 and is synchronized to the PCI clock. 
However, as indicated in FIG. 9, the XPBus controller 915 is 
asynchronous with the PCI bus controller 910. Instead, the 
XPBus controller receives a clock signal from the PLL clock 50 

920 and is synchronized therewith. PLL clock 920 generates 
a clock signal independent of the PCI clock. The asynchro
nous operation of the PCI bus and the XPBus allows the PCI 
Bus to change in frequency. for example as in a power down 
situation, without directly affecting the XPBus clocking. In 55 

the embodiment shown in FIG. 9, the PLL clock 920 gener
ates a clock signal having a frequency of 66 MHz, which is 
twice as large as the 33 MHz frequency of the PCI clock. (The 
clock signal generated by the PLL clock may have a clock 
speed different from, including lower than, 66 MHz. For 60 

example, in another embodiment, which is discussed in 
greater detail below, the PLL clock 920 generates a clock 
signal having a frequency of 132 MHz.) 

The XPBus 990 operates at the clock speed generated by 
the PLL clock 920. Therefore, PCK, the clock signal from the 65 

XPBus controller 915 to XPBus controller 965 has the same 
frequency as the clock signal generated by PLL clock 920. 

FIFOs in the slave nnit 1011 are clocked by different clocks, 
namely the PCI clock and the PCK. Additionally, slave unit 
1011 includes encoder 1022 and decoder 1023, while master 
unit 1016 includes encoder 1027 and decoder 1028. The 
FIFOs 1012, 1013, 1017 and 1018 manage data transfers 
between the host PCI bus and the XPBus, which in the 
embodiment shown in FIG. 10 operate at 33 MHz and 106 
MHz, respectively. PCI address/data (AD) from the host PCI 
bus is entered into FIFOs 1012 and 1017 before they are 
encoded by encoders 1022 and 1023. Encoders 1022 and 
1023 format the PCI address/data bits to a form more suitable 
for parallel to serial conversion prior to transmittal on the 
XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 1023 and 1028 to a form 
more suitable fortransmissionon the host PCI bus. Thereafter 
the decoded data and address information is passed through 
FIFOs 1013 and 1018 prior to being transferred to the host 
PCI bus. FIFOs 1012, 1013, 1017 and 1018, allow bus con
troller 1010 to handle posted and delayed PCI transactions 
and to provide deep buffering to store PCI transactions. 

Bus controller 1010 also comprises slave read/write con
trol (RD/WR Cntl) 1014 and master read/write control (RD/ 
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WR Cntl) 1015. RD/WR controls 1014 and 1015 are involved 
in the transfer of PCI control signals between bus controller 
1010 and the host PCI bus. 

Bus controller 1010 is coupled to translator 1020. Transla-
tor 1020 comprises encoders 1022 and 1027, decoders 1023 5 

and 1028, control decoder & separate data path unit 1024 and 
control encoder & merge data path unit 1025. As discussed 
above encoders 1022 and 1027 are part of slave data unitl 011 
and master data unit 1016, respectively, receive PCI address 
and data information from FIFOs 1012 and 1017, respec- 10 

tively, and encode the PCI address and data information into 
a form more suitable for parallel to serial conversion prior to 
transmittal on the XPBus. Similarly, decoders 1023 and 1028 
are part of slave data unit 1011 and master data unit 1016, 
respectively, and format address and data information from 15 

receiver 1040 into a form more suitable for transmission on 
the host PCI bus. Control encoder & merge data path unit 
1025 receives PCI control signals from the slave RD/WR 
control1014 and master RD/WR control1015. Additionally. 
control encoder & merge data path unit 1025 receives control 20 

signals from CPU CNTL & GPIO latch/driver 1090, which is 
coupled to the CPU and north bridge (not shown inFIG.10). 
Control encoder & merge data path unit 1025 encodes PCI 
control signals as well as CPU control signals and north 
bridge signals into control bits, merges these encoded control 25 

bits and transmits the merged control bits to transmitter 1030, 
which then transmits the control bits on the data lines PDO to 
PD3 and control line PCN of the XPBus. Examples of control 
signals include PCI control signals and CPU control signals. 

18 
serial bits output by the parallel to serial converters is 10 times 
higher than PCK rate, i.e., 1060 MHz. However, the rate at 
which data packets are transmitted on the XPBus is the same 
as the PCK rate, i.e., 106 MHz. As the PCI buses operate at a 
clock and bit rate of 33 MHz, the XPBus has a clock rate that 
is twice as large and a bit rate per bit line (channel) that is 100 
times as large as that of the PCI buses which it interfaces. 

Receiver 1040 receives serial bit packets on data lines 
PDRO to PDR3 and control line PCNR. Receiver 1040 also 
receives PCKR on the XPBus as well as the clock signal PCK 
from PLL 1050. The synchronizer (SYNC) 1044 of receiver 
1040 synchronizes the clock signal PCKR to the locally gen
erated clock signal, PCK, in order to capture the bits received 
from the XPBus into PCK clock timing. 

Serial to parallel converters 1042 convert the serial bit 
packets received on lines PDRO to PDR3 into parallel 
address/data and control bits that are sent to decoders 1023 
and 1028 and control decoder and separate data path unit 
1024, respectively. Serial to parallel converter 1043 receives 
control bit packets from control line PCNR, converts them to 
parallel control bits and sends the parallel control bits to 
control decoder & separate data path 1024. 

A lOx multiplier 1041 receives PCKR, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCKR into the serial to parallel converters 1042 and 1043. 
Because the bits on PD RO to PD R3 and PCNR are transmitted 
at a bit rate of 10 times the PCKR rate, the serial to parallel 
converters 1042 and 1043 perform bit shifting at 10 times the 
PCKR rate to convert the 10 bit packets into parallel bits. It is 
to be noted that the rate at which bit packets are transmitted on 
the XPBus is the same as the PCKR rate, i.e., 106 MHz. The 
parallel data and control bits are thereafter sent to decoders 
1023 and 1028 by way oftheAD[3::0] in line and to control 
decoder & separate data path unit 1024 by way ofCNTL in 
lines, respectively. 

A specific example of a control signal is FRAME# used in 30 

PCI buses. A control bit, on the other hand is a data bit that 
represents a control signal. Control decoder & separate data 
path unit 1024 receives control bits from receiver 1040 which 
receives control bits on data lines PDRO to PDR3 and control 
line PCNR of the XPBus. Control decoder & separate data 35 

path unit 1024 separates the control bits it receives from 
receiver 1040 into PCI control signals, CPU control signals 
and north bridge signals, and decodes the control bits into PCI 
control signals, CPU control signals, and north bridge signals 

Reset control unit 1045 of HIC 1000 receives the signal 
RESET#, which is an independent system reset signal, on the 

40 reset line RESET#. Reset control unit 1045 then transmits the 
reset signal to the CPU CNTL & GPIO latch/driver unit 1090. 

all of which meet the relevant timing constraints. 
Transmitter 1030 receives multiplexed parallel address/ 

data (AID) bits and control bits from translator 1020 on the 
AD[31::0] out and the CNTL out lines, respectively. Trans
mitter 1030 also receives a clock signal from PLL 1050. PLL 
1050 takes a reference input clock and generates PCK that 45 

drives the XPBus. PCK is asynchronous with the PCI clock 
signal and operates at 106 MHz, twice the speed of the PCI 
clock of33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed of 
future PCI buses. As a result of the higher speed, the XPBus 50 

may be used to interface two PCI or PCI -like buses operating 
at 106 MHz rather than 33 MHz or having 104 rather than 32 
multiplexed address/data lines. 

As may be noted from the above, the 32 line host and 
secondary PCI buses are interfaced by 1 0 XPBus lines (PDO, 
PDl, PD2, PD3, PCN, PDRO, PDR1, PDR2, PDR3, PCNR). 
Therefore, the interface channel, XPBus, of the present inven
tion uses fewer lines than are contained in either of the buses 
which it interfaces, namely the PCI buses. XPBus is able to 
interface such PCI buses without backup delays because the 
XPBus operates at a clock rate and a per line (channel) bit rate 
that are higher than those of the PCI buses. 

The multiplexed parallel AID bits and some control bits 
input to transmitter 1030 are serialized by parallel to serial 55 

converters 1032 of transmitter 1030 into 10 bit packets. These 

In addition to receiving a reset signal, the CPU CNTL & 
GPIO latch/driver 1090 is responsible for latching input sig
nals from the CPU and north bridge and sending the signals to 
the translator. It also takes decoded signals from the control 
decoder & separate data path unit 1024 and drives the appro
priate signals for the CPU and north bridge. 

bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 
converter 1033 into 10 bit packets and send out on control line 
PCN of the XPBus. 

A lOx multiplier 1031 receives PCK, multiplies it by a 
factor of 10 and feeds a clock signal 10 times greater than 
PCK into the parallel to serial converters 1032 and 1033. The 
parallel to serial converters 1032 and 1033 perform bit shift
ing at 10 times the PCK rate to serialize the parallel bits into 
10 bit packets. As the parallel to serial converters 1032 and 
1033 shift bits at 10 times the PCK rate, the bit rate for the 

In the embodiment shown in FIG. 10, video serial to par
allel converter 1080 is included in HIC 1000. In another 
embodiment, video serial to parallel converter 1080 may be a 

60 separate unit from the HIC 1000. Video serial to parallel 
converter 1080 receives serial video data on line VPD and a 
video clock signal VPCK from line VPCK of video bus 1081. 
It then converts the serial video data into 16 bit parallel video 
port data and the appropriate video port control signals, which 

65 it transmits to the graphics controller (not shown in FIG. 10) 
on the video port data [0:: 15] and video port control lines, 
respectively. 
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HIC 1000 handles the PCI bus control signals and control 
bits from the XPBus representing PCI control signals in the 
following ways: 

20 
Like HIC 1000, PIC 1100 handles the PCI bus control 

signals and control bits from the XPBus representing PCI 
control signals in the following ways: 

1. HIC 1000 buffers clocked control signals from the host 
PCI bus, encodes them into control bits and sends the encoded 5 

control bits to the XPBus; 

1. PIC 1100 buffers clocked control signals from the sec
ondary PCI bus. encodes them and sends the encoded control 
bits to the XPBus; 

2. HIC 1000 manages the signal locally; and 
3. HIC 1000 receives control bits from XPBus, translates 

the control bits into PCI control signals and sends the PCI 
control signals to the host PCI bus. 

FIG. 11 is a detailed block diagram of one embodiment of 
the PIC of the present invention. PIC 1100 is nearly identical 
to HIC 1000 in its function, except that HIC 1000 interfaces 
the host PCI bus to the XPBus while PIC 1100 interfaces the 
secondary PCI bus to the XPBus. Similarly, the components 
in PIC 1100 serve the same function as their corresponding 
components in HIC 1000. Reference numbers for compo
nents in PIC 1100 have been selected such that a component 
in PIC 1100 and its corresponding component in HIC 1000 
have reference numbers that differ by 500 and have the same 
two least significant digits. Thus for example, the bus con
troller in PIC 1100 is referenced as bus controller 1110 while 
the bus controller in HIC 1000 is referenced as bus controller 
1010. As many of the elements in PIC 1100 serve the same 
functions as those served by their corresponding elements in 
HIC 1000 and as the functions of the corresponding elements 
in HIC 1000 have been described in detail above, the function 
of elements of PIC 1100 having corresponding elements in 
HIC 1000 will not be further described herein. Reference may 
be made to the above description of FIG. 10 for an under
standing of the functions of the elements of PIC 1100 having 
corresponding elements in HIC 1000. 

As suggested above, there are also differences between 
HIC 1000 and PIC 1100. Some of the differences between 
HIC 1000 and PIC 1100 include the following. First, receiver 
1140 in PIC 1100, unlikereceiver1040 inHIC 1000, does not 
contain a synchronization unit. As mentioned above, the syn
chronization unit in HIC 1000 synchronizes the PCKR clock 
to the PCK clock locally generated by PLL 1050. PIC 1100 
does not locally generate a PCK clock and therefore, it does 
not have a locally generated PCK clock with which to syn
chronize the PCK clock signal that it receives from HIC 1000. 
Another difference between PIC 1100 and HIC 1000 is the 
fact that PIC 1100 contains a video parallel to serial converter 
1189 whereas HIC 1000 contains a video serial to parallel 
converter 1080. Video parallel to serial converter 1189 
receives 16 bit parallel video capture data and video control 
signals on the Video Port Data [0:: 15] and Video Port Control 
lines, respectively, from the video capture circuit (not shown 
in FIG. 11) and converts them to a serial video data stream that 
is transmitted on the VPD line to the HIC. The video capture 
circuit may be any type of video capture circuit that outputs a 
16 bit parallel video capture data and video control signals. 
Another difference lies in the fact that PIC 1100, unlike HIC 
1000, contains a clock doubler 1182 to double the video clock 
rate of the video clock signal that it receives. The doubled 
video clock rate is fed into video parallel to serial converter 
1182 through buffer 1183 and is sent to serial to parallel 
converter 1080 through buffer 1184. Additionally, reset con
trol unit 1135 in PIC 1100 receives a reset signal from the 
CPU CNTL & GPIO latch/driver unit 1190 and transmits the 
reset signal on the RESET# line to the HIC 1000 whereas 
reset control unit 1045 ofHIC 1000 receives the reset signal 
and forwards it to its CPU CNTL & GPIO latch/driver unit 

2. PIC 1100 manages the signal locally; and 
3. PIC 1100 receives control bits from XPBus, translates 

them into PCI control signals and sends the PCI control 
10 signals to the secondary PCI bus. 

PIC 1100 also supports a reference arbiter on the secondary 
PCI Bus to manage the PCI signals REQ# and GNT#. 

FIG. 12 is a table showing the symbols, signals, data rate 
and description of signals on the XPBus, where RTN indi-

15 cates a ground (GND) reference. In the above tables, P&D 
stands for plug and display and is a trademark of the Video 
Electronics Standards Association (VESA) for the Plug and 
Display standard, DDC2:SCL and DDC2:SDA stand for the 
VESA display data channel (DDC) standard 2 clock and data 

20 signals, respectively, SV stands for super video, V33 is 3.3 
volts, and V5 is 5.0 volts. TMDS stands for Transition Mini
mized Differential Signaling and is a trademark of Silicon 
Images and refers to their Panel Link technology, which is in 
turn a trademark for their LVDS technology. TMDS is used 

25 herein to refer to the Panel Link technology or technologies 
compatible therewith. 

FIG. 13 is a table showing the information transmitted on 
the XPBus during two clock cycles of the XPBus in one 
embodiment of the present invention where 10 data bits are 

30 transmitted in each clock cycle of the XPBus. In FIG. 13, AOO 
to A31 represent 32 bits ofPCI address A[31: :0], DOO to D31 
represent 32 bits ofPCI data D[31::0], BSO to BS3 represent 
4 bits of bus status data indicating the status of the XPBus, 
CMO# to CM3# represent 4 bits of PCI command informa-

35 tion, BEO# to BE3# represent 4 bits ofPCI byte enable infor
mation, and CNO to CN9 represent 10 bits of control infor
mation sent in each clock cycle. As shown in FIG. 13, for each 
of lines PDO to PD3, the 10 bit data packets contain one BS 
bit, one CM/BE bit, and eight AID bits. For the PCNline, the 

40 10 bit data packet contains 10 CN bits. The first clock cycle 
shown in FIG. 13 comprises an address cycle in which 4 BS 
bits, 4 CM bits, 32 A bits and 10 CN bits are sent. The second 
clock cycle comprises a data cycle in which 4 BS bits, 4 BE 
bits, 32 D bits and 10 CN bits are sent. The bits transmitted on 

45 lines PDO to PD3 represent 32 PCI AD[31: :0] signals, 4 PCI 
C/BE# [3::0] signals, and part of the function ofPCI control 
signals, such as FRAME#, IRDY#, and TRDY#. 

In the embodiment shown in FIG. 13, BSO to BS3 are sent 
at the beginning of each clock cycle. The bus status bits 

50 indicate the following bus cycle transactions: idle, address 
transfer, write data transfer, read data transfer, switch XPBus 
direction, last data transfer, wait, and other cycles. 

Bits representing signals transmitted between the CPU and 
South Bridge may also be sent on the lines interconnecting the 

55 HIC and PIC, such as lines PCN and PCNR. For example, 
CPU interface signals such as CPU interrupt (INTR ), Address 
20 Mask (A20M#), Non-Maskable Interrupt (NMI), System 
Management Interrupt (SMI#), and Stop Clock (STPCLK#), 
may be translated into bit information and transmitted on the 

60 XPBus between the HIC and the PIC. 

1090 because, in the above embodiment, the reset signal 65 

RESET# is unidirectionally sent from the PIC 1100 to the 
HIC 1000. 

FIG. 14 is a table showing the information transmitted on 
the XPBus during four clock cycles of the XPBus in another 
embodiment of the present invention where 10 data bits are 
transmitted in each clock cycle of the XPBus. In this embodi
ment, the XPBus clock rate is twice as large as the PCI clock 
rate. This allows sending data and address bits every other 
XPBus cycle. As can be seen in FIG. 14, there are no address 
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The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms of bit based lines. For example, in another embodi-

or data bits transmitted during the second or fourth XPBus 
clock cycle. The fact that the XPBus clock rate is higher than 
the PCI clock rate allows for compatibility of the XPBus with 
possible future expansions in the performance of PCI bus to 
higher data transfer and clock rates. 5 ment, the XPBus lines may be IEEE 1394lines. 

It is to be noted that although each of the lines PCK, PDO to 
PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and VPD 
is referred to as a line, in the singular rather than plural. each 
such line may contain more than one physical line. For 

In the embodiment shown in FIG. 14, there are 18 control 
bits, CNO to CN17, transmitted in every two XPBus clock 
cycles. The first bit transmitted on the control line in each 
XPBus clock cycle indicates whether control bits CNO to 
CN8 or control bits CN9 to CN17 will be transmitted in that 
cycle. A zero sent at the beginning of a cycle on the control 
line indicates that CNO to CN8 will be transmitted during that 
cycle, whereas a one sent at the beginning of a cycle on the 
control line indicates that CN9 to CN17 will be transmitted 
during that cycle. These bits also indicate the presence or 
absence of data and address bits during that cycle. A zero 
indicates that address or data bits will be transmitted during 
that cycle whereas a one indicates that no address or data bits 
will be transmitted during that cycle. 

10 example, in the embodiment shown in FIG. 23, each oflines 
PCK, PDO to PD3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 
conductive, is herein used interchangeably with a signal or bit 

15 channel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 
lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 
of physical lines is used to transmit one signal. For example, 

In one embodiment, BSO and BS1 are used to encode the 
PCI signals FRAME# and IRDY #,respectively. Additionally, 
in one embodiment, BS2 and BS3 are used to indicate the 
clock speed of the computer bus interface and the type of 
computer bus interface, respectively. For example. BS2 value 

20 a bit line or bit channel in an LVDS or IEEE 1394 interface 
consists of a pair of physical lines which together transmit a 
signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples ofbit lines include 
an LVDS line, an IEEE 13 94 line, and a Universal Serial Bus 
(USB) line. 

of zero may indicate that a 33 MHz PCI bus of32 bits is used 25 

whereas a BS2 value of one may indicate that a 66 MHz PCI 
bus of 32 bits is used. Similarly, a BS3 value of zero may 
indicated that a PCI bus is used whereas a BS3 value of one 
may indicated that another computer interface bus, such as an 
Institute of Electronics & Electrical Engineers (IEEE) 1394 
bus, is used. 

FIG.16 is a table showing the names, types, number of pins 
dedicated to, and the description of the primary bus PCI 

30 signals. The pins represent those between the host PCI bus 
and the HIC. 

FIG. 15 is a schematic diagram oflines PCK, PDO to PD3, 
and PCN. These lines are unidirectional LVDS lines for trans
mitting clock signals and bits such as those shown in FIGS.13 
and 14 from the HIC to the PIC. The bits on the PDO to PD3 35 

and the PCN lines are sent synchronously within every clock 
cycle of the PCK. Another set oflines, namely PCKR, PDRO 

FIG. 17 is a block diagram of the components in one 
computer system employing the present invention. The com
puter system comprises an attached computer module 
(ACM), a peripheral console (PCON), and the interconnec
tion apparatus between them. The ACM includes the central 
processing unit (CPU) 1710, system memory 1720, high per
formance devices 1750, primary mass storage 1730, and 
related interface and support circuitry 1740. The PCON 

to PDR3, and PCNR, are used to transmit clock signals and 
bits from the PIC to HIC. The lines used for transmitting 
information from the PIC to the HIC have the same structure 
as those shown in FIG. 15, except that they transmit data in a 
direction opposite to that in which the lines shown in FIG. 15 
transmit data. In other words they transmit information from 
the NC to the HIC. The bits on the PDRO to PDR3 and the 
PCNR lines are sent synchronously within every clock cycle 

40 includes primary display 1810, primary input 1820, second
ary mass storage 1750, other devices 1860, expansion slots 
1870, the primary power supply 1830, and related interface 
and support circuitry 1840. The interconnection apparatus 
1900 includes circuitry to convey power and operational sig-

45 nals between the ACM and PCON. 
of the PCKR. Some of the examples of control information 
that may be sent in the reverse direction, i.e., on PCNR line, 
include a request to switch data bus direction because of a 
pending operation (such as read data available), a control 
signal change in the target requiring communication in the 50 

reverse direction, target busy, and transmission error 
detected. 

Within theACM 1700, the CPU 1710 executes instructions 
and manipulates data stored in the system memory. The CPU 
1710 and system memory 1720 represent the user's core 
computing power. The core computing power may also 
include high performance devices 1750 such as advanced 
graphics processor chips that greatly increase overall system 
performance and which, because of their speed, need to be 
located close to the CPU. The primary mass storage 1730 
contains persistent copies of the operating system software, 
application software, configuration data, and user data. The 
software and data stored in the primary mass storage device 
represent the user's computing environment. Interface and 
support circuitry 17 40 primarily includes interface chips and 
signal busses that interconnect the CPU, system memory, 
high performance devices, and primary mass storage. The 
interface and support circuitry also connects ACM-resident 
components with the ACM-to-PCON interconnection appa
ratus as needed. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 55 

directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set oflines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 60 

slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 
fixed transmitter/master whereas the HIC is a fixed receiver/ 
slave. The LVDS lines ofXPBus, a cable friendly and remote 
system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

Within the PCON 1800, the primary display component 
65 1810 may include an integrated display device or connection 

circuitry for an external display device. This primary display 
device may be, for example, an LCD, plasma, or CRT display 
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screen used to display text and graphics to the user for inter
action with the operating system and application software. 
The primary display component is the primary output of the 
computer system, i.e., the paramount vehicle by which pro
grams executing on the CPU can communicate toward the 5 

herewith, and hereby incorporated by reference. The pre
ferred ACM-to-PCON interconnection 1900 includes cir
cuitry to transmit and receive parallel bus information from 
multiple signal paths as a serial bit stream on a single signal 
path. This reduces the number of physical signal paths 
required to traverse the interconnection 1900. Further, user. 

The primary input component 1820 of the PCON may 
include an integrated input device or connection circuitry for 
attachment to an external input device. The primary input 
may be, for example, a keyboard, touch screen, keypad, 
mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component is the 
paramount vehicle by which programs executing on the CPU 
receive signals from the user. 

The PCON may contain secondary mass storage 1850 to 
provide additional high capacity storage for data and soft
ware. Secondary mass storage may have fixed or removable 
media and may include, for example, devices such as diskette 
drives, hard disks, CD-ROM drives, DVD drives, and tape 
drives. 

The PCON may be enhanced with additional capability 
through the use of integrated "Other Devices" 1860 or add-on 
cards inserted into the PCON's expansion slots 1870. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry 1840 primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 
within the PCON. The interface and support circuitry also 
connects PCON-resident components with the ACM-to
PCON interconnection apparatus as needed. 

employing low-voltage differential signaling (LVDS) on the 
bit stream data paths provides very reliable, high-speed trans
mission across cables. This represents a further advantage of 

10 the present invention. 
The CPU component 1710 oftheACM functional circuitry 

1701 of the presently described embodiment comprises a 
microprocessor 1712, which is the chief component of the 
personal computer system, power supply connection point 

15 1713, and cache memory 1714 tightly coupled to the micro
processor 1712 by the CPU-to-cache bus 1714 comprising 
signal paths for address, data. and control information. The 
microprocessor 1712 of this embodiment is one of the models 
from the Pentium II family of processors from Intel Corpo-

20 ration. Microprocessor 1712 receives electrical power from 
power bus 1768 via connection point 1713. Microprocessor 
1712 couples to the Host Interface Controller (HI C) 1920 via 
CPU-to-HIC bus 1763 comprising signal paths to exchange 
control information such as an interrupt request. Micropro-

25 cessor 1712 also couples to CPU Bridge 1746 via CPU main 
bus 1764 comprising signal paths for address, data, and con
trol information. 

The CPU Bridge component 17 46 of the interface and 
support circuitry 17 40 operates to couple the high speed CPU 

30 main bus 1764 to specialty buses of varying speeds and capa
bility that connect other computer components. The CPU 
Bridge of the presently described embodiment incorporates 
memory controller circuitry, advanced graphics processor 
support circuitry, and a general, industry-standard PCI bus 

Importantly, the PCON houses the primary power supply 
1830. The primary power supply has sufficient capacity to 
power both the PCON and the ACM 1700 for normal opera
tion. Note that the ACM may include a secondary "power 
supply" in the form, for example, of a small battery. Such a 
power supply would be included in the ACM to maintain, for 
example, a time-of-day clock, configuration settings when 
the ACM is not attached to a PCON, or machine state when 
moving an active ACM immediately from one PCON to 40 

another. The total energy stored in such a battery would, 
however, be insufficient to sustain operation of the CPU at its 
rated speed, along with the memory and primary mass stor
age, for more than a fraction of an hour, if the battery were 
able to deliver the required level of electrical current at all. 

35 controller in a single package. A CPU Bridge 1746 such as the 
82443LX PCIIAGP Controller from Intel Corporation may 
be used. 

The system memory component 1720 of the ACM func
tional circuitry 1701 in the present embodiment comprises 
main system memory (RAM) 1722, BIOS memory 1724, and 
flash memory 1726. The system memory 1720 is used to 
contain data and instructions that are directly addressable by 
the CPU. The RAM 1722 comprises volatile memory devices 
such as DRAM or SDRAM memory chips that do not retain 

45 their stored contents when power is removed. This form of 
memory represents the largest proportion of total system 
memory 1720 capacity. The BIOS memory 1724 comprises 
non-volatile memory devices such as ROM or EPROM 
memory chips that retain their stored contents regardless of 

FIG. 18 is a block diagram of an attached computing mod
ule (ACM) 1700. The physical ACM package 1700 contains 
the ACM functional components 1701 and the ACM side of 
the ACM-to-PCON Interconnection 1900. The ACM 1701 
comprises a CPU component 1710, a system memory com
ponent 1720, a primary mass storage component 1730, a high 
performance devices components 1750, and an interface and 
support component 17 40. 

The ACM side of the ACM-to-PCON Interconnection 
1900 comprises a Host Interface Controller (HI C) component 
1920 and anACM connector component 1930. The HIC 1920 
and connector 1930 components couple the ACM functional 
components 1700 with the signals of an ACM-to-PCON 
interface bus 1910 used to operatively connect anACM with 

50 the application of power and are read-only memory under 
normal operating conditions. The BIOS memory 1724 stores, 
for example, start-up instructions for the microprocessor 
1712 and sets of instructions for rudimentary input/output 
tasks. The flash memory 1726 comprises non-volatile 

55 memory devices that retain their stored contents regardless of 
the application of power. Unlike the BIOS non-volatile 
memory, however, the stored contents of the flash memory 
1726 are easily changed under normal operating conditions. 
The flash memory 1726 may be used to store status and 

60 configuration data, such as security identifiers or ACM speci
fications like the speed of the microprocessor 1712. Some 
embodiments may combine the BIOS functions into the flash 
memory device, thus permitting BIOS contents to be rewrit-

a PCON. The ACM-to-PCON interface bus 1910 comprises 
conveyance for electrical power 1914 and signals for a 
peripheral bus 1912, video 1916, video port 1917, and con
sole type 1918. The preferred ACM-to-PCON Interconnec
tion 1900 is described in detail in a companion U.S. patent 
application Ser. No. 09/149,882, entitled "A Communication 65 

Channel and Interface Devices for Bridging Computer Inter
face Buses," by the same inventor, filed on the same day 

ten, improving field upgradability. 
The main system memory (RAM) 1722 is coupled to 

memory controller circuitry resident within the CPU Bridge 
1746 via direct memory bus 1765. The BIOS 1724 and flash 
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memory 1726 are coupled to HIC 1920 via switched memory 
bus 1766. This permits the BIOS 1724 and flash 1726 memo
ries to be accessed by circuitry in the HIC 1920 or other 
circuitry connected thereto. The direct memory bus 17 65 and 
the switch memory bus 1766 each comprises conductors to 5 

convey signals for data, address, and control information. 
The primary mass storage component 1730 of the ACM 

functional circuitry 1701 in the present embodiment com
prises a compact hard disk drive with an industry-standard, 
IDE interface. The hard disk drive (HDD) 1732 has a format- 10 

ted storage capacity sufficient to contain an operating system 
for the computer, application software desired by the user, 
and related user configuration and operating parameter data. 
The HDD 1732 in the present embodiment serves as the 

15 
"boot" device for the personal computer from which the 
operating system is loaded into RAM 1722 by the start-up 
program stored in the BIOS 1724. 

The present HDD 1732 has a capacity of approximately 
2,000 megabytes to provide adequate storage for common 20 

software configurations and reasonable space for user data. 
One example of a common software configuration includes 
the Windows 95 operating system from Microsoft Corpora
tion, a word processing program, a spreadsheet program, a 
presentation graphics program, a database program, an email 25 

program, and a web browser such as Navigator from Netscape 
Corporation. The hard disk 1732 stores program and data files 
for each software component, including files distributed by 
the vendor as well as files created or updated by operation of 
the software after it is installed. For example, a word proces- 30 

sor program may maintain information about a user's identity 
and latest preferences in an operating system registry file. Or, 
for example, the web browser may maintain a file of the user's 
favorite web sites or most recently viewed web pages. An 
HDD with 2000 megabyte capacity is readily available in the 35 

small size ofharddisk (e.g., 2.5-inchor3.5-inch) to minimize 
the space required within the ACM for the primary mass 
storage device 1730. 

The HDD 1732 is coupled to IDE controller circuitry 1748 
via IDE bus 1772. The IDE controller circuitry 1748 is 40 

coupled to the CPU Bridge 1746 via the Host PCI bus 1767. 
IDE controllers and busses, and the PCI bus are well known 
and understood in the industry. The above components oper-

26 
source external to the ACM and appearing as video port 
signals 1917 may be conveyed to theAGP 1752 via video port 
signal path 1771. 

Other types of high performance components may be 
included in different ACM configurations. For example, an 
interface to an extremely high speed data communication 
facility may be desirable in some future computer where 
CPU-to-network interaction is of comparable intensity to 
today's CPU-to-graphics interaction. Because such high per
formance components tend to be high in cost, their inclusion 
in the ACM is desirable. Inclusion of high cost, high perfor
mance components in the ACM concentrates a user's core 
computing power and environment in a portable package. 
This represents a further advantage of the invention. 

The interface and support component 1740 of the ACM 
functional circuitry 1701 in the present embodiment com
prises circuitry for power regulation 1742, clocking 1744, 
CPU Bridge 1746, IDE controller 1748, and signal convey
ance paths 1761-1774. The CPU Bridge 1746 couples the 
CPU component 1710 oftheACM 1700 with the other com
ponents oftheACM 1720-1750 and the CPU-to-PCON Inter
connection 1900. The CPU Bridge 1746 and IDE controller 
1748 have already been discussed. Power regulation circuitry 
1742 receives electrical power via the electrical power con
duction path 1914 of the CPU-to-PCON Interconnection 
1900, conditions and distributes it to the other circuitry in the 
ACM using power distribution bus 1768. Such regulation and 
distribution is well known and understood in the art. 

Clocking circuitry 17 44 generates clock signals for distri
bution to other components within theACM 1700 that require 
a timing and synchronization clock source. The CPU 1710 is 
one such component. Often, the total power dissipated by a 
CPU is directly proportional to the frequency of its main 
clock signal. The presently described embodiment of the 
ACM 1700 includes circuitry that can vary the frequency of 
the main CPU clock signal conveyed to the CPU via signal 
path 1762, in response to a signal received from the host 
interface controller (HIC) 1920 via signal path 1761. The 
generation and variable frequency control of clocking signals 
is well understood in the art. By varying the frequency, the 
power consumption of the CPU (and thus the entireACM) can 
be varied. 

The variable clock rate generation may be exploited to ate together to couple the hard disk drive 1732 to the micro
processor 1712. 

The high performance devices component 1750 of the 
ACM functional circuitry 1701 in the present embodiment 
comprises an Advanced Graphics Processor (AGP) 1752. The 
Model 740 Graphics Device froth Intel Corporation may be 
used in the present embodiment as the AGP. 

45 match the CPU power consumption to the available electrical 
power. Circuitry in the host interface controller (HI C) 1920 of 
the presently described embodiment adjusts the frequency 
control signal sent via signal path 1761 to the clocking cir
cuitry 17 44, based on the "console type" information signal 

50 1918 conveyed from the peripheral console (PCON) by the 
CPU-to-PCON interconnection 1900. In this arrangement, 
the console type signal originating from a desktop PCON 
would result in the generation of a maximum speed CPU 

Increases in computer screen size, graphics resolution, 
color depth, and visual motion frame rates, used by operating 
system and application software alike, have increased the 
computing power required to generate and maintain com
puter screen displays. AnAGP removes a substantial portion 55 

of the graphics computing burden from the CPU to the spe
cialized high-performance processor, but a high level of inter
action between the CPU and the specialized processor is 
nonetheless required. To maximize the effective contribution 
of having a specialized processor in the presently described 60 

embodiment, the AGP 1752 is located in the ACM 1700, 
where it is in close proximity to the microprocessor 1712. The 
AGP 1752 is coupled to the microprocessor 1712 via the 
advanced graphics port bus 1773 of the CPU Bridge 1746. 
The visual display signal generated by the AGP are conveyed 65 

toward actual display devices at the peripheral console 
(PCON) via video signal bus 1770. Video information from a 

clock. The desktop PCON, presumably has unlimited power 
from an electrical wall outlet and does not need to sacrifice 
speed for power conservation. The console type signal origi-
nating from a notebook PCON would, however, result in the 
generation of a CPU clock speed reduced from the maximum 
in order to conserve battery power and extend the duration of 
computer operation obtained from the energy stored in the 
battery. The console type signal originating from a notepad 
PCON would result in the generation of a CPU clock speed 
reduced further yet, the notepad PCON presumably having 
smaller batteries than the notebook PCON. Inclusion of con-
trol signals and circuitry to effect a CPU clock signal varying 
in frequency according to characteristics of the PCON to 
which the ACM is connected facilitates the movement of the 
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user's core computing power and environment to different 
work settings, which is a further advantage of the present 
invention. 

FIG. 19 illustrates an external view of one embodiment of 
anACM. The case 2010 oftheACM 1700 is generally rect- 5 

angular in shape, preferably constructed of a strong, light
weight, rigid material that will protect the internal compo
nents from mechanical and environmental exposure. Plastics 
may readily be used to construct the case 2010. The case 2010 
completely surrounds the internal components, being gener- 10 

ally an 8-sided box. FIG. 19 shows the top 2012, right 2014, 
and rear 2016 surfaces of the ACM case 2010. Rear edges 
2018 of the case joining the rear surface 2016 with its adjoin
ing surfaces may be beveled or rounded to facilitate insertion 

28 
configuration options recorded in flash memory. The LCD 
display 2050 provides display capability for a limited amount 
of information, most useful when the ACM is separated from 
a PCON (and is thus separated from a full-capability, primary 
display device). 

FIG. 19b illustrates one possible embodiment of a com
puter bay. A computer bay 1890 acts as a receptacle for 
lodging an ACM (such as the one shown in FIG. 20) within a 
desktop PCON. The illustrated computer bay 1890 provides 
anACM with housing and with signal flow, electrical ground
ing, heat transfer, and mechanical connections. While many 
physical arrangements between theACM and PCON are pos
sible, the use of an enclosed computer bay as the one illus
trated in FIG. 20b offers many advantages. For example, the 
illustrated computer bay 1890 provides physical protection 
for the ACM. The computer bay may also be easily incorpo
rated into industry standard form factors used in the manu
facture of desktop personal computers (e.g., the ACM and 
associated computer bay could be designed to fit within the 
volume occupied by a standard-size disk drive). 

The computer bay 1890 appearing in FIG. 20b is shown 
mounted within the confines of PCON case 1802. The com-
puter bay 1890 comprises frame 1891 and signal flow, 

of the ACM 1700 into the computer bay of the PCON. 15 

Notches 2040 may be formed by projecting small surfaces 
inward from otherwise generally flat surfaces of the ACM 
case 2010. The notches 2040 may be used to engage with 
mechanical devices mounted in and about a computer bay. 
Such mechanical devices can be employed to secure theACM 20 

into position within a computer bay for reliability and secu
rity. Openings 2017 are formed into the rear surface 2016 of 
the ACM case 2010 through which to project connectors 
1930a and 1930b. In one embodiment the case 2010 is 
approximately 5.75 inches wide by 6.5 inches deep by 1.6 25 grounding, cooling, and locking components as described 

below. Mounting flanges 1898 offrame 1891 may be used to 
attach the computer bay 1890 to the PCON structure. The 
computer bay 1890 is prominently defined by frame 1891 
generally forming a cavity in which to lodge an ACM. As 

inches high. 
Connectors 1930a and 1930b are part of the ACM-to

PCON Interconnection as described earlier in reference to 
FIGS. 3 and 4. When the ACM 1700 is inserted into the 
computer bay of a peripheral console (PCON), connectors 
1930a and 1930b mate with corresponding connectors 
located at the rear of the computer bay to electrically couple 
the ACM with the PCON containing the computer bay. 
Details concerning the ACM-to-PCON Interconnection can 
be found in the U.S. patent application entitled "A Commu
nication Channel and Interface Devices for Bridging Com-

30 such, the interior cavity formed by frame 1891 closely 
approximates the exterior dimensions of a compatible ACM. 
The top 1893, right 1894, and rear 1895 sides of the computer 
bay frame 1891 are visible. The computer bay frame 1891 
also includes substantial bottom and left sides which are not 

35 shown. The front side of the frame 1891 (not shown) is open 
to allow the insertion of the ACM. Frame 1891 is constructed 

puter Interface Buses," already incorporated herein by refer- of metal for strength and to facilitate the conductance of heat 
ence. The connectors 1930a and 1930b used in one and undesired electrical currents away from the ACM. 
embodiment are connectors complying with the Device Bay In the presently described embodiment, the weight of an 
industry standard as documented in "Device Bay Interface 40 insertedACM is largely borne by the bottom side (not shown) 
Specification," revision 0.85, Feb. 6, 1998. Such connectors of computer bay frame 1891. Alternative embodiments are 
have specifically been designed to stand up to the rigors of possible where, for example, the weight oftheACM is borne 
repeated insertion and withdrawal. by rails running longitudinally down the right and left sides of 

Cooling plate 2030 forms part of the top surface 2012 of the computer bay cavity that engage corresponding grooves 
ACM 1700. The cooling plate 2030 may be mounted to, or 45 running longitudinally down the right and left sides of an 
project through an opening formed in, case 2010. Similarly, ACM. 
electromagnetic interference (EMI)/electrostatic discharge FIG. 20 illustrates the internal component layout for one 
(ESD) rounding plate 2032 forms part of the right surface embodiment of an ACM. All components are contained 
2014 of ACM 1700. The grounding plate 2032 may be within the confines oftheACM case 510, except for connec-
mounted to, or project through an opening formed in, case 50 tors 1930a and 1930b which extend from the rear oftheACM 
2010. Cooling plate 2030 and grounding plate 2032 compres- 1700 to engage mating connectors (not shown) that will 
sively mate with counterparts when theACM is fully inserted couple the ACM circuitry with the PCON circuitry. Main 
into the computer bay. The counterparts located along the circuit board 2110 provides electrical connections for cir-
boundaries of the computer bay conduct dangerous heat and cui try within the ACM and mounting for many of its compo-
electrical charges away from the ACM. Inside the ACM, 55 nents 1724,1722,17221,1752,1742,1748,1920, and 1930. 
cooling plate 2030 thermally couples to heat-sensitive com- The fabrication and use of such circuits boards is well known 
ponents such as CPU 1710 by methods well known in the art. and understood in the art. Connector 2122 is also mounted on 
Similarly, grounding plate 2032 electrically couples to EMil main circuit board 2110 and mates with mobile processor 
ESD-sensitive components, such as a microprocessor, by module 2120. Mobile processor module 2120 represents a 
methods well known in the art. 60 form of packaging for a microprocessor and related compo-

LCD display 2050 forms part of the right surface 2014 of nents. The illustrated mobile processor module 2120 is a 
ACM 1700. The LCD display may be mounted to, or project self-contained unit that includes a microprocessor 1712, CPU 
through an opening formed in, case 2010. The LCD display cache 1714, and CPU bridge 17 46 operatively interconnected 
may contain indicators about the status of the ACM. Such by the manufacturer. An example of one such module is the 
indicators may display, for example, the time-of-day from a 65 Pentium Processor with MMX Technology Mobile Module 
time-of-day clock contained within the ACM, or the amount from Intel Corporation (order number 24 3515-001, Septem-
of charge remaining in an ACM-resident battery, or certain ber 1997). One skilled in the art recognizes that discrete 
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microprocessor, cache, and bridge could have been employed 
and mounted directly to the main circuit board. 

30 

The mobile processor module 2120 blocks the view, from 
the top, of the system BIOS 1724. Similarly, hard disk drive 
1732 hides RAM memory 1722, the high performance graph- 5 

ics processor 1752, the host interface controller 1920, and 
flash memory 1726. Memory upgrade socket 2130 remains 
exposed to facilitate installation of additional RAM memory 
1722. Power regulator 1742, like the memory upgrade socket, 
enjoys a generous amount of overhead clearance to accom- 10 

modate its vertical size. The area including IDE controller 

pixels. 640-by-480 resolution is popularly considered to be 
the minimum screen size to make practical use of the appli
cation software in widespread use today. One skilled in the an 
recognizes that the type and resolution of the display can vary 
greatly from embodiment to embodiment, depending on fac
tors such as cost and intended application. Any display device 
may be used, without departing from the scope and spirit of 
the invention, that provides principal visual output to the 
computer user for operating system and application software 
executing in its customary and intended fashion using the 
CPU component (1710 of FIG. 17) of an ACM presently 

17 48 also enjoys overhead clearance to facilitate a cable 
connection with the hard disk drive 1732. 

The functional interconnection and operation of compo
nents contained within theACM and depicted in FIG. 20 has 
already been described in relation to FIG. 18 for like num
bered items appearing therein. 

FIG. 21 is a block diagram of a peripheral console (PCON). 
A peripheral console couples with anACM to form an oper
ating personal computer system. The peripheral console 
(PCON) supplies an ACM with primary input, display, and 
power supply; the ACM supplies the core computing power 
and environment of the user. In the presently described 
embodiment the physical PCON package 200 contains the 
PCON functional components 1801 and the PCON side of the 
ACM -to-PCON Interconnection 1900. The PCON functional 
components 1801 comprise primary display 1810, a primary 
input 1820, a primary power supply 1830, interface and sup
port 1840, secondary mass storage 1850, other devices 1860, 
and expansion slots 1870. 

The PCON side of the ACM-to-PCON Interconnection 
1900 comprises a Peripheral Interface Controller (PIC) com
ponent 1940, a PCON connector component 1950, console
type component 1942, and flash memory device 1948. The 
PIC 1940 and connector 1950 components couple the PCON 
functional components 1801 with the signals ofanACM-to
PCON interface bus 1910 used to operatively connect an 
ACM with a PCON. The ACM-to-PCON interface bus 1910 
comprises conveyance for electrical power 1914 and signals 
for a peripheral bus 1912, video 1916, video port 1917, and 
console-type 1918. The preferredACM-to-PCON Intercon
nection 1900 is described in detail in the U.S. patent applica
tion entitled "A Communication Channel and Interface 
Devices for Bridging Computer Interface Buses," already 
incorporated herein by reference. 

coupled to PCON 1800. 
Integrated display panel 1812 is coupled to video signal 

bus 1849 and displays a screen image in response to video 
15 signals presented on bus 1849. Certain pins of connector 1950 

receive video output signals 1916 of the ACM-to-PCON 
interface bus 1910 from a mated connector that is coupled to 
an ACM. These certain pins of connector 1950 couple to 
video signal bus 1849 which conveys the video output signals 

20 316 throughout the PCON 1800 as needed. Video connector 
1813 is exposed at the exterior ofPCON 1800 and couples to 
video signal bus 1849. Connector 1813 permits easy attach
ment of an external display device that is compatible with the 
signals carried by bus 1849, such as a CRT monitor (not 

25 shown). The external display device may be used in addition, 
or as an alternative, to integrated display panel1812. 

The isolation of the relatively heavy and sizable primary 
display 1810 from the core computing power and user envi
ronment contained within an ACM represents a further 

30 advantage of the present invention. 
The primary input component 1820 of the PCON func

tional circuitry 1801 of the presently described embodiment 
comprises keyboard interface circuitry 1822, keyboard con
nector 1823, pointer interface circuitry 1824, and pointer 

35 connector 1825. Keyboard interface circuitry 1822 and 
pointer interface circuitry 1824 connect to ISA bus 1845 and 
are thereby coupled to the CPU component (1710 of FIG. 17) 
of any ACM attached to PCON 1800. Keyboard interface 
circuitry 1822 interfaces a standard computer keyboard (not 

40 shown), attached at connector 1823, to ISA bus 1845. Pointer 
interface circuitry 1822 interfaces a standard computer point
ing device (not shown), such as a computer mouse attached at 
connector 1825, to ISA bus 1845. Computer keyboards, 
pointing devices, connectors 1823. 1825. keyboard interface 

45 circuitry 1822, and pointer interface circuitry 1824 are well 
known in the art. The isolation of the relatively heavy and 
sizable primary input devices 1820 from the core computing 
power and user environment contained within an ACM rep-

Connector component 1950 may be selected to mate 
directly with the connector component 1930 of an ACM 
(shown in FIG. 18). Alternatively, connector component 1950 
may be selected to mate with, for example, the connector on 
one end of a cable intervening between the PCON and an 50 

ACM in a particular embodiment, such as cable 1964 shown 

resents a further advantage of the present invention. 
The primary power supply component 1830 of the PCON 

functional circuitry 1801 of the presently described embodi
ment provides electrical energy for the sustained, normal 
operation of the PCON 1800 and any ACM coupled to con
nector 1950. The power supply may be of the switching 

in FIG. 19B. The ACM-to-PCON interconnection described 
in the aforementioned companion patent application has the 
advantage of providing reliable signal conveyance across low 
cost cables. 

Flash memory device 1948 provides non-volatile storage. 
This storage may be accessible to devices in both the ACM 
and the PCON, including the host interface controller and the 
peripheral interface controller to which it is connected. As 
such, flash memory 1948 may be used to store configuration 
and security data to facilitate an intelligent mating between an 
ACM and a PCON that needs no participation of the CPU. 

The primary display component 1810 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises integrated display panel1812 and video connector 
1813. Integrated display panel1812 is a color LCD display 
panel having a resolution of 640 horizontal by 480 vertical 

55 variety well known in the art that receives electrical energy 
from anAC source 1889, such as a wall outlet. Power supply 
1830 reduces the alternating current input voltage, to anum
ber of distinct outputs of differing voltages and current 
capacities. The outputs of power supply 1830 are applied to 

60 power bus 1831. Power bus 1831 distributes the power supply 
outputs to the other circuitry within the PCON 1800. Bus 
1831 also connects to certain pins of connector 1950 to pro
vide the electrical power 1914 for an ACM conveyed by 
ACM-to-PCON interconnection 1900. The isolation of the 

65 usually heavy power supply 1830 from the core computing 
power and user environment contained within the ACM rep
resents a further advantage of the present invention. 
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The interface and support component 1840 of the PCON 
functional circuitry 1801 of the presently described embodi
ment comprises peripheral bridge 1846, diskette controller 
1842, IDE controller 1848, and signal conveyance paths 
1841, 1843, 1844, 1845, 1847 and 1849. Peripheral bridge 5 

1846 couples PCI peripheral bus 1841 with peripheral busses 
of other formats such as ISA peripheral bus 1845 and others 
1847. PCI and ISA peripheral busses are industry standards, 
well known and understood in the art. Other peripheral busses 
1847 may include, for example, a bus compliant with the 10 

universal serial bus (USB) industry standard. While other 
embodiments of a peripheral console 1800 may include a 
single peripheral bus that is coupled to an attached ACM via 
ACM-to-PCON interconnection 1900, such as PCI bus 1841, 
this embodiment includes peripheral bridge 1846 to establish 15 

additional busses 1845, 1847. The additional busses 1845, 
1847 permit the use of the many low-cost and readily avail
able components compatible with these bus specifications. 

Diskette controller 1842 interfaces a floppy disk drive 1854 
with the CPU component 1710 of an attachedACM (shown in 20 

FIG. 18) so that the CPU may control and use the diskette 
drive 1854 hardware to store and retrieve data. Diskette con
troller 1842 couples to the CPU via a connection to ISA bus 
1845. Diskette controller 1842 connects to the diskette drive 

32 
signal for processing by the computer. Video capture cards at 
present are considered a specialty, i.e., not ubiquitous, com
ponent of personal computer systems. Digitized picture infor-
mation from video capture card 1860 is carried via signal 
conveyance path 1844 to the peripheral interface controller 
1940 which transforms it to the video port signals 1917 of the 
ACM-to-PCON interconnection 1900 for coupling to the 
advanced graphics processor 1752 in an attached ACM 
(shown in FIG. 18). 

Video capture card 1860 is merely representative of the 
many types of "other" devices that may be installed in a 
PCON to expand the capabilities of the personal computer. 
Sound cards and laboratory data acquisition cards are other 
examples. Video capture card 1860 is shown installed in one 
of expansion slots 1870 for coupling to the interface and 
control circuitry 1840 of the PCON. Any of other devices 
1860 could be coupled to the interface and control circuitry 
1840 of the PCON by different means, such as direct instal
lation on the circuit board that includes the interface and 
control circuitry 1840; e.g., a motherboard. 

The expansion slots component 1870 of the PCON func
tional circuitry 1801 of the presently described embodiment 
comprises PCI connectors 1871 and ISA connectors 1872. A 
circuit card may be inserted into one of the connectors 1871, 

1854 via one of device cables 1843. 
Similarly, IDE controller 1848 interfaces a hard disk drive 

1852 and a CDROM drive 1856 with the CPU component 
1710 of an attachedACM (shown in FIG. 18) so that the CPU 
may control and use the hard disk drive 1852 and CD ROM 
1856 hardware to store and retrieve data. IDE controller 1848 
couples to the CPU via connection to PCI peripheral bus 
1841. IDE controller 1848 connects to each of hard disk drive 
1852 and CD-ROM drive 1856 via one of device cables 1843. 

25 1872 in order to be operatively coupled with the CPU1710 of 
an attached ACM (shown in FIG. 18). Each of connectors 
1871 electrically connects to PCI bus 1841, and may receive 
and hold a printed circuit card which it electrically couples to 
PCI bus 1841. Each of connectors 1872 electrically connects 

30 to ISA bus 1845, and may receive and hold a printed circuit 
card which it electrically couples to ISA bus 1845. The PCI 
1841 and ISA 1845 busses couple to the CPU 1710 of an 
attached ACM (shown in FIG. 18) by circuitry already 
described. Some embodiments of PCON 1800 may take advantage of 

VLSI integrated circuits such as an 82371SB (PIIX4) inte- 35 

grated circuit from Intel Corporation. An 823 71 SB integrated 
circuit includes circuitry for both the peripheral bridge 1846 
and the IDE controller 1848 in a single package. 

The secondary mass storage component 1850 of the PCON 
functional circuitry 1801 of the presently described embodi- 40 

ment comprises diskette drive 1854, hard disk drive 1852, and 
CD-ROM drive 1856. Secondary mass storage 1850 gener
ally provides low-cost, non-volatile storage for data files 
which may include software program files. Data files stored 

An embodiment of a detachable computing module in 
accordance with the present invention, for attachment to a 
peripheral console for forming a fully operational computer 
system, comprises, an enclosure, a CPU, a memory coupled 
to said CPU, and a mass storage coupled to said CPU. The 
module further comprises interconnection circuitry coupled 
to said CPU, said interconnection circuitry connectable to a 
peripheral console. The CPU is uncoupled from any primary 
input circuitry when said interconnection circuitry is discon
nected from a peripheral console. 

An alternative embodiment of a detachable computing 
module in accordance with the present invention, for attach
ment to a peripheral console for forming a fully operational 
computer system, comprises an enclosure, a CPU, a memory 
coupled to said CPU, and a mass storage coupled to said CPU. 
The module further comprises interconnection circuitry 
coupled to said CPU, said interconnection circuitry connect-
able to a peripheral console. The CPU is uncoupled from any 
primary output circuitry when said interconnection circuitry 
is disconnected from a peripheral console. 

Various modifications to the preferred embodiment can be 
made without departing from the spirit and scope of the 
invention. (A limited number of modifications have already 
been described in the preceding discussion.) For example, a 
particular embodiment may insert another layer of bus bridg-

on secondary mass storage 1850 are not part of a computer 45 

user's core computing power and environment. Secondary 
mass storage 1850 may be used to store, for example, seldom 
used software programs, software programs that are used 
only with companion hardware devices installed in the same 
peripheral console 1800, or archival copies of data files that 50 

are maintained in primary mass storage 1750 of an ACM 
(shown in FIG. 18). Storage capacities for secondary mass 
storage 1850 devices may vary from the 1.44 megabytes of 
the 3.5-inch high density diskette drive 1854, to more than 10 
gigabytes for a large format (5-inch) hard disk drive 1852. 55 

Hard disk drive 1852 employs fixed recording media, while 
diskette drive 1854 and CD-ROM drive 1856 employ remov
able media. Diskette drive 1854 and hard disk drive 1852 
support both read and write operations (i.e., data stored on 
their recording media may be both recalled and modified) 
while CD-ROM drive 1856 supports only read operations. 

60 ing between the CPU bridge and the Peripheral bridge. This 
may be desirable if, for example, a vendor wants to imple
ment a proprietary, general-purpose bus having intermediate 
performance characteristics that fall between those of the 
high-performance general purpose bus originating at the 

The other devices component 1860 of the PCON functional 
circuitry 1801 of the presently described embodiment com
prises a video capture card. A video capture card accepts 
analog television signals, such as those complying with the 
NTSC standard used for television broadcast in the United 
States, and digitizes picture frames represented by the analog 

65 CPU, and the slower general purpose PCI bus. Thus, the 
foregoing description is not intended to limit the invention as 
set forth. 
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Inmost embodiments, theACM includes an enclosure such 
as the one described with the following components, which 
should not be limiting: 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 

10 

34 
computer interface ("PCI") bus 2231, 2232. A power regula
tor 435 is disposed near the PCI bus. 

In a specific embodiment, north bridge nnit 2221 often 
couples to a computer memory, to the graphics accelerator 
2223, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 2223 typically couples 
to a graphics memory 2223, and other elements. IDE control
ler 2229 generally supports and provides timing signals nec-
essary for the IDE bus. In the present embodiment, the IDE 
controller is embodied as a 643U2 PCI-to IDE chip from 
CMD Technology, for example. Other types of buses than 
IDE are contemplated, for example EIDE, SCSI, 1394, and 
the like in alternative embodiments of the present invention. 

The hard drive module or mass storage unit 2220 typically 7) An interface device and connectors to peripheral con
sole; 

8) A software controllable mechanical lock, lock control 
means, and other accessories. 

The ACM connects to a peripheral console with power 
supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

15 includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 

20 MacOS8, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 2220 includes a hard disk drive. The 

FIG. 22 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi- 25 

nary skill in the an would recognize other variations, modifi
cations. and alternatives. The layout diagram illustrates the 
top-view of the module 22, where the backside components 
(e.g., Host Interface Controller) are depicted in dashed lines. 
The layout diagram has a first portion, which includes a 30 

central processing unit ("CPU") module 2200, and a second 
portion, which includes a hard drive module 2220. A common 
printed circuit board 2237 houses these modules and the like. 
Among other features, the ACM includes the central process
ing unit module 2200 with a cache memory 2205, which is 35 

coupled to a north bridge nnit 2221, and a host interface 
controller 2201. The host interface controller includes a lock 
control2203. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 
connectors 2217. Here, the CPU module is spatially located 40 

near connector 2217. 

hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 2240 may also support other interfaces than IDE. 
Among other features, the computer system includes anACM 
with security protection. The ACM connects to the console, 
which has at least the following elements, which should not 
be limiting. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive; 
5) Commnnication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 
a variety of thermal components for heat dissipation, a frame 

The CPU module can use a suitable microprocessing nnit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor- 45 

poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, host interface controller 2201 is 
coupled to BIOS/flash memory 2205. Additionally, the host 
interface controller is coupled to a clock control logic, a 55 

configuration signal, and a peripheral bus. The present inven
tion has a host interface controller that has lock control 2203 

50 that provides connector aligrm1ent, and a lock engagement, 
which secures the ACM to the console. The bay also has a 
printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface 
between the ACM and other accessories. 

to provide security features to the presentACM. Furthermore, 
the present invention uses a flash memory that includes codes 
to provide password protection or other electronic security 
methods. 

The second portion of the attached computer module has 
the hard drive module 2220. Among other elements, the hard 
drive module includes north bridge 2221, graphics accelera
tor 2223, graphics memory 2225, a power controller 2227, an 
IDE controller 2229, and other components. Adjacent to and 
in parallel alignment with the hard drive module is a personal 

FIG. 23 is a simplified block diagram 2300 of a security 
system for a computer module according to an embodiment 
of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 

60 modifications, and alternatives. The block diagram 2300 has 
a variety of features such as those noted above, as well as 
others. In the present diagram, different reference numerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 2300. 
65 The module 2300 has a central processing nnit, which com

municates to a north bridge 2341, byway ofaCPUbus 2327. 
The north bridge couples to main memory 2323 via memory 
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bus 2329. The main memory can be any suitable high speed 
memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 
DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the application. 
Alternatively, the main memory can be coupled directly with 
the CPU in some embodiments. The north bridge also couples 
to a graphics subsystem 2315 via bus 2342. The graphics 
subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 10 

video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive that serves as a main memory unit for pro
grams and the like. The hard disk can be any suitable drive 15 

that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 21h inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 2302 and 20 

2331. The hard disk drive controller couples to the north 
bridge by way of the host PCI bus, which connects bus 2337 
to the north bridge. The hard disk includes computer codes 
that implement a security program according to the present 
invention. Details of the security program are provided below. 25 

The attached computer module also has a flash memory 
device 23 05 with a BIOS. The flash memory device 23 05 also 
has codes for a user password that can be stored in the device. 
The flash memory device generally pewits the storage of such 
password without a substantial use of power, even when 30 

disconnected. As merely an example, the flash memory 
device has at least 4 Meg. or greater of memory, or 16 Meg. or 
greater of memory. A host interface controller 2307 commu
nications to the north bridge via bus 2335 and host PCI bus. 
The host interface controller also has a Lock control 2309, 35 

which couples to a lock. The lock is attached to the module 
and has a manual override to the lock on the host interface 
controller in some embodiments. Host interface controller 
2307 communicates to the console using bus 2311, which 
couples to connection 2313. 40 

36 
of functions. As merely an example, these functions include: 
(1) fixed time period in which the ACM can be used, e.g., 
ACM carmot be used at night; (2) programmed ACM to be 
used after certain date, e.g., high security procedure during 
owner's vacation or non use period; (3) other uses similar to 
a programmable time lock. Further details of the present 
real-time clock are described in the application listed under 
Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code is 
stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be placed 
in the device by a one time programming techniques using, 
for example, fuses or the like. The present password or user 
code provides a permanent "finger print" on the device, which 
is generally hardware. The permanent finger print can be used 
for identification purposes for allowing the user of the hard
ware to access the hardware itself, as well as other systems. 
These other systems include local and wide area networks. 
Alternatively, the systems can also include one or more serv
ers. The present password and user identification can be quite 
important for electronic commerce applications and the like. 
In one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program, which is described below in more 
detail. 

In one aspect of the invention, the user password is pro-
grammable. The password can be programmable by way of 
the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 
4) Automatic HDD lock out if tempering is detected. 
In still a further embodiment, the present invention also 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user pass
word, which can be stored in the flash memory device 505. By 
way of the flash memory device, the password does not 
become erased by way of power failure or the lock. The 
password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 
it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 
devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

45 includes a method for reading a permanent password or user 
identification code to identify the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass
word or user code is stored in the central processing unit. The 

In a specific embodiment, the present invention also 
includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz508thatcouples to areal-time clock 
circuit. The real-time clock circuit can be in the host interface 
controller. An energy source 506 such as a battery can be used 

50 password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 
present password or user code provides a permanent "finger 

55 print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes for 
allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 
local and wide area networks. Alternatively, the systems can 

60 also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica
tion can be quite important for electronic commerce applica-

to keep the real-time clock circuit running even when the 65 

ACM has been removed from the console. The real-time 

tions and the like, which verify the user code or password. In 
one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 

clock can be used by a security program to perform a variety the security program. 
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7. The computer system of claim 6, wherein the computer 
modules are similar in design to each other. 

8. The computer system of claim 6, wherein the console 
further comprises a second interface controller to communi
cate with the first interface controller of at least one of the 
computer modules through the LVDS charmel of the at least 
one of the computer modules. 

The above embodiments are described generally in terms 
ofhardware and software. It will be recognized, however, that 
the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 
further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 
variations, modifications, and alternatives. 

9. The computer system of claim 6, wherein the console 
further comprises an Ethernet hub controller coupled to the 

10 Ethernet controller of at least one of the computer modules to 
communicate with the external network. While the above is afull description of the specific embodi

ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 
the present invention which is defined by the appended 15 

claims. 
What is claimed is: 
1. A computer system comprising: 
a console comprising 

a plurality of coupling sites, 20 

a serial communication hub controller, and 
an enclosure housing the coupling sites and the serial 

communication hub controller; and 
a plurality of computer modules coupled to respective ones 

of the coupling sites, at least one of the computer mod- 25 

ules comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) charmel com

prising two sets of unidirectional, multiple serial bit 30 

charmels to transmit data in opposite directions, 
a serial controller coupled to the serial communication 

hub controller, and 
a first interface controller coupled to the LVDS channel 

to communicate an encoded serial bit stream of 35 

Peripheral Component Interconnect (PCI) bus trans-
action. 

10. The computer system of claim 6, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

11. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a slot, 

a power supply, and 
an enclosure housing the coupling sites and the power 

supply; and 
a plurality of computer modules, each of the computer 

modules coupled to a respective one of the coupling sites 
through the slot of the respective one of the coupling 
sites, each of the computer modules comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) charmel com

prising two sets of unidirectional, multiple serial bit 
charmels in opposite directions, and 

an interface controller coupled to the LVDS channel to 
transmit encoded Peripheral Component Interconnect 
(PCI) bus transaction data, 

wherein the computer modules receive power from the 
power supply upon coupling to the console. 

12. The computer system of claim 11, wherein the com
puter modules are similar in design to each other. 

2. The computer system of claim 1, wherein the computer 
modules are similar in design to each other. 

3. The computer system of claim 1, wherein the console 
further comprises a second interface controller to communi
cate with the at least one of the computer modules through the 
LVDS charmel. 

13. The computer system of claim 11, wherein at least one 
of the computer modules further comprises an Ethernet con-

40 troller to communicate with an external network. 
14. The computer system of claim 11, wherein the console 

further comprises a mass storage device that is shared 
between the computer modules. 

4. The computer system of claim 1, wherein the console 
further comprises a hard disk drive coupled to the at least one 
of the computer modules. 

15. The computer system of claim 11, wherein the encoded 
45 PCI bus transaction data comprises encoded PCI address and 

data bits. 
5. The computer system of claim 1, wherein the encoded 

serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

6. A computer system comprising: 
a console comprising 

a plurality of coupling sites, and 
an enclosure housing the coupling sites; and 

a plurality of computer modules coupled to respective ones 

50 

of the coupling sites, each of the computer modules 55 

comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) charmel com

prising two sets of unidirectional, multiple serial bit 60 

charmels in opposite directions, 
an Ethernet controller to communicate with an external 

network, and 
a first interface controller coupled to the LVDS channel 

to communicate an encoded serial bit stream of 65 

Peripheral Component Interconnect (PCI) bus trans
action. 

16. A computer system comprising: 
a console comprising 

a plurality of coupling sites, 
a power supply, 
a low voltage differential signal (LVDS) charmel com

prising two sets of unidirectional, multiple serial bit 
charmels in opposite directions, 

an interface controller coupled to the LVDS channel to 
communicate an encoded serial bit stream of Periph
eral Component Interconnect (PCI) bus transaction, 
and 

an enclosure housing the coupling sites, the power sup
ply, the LVDS channel, and the interface controller; 
and 

a computer module coupled to one of the coupling sites and 
comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
a mass storage device coupled to the processing unit, 

wherein the computer module receives power from the 
power supply for operation. 
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17. The computer system of claim 16, wherein the mass 
storage device comprises a flash memory. 

18. The computer system of claim 16, wherein the com
puter module further comprises a serial controller coupled to 
the console for data communication. 

19. The computer system of claim 16, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

20. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a connector, 

10 

a pair of unidirectional, multiple serial bit, low voltage 
differential signal (LVDS) channels to transmit 

15 
encoded Peripheral Component Interconnect (PCI) 
bus transaction data in opposite directions, and 

an enclosure housing the coupling sites and the LVDS 
channels; and 

a computer module coupled to one of the coupling sites 20 

through the connector of the one of the coupling sites, 
the computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device comprising a flash memory, and 25 

a serial communication controller, 
wherein the serial communication controller is coupled to 

the console for data communication upon coupling of 
the computer module to the console. 

21. The computer system of claim 20, wherein the data 30 

communication of the serial communication controller com
prises Universal Serial Bus (USB) communication. 

22. The computer system of claim 20, wherein the com
puter module further comprises a computing environment for 
a personal computer user. 35 

23. A computer system comprising: 
a console comprising 

a plurality of coupling sites, at least one of the coupling 
sites comprising a connector, 

a Digital Versatile Disk (DVD) drive, 40 

a first differential signal channel comprising a pair of 
unidirectional, serial bit channels to transmit data in 
opposite directions, and 

an enclosure housing the coupling sites, the DVD drive, 
and the first differential signal channel; and 45 

a computer module coupled to the at least one of the cou
pling sites through the connector, the computer module 
comprising 
a processing unit, 
a main memory coupled to the processing unit, 50 

a mass storage device comprising a flash memory, 
a second differential signal channel comprising a pair of 

unidirectional, serial bit channels to transmit data in 
opposite directions, and 

an interface controller coupled to the console through 55 

the second differential signal channel and the connec
tor, 

wherein the first differential signal channel and the second 
differential signal channel are coupled to each other 
upon insertion of the computer module into the console. 60 

24. The computer system of claim 23, wherein the com
puter module further comprises a computing environment for 
a personal computer user. 

25. The computer system of claim 23, wherein the console 
further comprises a power supply, and the computer module 65 

receives power from the power supply upon insertion of the 
computer module into the console. 

40 
26. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a connector, 

a power supply, 
an integrated Liquid Crystal Display (LCD), 
a first differential signal channel comprising a pair of 

unidirectional, serial bit channels to transmit data in 
opposite directions, and 

an enclosure housing the coupling sites, the power sup
ply, the LCD, and the first differential signal channel; 
and 

a computer module coupled to one of the coupling sites 
through the connector of the one of the coupling sites, 
the computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device comprising a flash memory, and 
a second differential signal channel comprising a pair of 

unidirectional, serial bit channels to transmit data in 
opposite directions, 

wherein the first differential signal channel and the second 
differential signal channel are coupled to each other 
upon insertion of the computer module into the console, 
and the computer module is at least partially powered by 
the power supply for operation. 

27. The computer system of claim 26, wherein the com
puter module further comprises a computing environment for 
a personal computer user. 

28. The computer system of claim 26, wherein the console 
further comprises a Digital Versatile Disk (DVD) drive. 

29. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a connector, and 

a first pair of unidirectional, multiple bit, low voltage 
differential signal (LVDS) channels to transmit 
encoded Peripheral Component Interconnect (PCI) 
bus transaction as serial data along a pair of directions 
that are different from each other; and 

a computer module coupled to one of the coupling sites 
through the connector of the one of the coupling sites, 
the computer module comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a mass storage device coupled to the processing unit, 
a second pair of unidirectional, multiple bit, LVDS chan

nels to transmit encoded PCI bus transaction as serial 
data along a pair of directions that are different from 
each other, and 

an interface controller coupled to the second pair of 
LVDS channels, 

wherein the interface controller is coupled to the console 
for data communication upon coupling of the computer 
module to the console. 

30. The computer system of claim 29, wherein the console 
further comprises a Digital Versatile Disk (DVD) drive. 

31. The computer system of claim 29, wherein the com
puter module further comprises a password mechanism to 
control access to the computer module. 

32. The computer system of claim 20, wherein the encoded 
PCI bus transaction data comprises encoded PCI address and 
data bits. 
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33. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a slot, 

a mass storage device, and 
an enclosure housing the coupling sites and the mass 

storage device; and 
a plurality of computer modules, each of the computer 

modules coupled to a respective one of the coupling sites 
through the slot of the respective one of the coupling 10 

sites, each of the computer modules comprising 
a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com-

15 
prising two sets of unidirectional, multiple serial bit 
channels in opposite directions, 

a serial communication controller, and 
an interface controller coupled to the LVDS channel to 

transmit encoded Peripheral Component Interconnect 20 

(PCI) bus transaction data, 
wherein the computer modules are similar in design to each 

other, and wherein the mass storage device is coupled to 
the computer modules during operation. 

34. The computer system of claim 33, wherein the serial 25 

communication controller of at least one of the computer 
modules is coupled to the console for data communication. 

35. The computer system of claim 33, wherein the console 
further comprises a power supply to supply power to the 
computer modules. 30 

36. The computer system of claim 33, wherein the encoded 
PCI bus transaction data comprises encoded PCI address and 
data bits. 

37. A computer system comprising: 
a console comprising 

a plurality of coupling sites, each of the coupling sites 
comprising a slot, 

a mass storage device, and 

35 

an enclosure housing the coupling sites and the mass 40 

storage device; and 
a plurality of computer modules, each of the computer 

modules coupled to a respective one of the coupling sites 
through the slot of the respective one of the coupling 
sites, at least one of the computer modules comprising 45 

a processing unit, 
a main memory coupled to the processing unit, 
a low voltage differential signal (LVDS) channel com

prising two sets of unidirectional, multiple serial bit 
channels in opposite directions, 50 

a serial communication controller, and 
an interface controller coupled to the LVDS channel to 

transmit encoded Peripheral Component Interconnect 
(PCI) bus transaction data, 

wherein the computer modules are similar in design to each 55 

other, and wherein the at least one of the computer 
modules is configured to provide protection against fail
ure of another one of the computer modules. 

38. The computer system of claim 37, wherein the serial 
communication controller of the at least one of the computer 60 

modules is coupled to the console for data communication. 
39. The computer system of claim 37, wherein the mass 

storage device is coupled to the computer modules upon 
insertion of the computer modules into the console. 

40. The computer system of claim 37, wherein the encoded 65 

PCI bus transaction data comprises encoded PCI address and 
data bits. 

42 
41. A computer system comprising: 
a plurality of coupling sites; 
a power supply; 
a low voltage differential signal (LVDS) channel associ

ated with at least one of the coupling sites, the LVDS 
channel comprising two sets of unidirectional, multiple 
serial bit channels in opposite directions; 

a first interface controller associated with the at least one of 
the coupling sites and coupled to the LVDS channel to 
communicate an encoded serial bit stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 

a plurality of computer modules coupled to respective ones 
of the coupling sites, at least one of the computer mod
ules comprising 
a processing unit, 
a main memory coupled to the processing unit, and 
a second interface controller coupled to the first interface 

controller through the LVDS channel, 
wherein the computer modules receive power from the 

power supply for operation. 
42. The computer system of claim 41, wherein at least one 

of the computer modules further comprises an Ethernet con
troller to communicate with an external network. 

43. The computer system of claim 41, wherein the com
puter system further comprises a mass storage device that is 
shared between the computer modules. 

44. The computer system of claim 41, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

45. A computer system comprising: 
a console comprising 

a first coupling site, 
a second coupling site, 
a power supply, 
a first low voltage differential signal (LVDS) channel 

associated with the first coupling site, the first LVDS 
channel comprising two sets of unidirectional, mul
tiple serial bit channels in opposite directions, 

a second LVDS channel associated with the second cou
pling site, the second LVDS channel comprising two 
sets of unidirectional, multiple serial bit channels in 
opposite directions, 

a first interface controller coupled to at least one of the 
first LVDS channel and the second LVDS channel to 
communicate an encoded serial bit stream of Periph
eral Component Interconnect (PCI) bus transaction, 
and 

an enclosure housing the first coupling site, the second 
coupling site, the power supply, the first LVDS chan
nel, the second LVDS channel, and the first interface 
controller. 

46. The computer system of claim 45, further comprising: 
a first computer module coupled to the first coupling site; 

and 
a second computer module coupled to the second coupling 

site, wherein at least one of the first computer module 
and the second computer module comprises 
a processing unit, 
a main memory coupled to the processing unit, and 
a second interface controller to communicate with the 

console through one of the first LVDS channel and the 
second L VDS channel. 

47. The computer system of claim 46, wherein each of the 
first computer module and the second computer module 
receives power from the power supply for operation. 
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48. The computer system of claim 45, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

49. A computer system comprising: 
a console comprising 

a coupling site, 
a power supply, 
a first low voltage differential signal (LVDS) channel 

comprising two sets of unidirectional, multiple serial 
bit channels in opposite directions to communicate an 10 

encoded serial bit stream of Peripheral Component 
Interconnect (PCI) bus transaction, 

44 
connector is configured to couple to the coupling site of the 
console for data communication. 

60. The computer module of claim 54, wherein the periph
eral bridge corresponds to a north bridge. 

61. The computer module of claim 54, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

62. The computer module of claim 56, wherein the data 
communication of the serial communication controller com
prises Ethernet communication. 

63. The computer module of claim 56, wherein the data 
communication of the serial communication controller com
prises Universal Serial Bus (USB) communication. a second differential channel associated with the cou

pling site, the second differential channel comprising 
two sets of unidirectional, serial bit channels in oppo
site directions, 

a first interface controller coupled to the second differ
ential channel, and 

64. The computer module of claim 59, wherein the inter-
15 face controller is configured to communicate the encoded 

serial bit stream of PCI bus transaction through the LVDS 
channel and the connector. 

an enclosure housing the coupling site, the power sup
ply, the first LVDS channel, the second differential 20 

channel, and the first interface controller. 
50. The computer system of claim 49, further comprising: 
a computer module coupled to the coupling site, 
wherein the computer module comprises 

a processing unit, 
a main memory coupled to the processing unit, and 
a second interface controller to communicate, via Uni-

versal Serial Bus (USB) communication, with the 
console through the second differential channel. 

25 

51. The computer system of claim 50, wherein the com- 30 

puter module receives at least partial power from the power 
supply of the console for operation upon coupling to the 
console. 

52. The computer system of claim 50, wherein the com
puter module further comprises a computing environment for 35 

a personal computer user. 
53. The computer system of claim 49, wherein the encoded 

serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

54. A computer module insertable into a coupling site of a 40 

console for data communication, comprising: 
a main circuit board; 

65. A computer module comprising: 
an enclosure insertable into a slot of a console for guidance 

to a first connector of the console for operation; 
a processing unit housed in the enclosure; 
a main memory coupled to the processing unit and housed 

in the enclosure; 
an Ethernet controller coupled to the processing unit and 

housed in the enclosure; 
a low voltage differential signal (LVDS) channel compris

ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions; 

a second connector configured to couple to the first con
nector of the console; and 

an interface controller housed in the enclosure and coupled 
to the second connector through the LVDS channel for 
communicating an encoded serial bit stream of Periph
eral Component Interconnect (PCI) bus transaction. 

66. The computer module of claim 65, wherein the Ether
net controller is configured to couple to the first connector of 
the console for data communication. 

67. The computer module of claim 66, wherein the Ether
net controller is coupled to the second connector. 

68. The computer module of claim 66, wherein the Ether
net controller is configured to communicate with an external 
network through the console. 

a processing unit coupled to the main circuit board; 
a main memory coupled to the processing unit; 
a low voltage differential signal (LVDS) channel compris

ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions for commu
nicating an encoded serial bit stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 

69. The computer module of claim 65, wherein the com
puter module is configured to operate only upon receiving 

45 power from the console. 
70. The computer module of claim 65, wherein the enclo

sure defines a set of grooves to engage a corresponding set of 
rails of the slot of the console. 

a peripheral bridge directly coupled to the processing unit, 
the peripheral bridge comprising an interface controller 
directly coupled to the LVDS channel. 

71. The computer module of claim 65, wherein the encoded 
50 serial bit stream of PCI bus transaction comprises encoded 

PCI address and data bits. 

55. The computer module of claim 54, further comprising 
a removable hard disk drive. 

56. The computer module of claim 54, further comprising 55 

a serial communication controller to couple to the console for 
data communication. 

57. The computer module of claim 54, wherein the com
puter module is configured to operate upon receiving power 
from the console. 

58. The computer module of claim 54, further comprising 
an enclosure housing the main circuit board, the processing 
unit, the main memory, the LVDS channel, and the interface 
controller, and the enclosure is insertable into the coupling 
site of the console. 

59. The computer module of claim 54, further comprising 
a connector distinct from the main circuit board, and the 

60 

65 

72. A computer module comprising: 
a main circuit board; 
a first connector distinct from the main circuit board; 
a processing unit coupled to the main circuit board; 
a main memory coupled to the processing unit; 
a hard disk drive coupled to the processing unit; 
a low voltage differential signal (LVDS) channel compris

ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions; and 

an interface controller coupled to the LVDS channel and 
the first connector for communicating an encoded serial 
bit stream of Peripheral Component Interconnect (PCI) 
bus transaction, 

wherein the computer module is configured to engage rails 
on opposite sides of a slot of a console for guidance 
towards a second connector of the console. 
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73. The computer module of claim 72, wherein the LVDS 
channel is configured to couple to the console. 

74. The computer module of claim 72, wherein the first 
connector of the computer module is configured to mate with 
the second connector of the console upon the computer mod
ule being inserted into the console for operation. 

46 
85. The console of claim 81, wherein the power supply is 

configured to provide power to each of the first computer 
module and the second computer module for operation. 

86. The console of claim 81, further comprising a hard disk 
drive configured to couple to at least one of the first computer 
module and the second computer module. 

75. The computer module of claim 74, wherein the LVDS 
channel is configured to couple to the console through the first 
connector of the computer module and the second connector 
of the console. 

76. The computer module of claim 72, wherein the encoded 
serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

87. The console of claim 81, further comprising an Ether
net hub controller configured to couple to at least one of the 
first computer module and the second computer module for 

10 communication with an external network. 

77. A computer module comprising: 
a processing unit; 
a main memory coupled to the processing unit; 
a mass storage device coupled to the processing unit; 

15 

a low voltage differential signal (LVDS) channel compris
ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions for commu- 20 

nicating an encoded serial bit stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 

a serial communication controller configured to couple to a 
console, 

wherein the computer module is insertable into a slot of the 25 

console for guidance to a connector of the console for 
serial data communication. 

78. The computer module of claim 77, wherein the mass 
storage device comprises a SCSI hard disk drive. 

79. The computer module of claim 77, wherein the com- 30 

puter module is configured to operate only upon receiving 
power from the console. 

80. The computer module of claim 77, wherein the serial 
communication controller comprises an Ethernet controller 
to communicate with an external network through the con- 35 

sole. 
81. A console to couple to a plurality of computer modules 

to form a server system, comprising: 
a first coupling site to couple to a first computer module; 
a second coupling site to couple to a second computer 40 

module; 
a power supply coupled to at least one of the first coupling 

site and the second coupling site; 
a printed circuit board; 
a first low voltage differential signal (LVDS) channel 45 

coupled to the printed circuit board and comprising two 
sets of unidirectional, multiple serial bit channels in 
opposite directions; 

a second LVDS channel coupled to the printed circuit 
board and comprising two sets of unidirectional, mul- 50 

tiple serial bit channels in opposite directions; and 
an enclosure housing the first coupling site, the second 

coupling site, the power supply, the first LVDS channel, 
the second LVDS channel, and the printed circuit board. 

82. The computer module of claim 77, wherein the encoded 55 

serial bit stream of PCI bus transaction comprises encoded 
PCI address and data bits. 

83. The console of claim 81, further comprising a first 
interface controller coupled to at least one of the first LVDS 
channel and the second LVDS channel to communicate an 60 

encoded serial bit stream of Peripheral Component Intercon
nect (PCI) bus transaction. 

84. The console of claim 83, wherein at least one of the first 
computer module and the second computer module com
prises a second interface controller, and the first interface 65 

controller is configured to couple to the second interface 
controller. 

88. The console of claim 83, wherein the encoded serial bit 
stream ofPCI bus transaction comprises encoded PCI address 
and data bits. 

89. A console to couple to a plurality of computer modules 
to form a server system, comprising: 

a first coupling site to couple to a first computer module; 
a second coupling site to couple to a second computer 

module; 
a power supply; 
a printed circuit board coupled to the first coupling site and 

the second coupling site; 
a serial communication hub controller coupled to the 

printed circuit board; 
a low voltage differential signal (LVDS) channel associ

ated with at least one of the first coupling site and the 
second coupling site, the LVDS channel comprising two 
sets of unidirectional, multiple serial bit channels in 
opposite directions for communicating an encoded 
serial bit stream of Peripheral Component Interconnect 
(PCI) bus transaction; and 

an enclosure housing the first coupling site, the second 
coupling site, the power supply, the printed circuit 
board, the serial communication hub controller, and the 
LVDS channel. 

90. The console of claim 89, wherein each of the first 
coupling site and the second coupling site comprises a slot 
and a connector. 

91. The console of claim 89, further comprising an inter
face controller housed in the enclosure and coupled to the 
LVDS channel to communicate the encoded serial bit stream 
ofPCI bus transaction. 

92. The console of claim 89, further comprising an inte
grated display device. 

93. The console of claim 89, wherein the serial communi
cation hub controller comprises a multi-port, serial commu
nication hub controller to support communication between 
the first computer module and the second computer module 
and with an external network. 

94. The console of claim 89, further comprising a storage 
subsystem housed in the enclosure and shared by the first 
computer module and the second computer module. 

95. The console of claim 89, wherein the power supply is 
configured to provide power to each of the first computer 
module and the second computer module for operation. 

96. The console of claim 89, wherein the encoded serial bit 
stream ofPCI bus transaction comprises encoded PCI address 
and data bits. 

97. A server comprising: 
a processing unit; 
a main memory coupled to the processing unit; 
a mass storage device coupled to the processing unit; 
a low voltage differential signal (LVDS) channel compris

ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions for commu
nicating an encoded serial bit stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 
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a peripheral bridge directly coupled to the processing unit, 
the peripheral bridge comprising an interface controller 
directly coupled to the LVDS channel; 

wherein the processing unit is configured to couple to an 
external network through the LVDS channel. 

98. The server of claim 97, further comprising an Ethernet 
controller coupled to the LVDS channel. 

99. The server of claim 97, wherein the peripheral bridge 
corresponds to a north bridge. 

100. The server of claim 97, wherein the encoded serial bit 10 

stream ofPCI bus transaction comprises encoded PCI address 
and data bits. 

101. A server comprising: 
a processing unit; 
a main memory coupled to the processing unit; 15 

a SCSI hard disk drive coupled to the processing unit; 

48 
a low voltage differential signal (LVDS) channel compris

ing two sets of unidirectional, multiple serial bit chan
nels to transmit data in opposite directions for commu
nicating an encoded serial bit stream of Peripheral 
Component Interconnect (PCI) bus transaction; and 

an interface controller coupled to the LVDS channel; 
wherein the processing unit is coupled to the interface 

controller for data communication with an external Eth
ernet network. 

102. The server of claim 101, further comprising anEth
ernet controller coupled to the LVDS channel. 

103. The server of claim 101, wherein the encoded serial 
bit stream of PCI bus transaction comprises encoded PCI 
address and data bits. 

* * * * * 

Case 6:13-cv-00641   Document 1-4   Filed 09/09/13   Page 62 of 62 PageID #:  225



 
EXHIBIT E 

 
 
 
 
 
 
 
 
 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 1 of 28 PageID #:  226



I IIIII 11111111 1111111111111111111111111111111111111111111111 
USOORE41294E 

(19) United States 
c12) Reissued Patent 

Chu 
(10) Patent Number: US RE41,294 E 

*Apr. 27, 2010 (45) Date of Reissued Patent: 

(54) PASSWORD PROTECTED MODULAR 
COMPUTER METHOD AND DEVICE 

(75) Inventor: William W. Y. Chu, Los Altos, CA (US) 

(73) Assignee: ACQIS Techonology, Inc., Mountain 
View, CA (US) 

( *) Notice: This patent is subject to a terminal dis
claimer. 

(21) Appl. No.: 11/474,256 

(22) Filed: Jun.23,2006 

Related U.S. Patent Documents 
Reissue of: 
(64) Patent No.: 6,321,335 

Nov. 20, 2001 
09/183,493 
Oct. 30, 1998 

Issued: 
Appl. No.: 
Filed: 

(51) Int. Cl. 
H04L 9132 (2006.01) 

(52) U.S. Cl. ............................ 713/193; 710/301; 726/9; 
726/18; 726/28 

(58) Field of Classification Search .................. 713/164, 

(56) 

713/172, 189, 190, 194, 193; 711/164; 710/100, 
710/301; 726/2,9, 17, 18, 19, 20, 28; 361/687 

See application file for complete search history. 

References Cited 

U.S. PATENT DOCUMENTS 

3,996,585 A 12/1976 Hogan 
4,623,964 A 1111986 Getz et al. 
4,700,362 A 10/1987 Todd eta!. 
4,769,764 A 9/1988 Levan on 
4,872,091 A 10/1989 Maniwaetal. 
4,890,282 A 12/1989 Lambert et a!. 
4,918,572 A 4/1990 Tarver eta!. 
4,939,735 A 7/1990 Fredericks et a!. 
5,056,141 A 10/1991 Dyke 
5,086,499 A 2/1992 Mutone 

ATTACHED COMPUTER MODULE 

EP 
JP 
wo 
wo 
wo 
wo 

5,103,446 A 
5,191,581 A 
5,251,097 A 

4/1992 Fischer 
3/1993 Woodbury et al. 

10/1993 Sinunons et a!. 

(Continued) 

FOREIGN PATENT DOCUMENTS 

722138 A1 
6-289953 

wo 92/18924 
wo 94/00097 
wo 95/13640 
W097/00481 

7/1996 
10/1994 
10/1992 

111994 
5/1995 
111997 

OTHER PUBLICATIONS 

"Features Chart", (Feb. 1, 1997) «http://www.lanti
mes.com/testing/97feb/702b072a.html», downloaded from 
web on Jun. 23, 2004, 3 pgs. 
"SQL Server and NT Cluster Manager Availability Demo," 
Microsoft Server Progrannner Developers Conference, Nov. 
1996, 15 pages total. 
Agerwala, T., Systems Journal "SP2 System Architecture" 
vol. 34, No. 2, 1995 Scalable Parallel Computing vol. 34, 
No.2, 1995. 

(Continued) 

Primary Examiner-Beemnet W Dada 
(74) Attorney, Agent, or Firm-Cooley Godward Kronish 
LLP 

(57) ABSTRACT 

A method and device for securing a removable Attached 
Computer Module ("ACM") 10. ACM 10 inserts into a Com
puter Module Bay ("CMB") 40 within a peripheral console 
to form a functional computer such as a desktop computer or 
portable computer. The present ACM 10 includes a locking 
system, which includes hardware and software 600, 700, to 
prevent accidental removal or theft of the ACM from the 
peripheral console. While ACM is in transit, further security 
is necessary against illegal or unauthorized use. If ACM con
tains confidential data, a high security method is needed to 
safeguard against theft. 

36 Claims, 12 Drawing Sheets 

517 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 2 of 28 PageID #:  227



US RE41,294 E 
Page 2 

U.S. PATENT DOCUMENTS 6,040,792 A 
6,046,571 A 
6,052,513 A 
6,069,615 A 
6,070,214 A 
6,088,224 A 
6,088,752 A 
6,104,921 A 
6,157,534 A 
6,163,464 A 
6,175,490 B1 
6,202,169 B1 
6,208,522 B1 
6,216,185 B1 
6,256,689 B1 
6,260,155 B1 
6,266,539 B1 
6,289,376 B1 
6,304,895 B1 
6,311,268 B1 
6,314,522 B1 
6,317,329 B1 
6,321,335 B1 
6,332,180 B1 
6,345,330 B2 
6,366,951 B1 
6,378,009 B1 
6,381,602 B1 
6,393,561 B1 
6,401,124 B1 
6,425,033 B1 
6,452,789 B1 
6,452,790 B1 
6,453,344 B1 
6,496,361 B2 
6,549,966 B1 
6,564,274 B1 
6,643,777 B1 
6,718,415 B1 
6,725,317 B1 
7,099,981 B2 
7,146,446 B2 

3/2000 Watson et al. 
4/2000 Bovio eta!. 
4/2000 MacLaren 
5/2000 Abraham eta!. 
5/2000 Ahern 

111994 
111994 
3/1994 
5/1994 
5/1994 
6/1994 
7/1994 

10/1994 
6/1995 
7/1995 

10/1995 
5/1996 
7/1996 
8/1996 
8/1996 

1111996 
1111996 
2/1997 
2/1997 
2/1997 
3/1997 
4/1997 
5/1997 
6/1997 
6/1997 
7/1997 
8/1997 
9/1997 
9/1997 

10/1997 
1111997 
2/1998 
2/1998 
4/1998 
5/1998 
5/1998 
6/1998 
6/1998 
8/1998 
9/1998 
9/1998 

10/1998 
10/1998 
1111998 
12/1998 

111999 
111999 
5/1999 
8/1999 
8/1999 
9/1999 
9/1999 

10/1999 
10/1999 
1111999 

5,278,509 A 
5,278,730 A 
5,293,497 A 
5,311,397 A 
5,317,477 A 
5,319,771 A 
5,331,509 A 
5,355,391 A 
5,428,806 A 
5,436,857 A 
5,463,742 A 
5,519,843 A 
5,539,616 A 
5,550,710 A 
5,550,861 A 
5,572,441 A 
5,578,940 A 
5,600,800 A 
5,603,044 A 
5,606,717 A 
5,608,608 A 
5,623,637 A * 
5,630,057 A 
5,638,521 A 
5,640,302 A * 
5,648,762 A 
5,659,773 A 
5,663,661 A 
5,673,174 A 
5,680,126 A 
5,689,654 A 
5,721,837 A 
5,721,842 A 
5,745,733 A 
5,751,711 A 
5,752,080 A 
5,764,924 A 
5,774,704 A 
5,795,228 A 
5,809,538 A 
5,815,681 A 
5,819,050 A 
5,826,048 A 
5,838,932 A 
5,848,249 A 
5,859,669 A 
5,862,381 A * 
5,907,566 A 
5,933,609 A 
5,941,965 A 
5,948,047 A 
5,960,213 A 
5,968,144 A 
5,971,804 A 
5,977,989 A 
5,978,919 A 
5,982,363 A 
5,991,163 A 
5,991,844 A 
5,999,952 A 
6,002,442 A 
6,003,105 A 
6,006,243 A 
6,009,488 A 
6,011,546 A 
6,012,145 A 
6,016,252 A 
6,028,643 A 
6,029,183 A 
6,038,621 A 

* 1111999 
1111999 
1111999 
1111999 

* 12/1999 
12/1999 
12/1999 
12/1999 
12/1999 

112000 
112000 
112000 
212000 
212000 
3/2000 

Haynes eta!. 
Kikinis 
Free 
Harshberger et al. 
Gillett 
Takeda 
Kikinis 
Horowitz et al. 
Pocrass 
Nelson eta!. 
Kobayashi 
Moran eta!. 
Kikinis 
Rahamim et a!. 
Chan eta!. 
Boie 
Dillon 
Kikinis et al. 
Annapareddy et a!. 
Farmwald eta!. 
Flint et al. 
Jones et al .................. 7111164 
Hait 
Buchala et a!. 
Kikinis ....................... 3611687 
Ichimura et a!. 
Huynh eta!. 
Dillon eta!. 
Hamirani 
Kikinis 
Kikinis 
Kikinis 
Beasley et al. 
Robinson 
Sakaue 
Ryan 
Hong 
Williams 
Trumbull 
Pollmann 
Kikinis 
Boehling et al. 
Dempsey et a!. 
Alzien 
Garbus 
Prentice 
Advani eta!. ............... 717/125 
Benson et al. 
Walker et al. 
Moroz 
Jenkins et al. 
Wilson 
Walker et al. 
Gallagher et a!. 
Lee et al. 
Doi et al ....................... 726/36 
Naiff 
Marconi et a!. 
Khosrowpour 
Jenkins et al ............... 708/100 
Li eta!. 
Vicard eta!. 
Karidis 
Kavipurapu 
Bertram 
Mathers et a!. 
Pignolet et al. 
Jordan eta!. 
Jenkins et al. 
Gale et al. 

200110011312 A1 

7/2000 Gallagher et a!. 
7/2000 Ahern 
8/2000 Cosley eta!. 

12/2000 Gallagher eta!. 
12/2000 Ishibashi et al. 

112001 Papa eta!. 
3/2001 Razzaghe-Ashrafi et a!. 
3/2001 Manweiler et al. 
4/2001 Chu 
7/2001 Khosrowpour 
7/2001 Dellacona 
7/2001 Pardo 
9/2001 Taylor et al. 

10/2001 Schneider et al. 
10/2001 Chu 
1112001 Chu et a!. 
1112001 Dowdy et al. 
1112001 Chu 
12/2001 Kauffman eta!. 

212002 Chu 
4/2002 Schmidt 
4/2002 Pinkston, II et a!. 
4/2002 Shoroff et al. 
5/2002 Hagiwara et al. 
6/2002 Yang eta!. 
7/2002 Conway eta!. 
9/2002 Pallotti eta!. 
9/2002 Chu et a!. 
9/2002 Ellsworth 

12/2002 Kim et al. 
4/2003 Dickens eta!. 
5/2003 Heath et a!. 

1112003 Chu 
4/2004 Chu 
4/2004 Bouchier et al. 
8/2006 Chu 

12/2006 Chu 
8/2001 Chu 

OTHER PUBLICATIONS 

Bernal, Carlos, product brochure entitled: "PowerSMP 
Series 4000", (Mar. 1998) «http://www/winnetmag,com/ 
Windows/ Article/ ArticleiD/3095/3095 .html, downloaded 
from web on Jun. 22, 2004, 2 pgs. 

CETIA Brochure "CETIA Powerengine CYME 603e" pp. 
1-6 downloaded from the internet at. http://www.cetia.com/ 
ProductAddOns/wp-47-0l.pdf on Feb. 15, 2006. 

Cragle, Jonathan, "Density System 1100", May 1999) 
«http:/ /www.winnetmag.com/Windows/ Article/ ArticleiD/ 
5199/5199.html>>, downloaded from web on Jun. 21, 2004, 
3 pgs. 

Crystal Advertisement for "QuickConnect® Cable Manage
ment", (© 2000--2004) «http://www.crystalpc.com/prod
ucts/quickconnect.asp>> downloaded from web on Jun. 17, 
2004,4 pgs. 

Crystal Advertisement for "Rackmount Computers", (© 
2000-2004) <<http:/ /www.crystalpc .com/products/roserv
ers.asp>>, downloaded from web on Jun. 17, 2004, 8 pgs. 

Cubix Product Brochure entitled, "Density System", (© 
2000) «http:/ I 64.173 .211. 7 I support/techinfo/system/ den
sity/density10.htm» downloaded from web on Jun. 22, 
2004,3 pgs. 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 3 of 28 PageID #:  228



US RE41,294 E 
Page 3 

Cubix Product Brochure entitled, "Density System, Techni
cal Specifications", (© 2000) «http:/164.173.211.7 /support/ 
techinfo/system/density/info/spec.htm>> downloaded from 
web on Jun. 22, 2004, 2 pgs. 
Cubix Product Manual entitled, "Density System", Chapter 
!-Introduction, (© 2000) «http:/164.173.211.7/support/ 
techinfo/manuals/density/Chap-l.htm>> downloaded from 
web on Jun. 22, 2004, 5 pgs. 
Cubix Product Manual entitled, "Density System", Chapter 
2-Installation, (© 2000) «http:/164.173.211.7/support/ 
techinfo/manuals/density/Chap-2.htm>> downloaded from 
web on Jun. 22, 2004, 9 pgs. 
Cubix Product Manual entitled, "Density System", Chapter 
3-0peration, (© 2000) «http:/164.173.211.7/support/ 
techinfo/manuals/density/Chap-3.htm>> downloaded from 
web on Jun. 22, 2004, 4 pgs. 
Cubix Product Manual entitled, "Density System", Chapter 
4-Maintenance and Repair,(© 2000) «http:/164.173.211.7/ 
support/techinfo/manuals/ density /Chap-4 .htm> > down
loaded from web on Jun. 22, 2004, 5 pgs. 
Cubix, "Click on the front panel that matches your system", 
(© 2000) «http:/164.173.211.7/support/techinfo/system/ 
density/density.htm» downloaded from web on Jun. 22, 
2004, 1 pg. 
Cubix, "DP 6200 'D' Series Plug-in Computers" «http:// 
64.1 73 .211. 7 /support/techinfo/bc/ dp/ 6200d/intro .htm », 
downloaded from web on Jun. 22, 2004, 2 pgs. 
Cubix, "Installing DP or SP Series Boards", (© 2000) 
«http:/164.173.211.7 /support/techinfo/system/density/info/ 
pic-inst.htm">> downloaded from web on Jun. 22, 2004, 2 
pgs. 
Cubix, "Multiplexing Video, Keyboard & Mouse with Mul
tiple Density Systems", (© 2000) «http:/164.173.211.7/ 
support/techinfo/system/density/info/vkm-mux.htm>> 
downloaded from web on Jun. 22, 2004, 2 pgs. 
Cubix, "Powering On/Off or Resetting Plug-in Computers 
in an Density System",(© 2000) «http:/164.173.211.7/sup
port/techinfo/system/density/info/power.htm>> downloaded 
from web on Jun. 22, 2004, 2 pgs. 
Cubix, "SP 5200 Series"Chapter !-Introduction, (© 2000) 
«http:/ /64.173.211.7 /support/techinfo/manuals/sp5200/ 
chap-l.htm>>, downloaded from web on Jun. 22, 2004, 3 
pg. 
Cubix, "SP 5200 Series"Chapter 2-Switches & Jumpers, (© 
2000) «http:/164.173.211.7/support/techinfo/manuals/ 
sp5200/chap-2.htm>>, downloaded from web on Jun. 22, 
2004,3 pgs. 
Cubix, "SP 5200 Series"Chapter 3-Installation, (© 2000) 
«http:/ /64.173.211.7 /support/techinfo/manuals/sp5200/ 
chap-3.htm>>, downloaded from web on Jun. 22, 2004, 4 
pgs. 
Cubix, "SP 5200 Series"Chapter 4-Technical Reference, (© 
2000) «http:/164.173.211.7/support/techinfo/manuals/ 
sp5200/chap-4.htm>>, downloaded from web on Jun. 22, 
2004,3 pgs. 
Cubix, "SP 5200XS Series Plug-in Computers", (© 2000) 
«http:/164.173.211.7 /support/techinfo/bc7 /sp5200xs/in
tro.htm>>, downloaded from web on Jun. 22, 2004, 2 pgs. 
Cubix, "SP 5200XS Series Technical Specifications", (© 
2000) «http://64.173.211.7/support/techinfo/bc/sp5200xs/ 
spec.htm>>, downloaded from web on Jun. 22, 2004, 2 pg. 
Cubix, "What are Groups?", (© 2000) «http:// 
64.1 73 .211. 7 /support/techinfo/ system/ density /info/ group
s.htm>>, downloaded from web on Jun. 22, 2004, 3 pgs. 

eBay Advertisement for "Total IT Group Network Engines", 
«http:/ /cgi.ebay.com/we/ eBay ISAPI.dll ?View Item&item= 
5706388046&sspagename+STRK%3AMDBI% 
3MEBI3AIT&rd=l», downloaded from web on Jun. 25, 
2004, 1 pgs. 

Eversys Corp. "Eversys System 8000 Consolidated Network 
Server Market and Product Overview," Slide Presentation, 
downloaded from <<http://eversys.com>>, 20 pages total. 
Feldman, Jonathan, "Rack Steady: The Four Rack-Mounted 
Servers That Rocked Our Network", <<http://www.net
workcomputing.com/ sharedlprintArticle.jhtml ?article=/ 
910/910r3sidel.htm ... » Jun. 23, 2004, 3 pg. 
Fetters, Dave, "Cubix High-Density Server Leads the Way 
With Standout Management Software", (Feb. 8, 1999) 
<<http://www.nwc.com/sharedlprintArticle.jhtml?article=/ 
1003/1003r3full.html&pub=nwc>>, downloaded from web 
on Jun. 23, 2004, 5 pgs. 
Gardner, Michael and Null, Christopher, "A Server Condo
minium", «http://www.lantimes.com/testing/98jun/ 
806a042a.html», Jun. 23, 2004, 3 pgs. 
Harrison, Dave, "VME in the Military: The M1A2 Main 
Battle Tank Upgrade Relies on COTS VME" «http:// 
www.dy4.com», (Feb. 9, 1998), pp. 1-34. 
Internet Telephone Roundup, "Industrial Computers", 
<<http://www.tmcnet.com/articles/itmag/0499/0499round
up.htm>>, downloaded from web on Jun. 23, 2004, 5 pgs. 
Microsoft Cluster Service Center, "MSCS Basics," down
loaded from <<http://www.nwnetworks.com/mscsbasics. 
htm>>, Feb. 7, 2005, 4 pages total. 

MPL Brochure, "1st Rugged All in One Industrial 
486FDX-133 MHz PC" pp. 1-2, downloaded from the inter
net at. http://www.mpl.ch/DOCs/ds48600.pdf on Feb. 15, 
2006. 

MPL Brochure "IPM 486 Brochure/IPM5 User Manual" pp. 
1-9 downloaded from the Internet at http://www.mpl.ch/ 
DOCs/u48600xd.pdf on Feb. 15, 2006. 

MPL, "The First Rugged All-in-One Industrial 
486FDX-133 MHz PC", IPM486/IPM5 User Manual, 1998, 
pp. 1-52. 

Press Release: Hiawatha, Iowa, (Mar. 1, 1997) entitled 
"Crystal Group Products Offer Industrial PCs with Built-in 
Flexibility", <<http:/ /www.crystalpc.com/news/pressre
leases/prodpr.asp>>, downloaded from web on May 14, 
2004,2 pgs. 

Press Release: Kanata, Ontario, Canada, (Apr. 1998) entitled 
"Enhanced COTS SBC from DY 4 Systems features 
166MHz Pentium™ Processor" <<http://www.realtime-in
fo .beNPR/layout/ display/pr.asp? /pr.asp ?PRID=3 63 > >, 2 
pgs. 

Product Brochure entitled: "SVME/DM-192 Pentium® II 
Single Board Computer" (Jun. 1999) pp. 1-9. 

Product Brochure entitled: "System 8000", <<http://www. 
bomara.com/Eversys/briefDefault.htm>>, downloaded from 
web on Jun. 22, 2004, 4 pgs. 

Product Brochure entitled: "ERS/FT II System", (© 2000) 
«http:/164.173.211.7 /support/techinfo/system/ersft2/ 
ersft2.htm>>, downloaded from web on Jun. 22, 2004, 4 pgs. 

Product Manual entitled: "ERS II and ERS/FT II", Chap. 3, 
System Components, <<http:/164.173.211.7/support/ 
techinfo/manuals/ ers2/ ers2-c3 .htm>>, downloaded from 
web on Jun. 22, 2004, 22 pgs. 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 4 of 28 PageID #:  229



US RE41,294 E 
Page 4 

Product Manual entitled: "ERS II and ERS/FT II", Chap. 6, 
Component Installation, <<http:/ I 64.173 .211. 7 I support/ 
techinfo/manuals/ers2/ers2-c6.htm>>, downloaded from 
web on Jun. 22, 2004, 18 pgs. 
Synder, Joel "Better Management through consolidation" 
pp. 1-6 downloaded from the internet at http:// 
www.opus 1.corn/www/jms/nw-con-0818rev.html. 
Williams, Dennis, "ChatCom Inc. Chatterbox", (Feb. 17, 
1997) <<http:/ /www.lantimes.com/testing/97feb/ 
702b066ahtml>> downloaded from web on Jun. 23, 2004, 3 
pgs. 
Williams, Dennis, "Consolidated Servers", (Feb. 17, 1997) 
<<http:/ /www.lantimes.com/testing/97 compare/pecan
sol.html» downloaded from web on Jun. 23, 2004, 2 pgs. 
Williams, Dennis, "Cubix Corp. ERS/FTII", (Feb. 17, 1997) 
<<http:/ /www.lantimes.com/testing/97feb/ 
702b068b.html>> downloaded from web on Jun. 23, 2004, 4 
pgs. 
Williams, Dennis, "EVERSYS Corp. System 8000", (Feb. 
17, 1997) «http:/ /www.lantimes.com/testing/97feb/ 
702b070b.html>> downloaded from web on Jun. 22, 2004, 4 
pgs. 
Williams, Dennis, "Executive Summary: Consolidate Now", 
(Feb. 17, 1997) «http://www.lantimes.com/testing/97feb/ 
702b064a.html» downloaded from web on Jun. 23, 2004, 2 
pgs. 
Williams, Dennis, Top "Scores for Useability and Open
ness", (Feb. 17, 1997) «http://www.lantimes.com/testing/ 
97feb/702b070a.html>> downloaded from web on Jun. 23, 
2004,2 pgs. 

Windows Magazine, "Cubix PowerSMP Series 4000", Nov. 
1997, <http:/ /www.techweb.com/winmag/library/1997 I 
1101/ntent008.htm» downloaded from the web on Jun. 22, 
2004, p. NT07. 

U.S. Appl. No. 12/322,858 filed Feb. 5, 2009, Chu, William 
W.Y. 

Dirk S. Faegre et a!., "CTOS Revealed", http://ww.byte-. 
corn/ art/9412/ sec 13/art2 .htm. 

Jesse Berst's Anchor Desk, http://www.zdnet.com/an
chordesk/talkback/talkback_56555.html. 

Jesse Berst's Anchor Desk, http://www.zdnet.com/an
chordesk/story/story _1504.html. 

Kelly Spang, "Component House: Design Technology for 
PCs in a snap' -NeoSystmes Offers Building Blocks", 
Computer Reseller News, Apr. 21, 1997, Issue 732, Section: 
Channel Assembly, http:/ /www.techweb.com/se/ 
directlink.cgi?CRN19970421 S0054. 

Rick Boyd-Merritt, "Ungradeable-PC effort takes divergent 
paths", http:/ /techweb.cmp.corn/eet/news/97 /949news.ef
fort.html. 

"Think Modular", PC Magazine, Jun. 10, 1997, wysiwyg:// 
60http :/ /homezdnet.corn/pcmag/issues/1611 I 
pcmg0072.htm. 

* cited by examiner 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 5 of 28 PageID #:  230



U.S. Patent 
Apr. 2'7, 2010 

COMPU"tE.R 
MODULE. BAY 

40 

ATIP..CHED 
COMPU1E.R 

MOOULE 

Sheet 1 of12 

MON\10R 

F\G.1 

US RE41,294 E 

20 

OESK10P 
PER\PHEAAL 

CONSOLE 
20 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 6 of 28 PageID #:  231



U.S. Patent Apr. 27, 2010 Sheet 2 of 12 US RE41,294 E 

ACM ENCLOSURE 

15 

FIG.2 

~10 

OPENING FOR 
ENGAGING LOCK 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 7 of 28 PageID #:  232



U.S. Patent Apr. 27, 2010 Sheet 3 of 12 US RE41,294 E 

10 

25 ( 26 

FRONT 

21 
ACM CONNECTOR 

26 

FIG.3 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 8 of 28 PageID #:  233



U.S. Patent Apr. 27, 2010 Sheet 4 of 12 US RE41,294 E 

400 17 \ .----------~----a.J .---------~ 17 10 
CMI CONNECTOR ...___..~----~-~.. .J ~-l-- CMI CONNECTOR f 

r-HOsT-- , IFCAsH-MEM 1 Jl i \ 
i l INTERFACE : I INCL. SYS : 

L~~O~Lq ~~~~~~ ~ I 
i . 
I . 

. 
I . 
I 
i 
! 
I 
i 
i 
! 
I 
i 
' 
I 
i 
I 

~ LOCK ' 405 

HEIGHT: 
44mm 

(1.723") 

CPU MODULE 
(16.4mm) 

31/2" HARD 
DRIVE {25.4mm) 

401 CONTROL 
403 

-------, 
I I 
I I 
I NORTH 1 

-------, I BRIDGE 1 
I I I I 
: I I I 
I GRAPHICS I L----l..--
: -r-423 421 
L-------
-------, 431 

- ,-

WIDTH: 
146 mm 
(5.748") 

~ it~435 

f DEPTH: 
I 234mm 

- ~ (9.213") 

j I'- POWER 
I REGULATOR 
' I MAIN CIRCUIT 
r-~JOARD 

... ~ j 437 

~432 1 

:GRAPHICS MEM: 
~-------, 

'J r-- I 
I 

~--1 

COMPONENT 
UNDERNEATH 

~------:h.. 425 

429 

I 
! CONNECTION TO 
I LOCK CONTROL 
, v SECURITY 

~ ~ LOCK 

Ljj PWR CON. 1 
L 

L IDE CON. 
15 -------- II"' 

;20 ?427 '{13 
FIG.4 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 9 of 28 PageID #:  234



U.S. Patent Apr. 27, 2010 Sheet 5 of 12 US RE41,294 E 

/500 
501 

A TI ACHED COMPUTER MODULE 

525 

CPU 

526 

521 

527 

CPU 
BUS 

519 

523 

MAIN 
MEMORY 

529 MEMORY 
BUS 

.---.L.--, 537 

PRIMARY HARD DISK 
WI SECURITY 

PROGRAM 

502 DRIVE 
BUS 

.._--+~ HDD CONTROLLER 

FLASH MEM 
WITH BIOS& 

NORTH 
BRIDGE ......._-..~ HO~J[CI PAM?~~RD 

.__--r---" 541 533 
CONTROL 

543 

GRAPHICS 
SUBSYSTEM 

535 

517 

VIDEO 

FIG.5 

503 

513 

INTERFACE 
CONNECTORS 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 10 of 28 PageID #:  235



U.S. Patent 

SECURITY 1 
LOCK 

Apr. 27, 2010 Sheet 6 of 12 

A TI ACHED COMPUTER MODULE 

PRIMARY HARD DISK 
WI SECURITY 501 

PROGRAM 
DRIVE 
BUS 

FLASH MEM 
WITH BIOS & 

HOgJ[CI PA~~~~RD 

US RE41,294 E 

HOST INTERFACE CONTROLLER 

LOCK ON/OFF LOCK STATUS 
SOLENOID CONTROL BIT BIT 509 

DRIVER 561 

LOCK STATUS SIGNAL 

FIG.SA 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 11 of 28 PageID #:  236



U.S. Patent 

604 

613 

Apr. 27,2010 Sheet 7 of 12 

ACM INSERTED 
INTOCMB 

OS TURNS 

P£W~ 

ACMCAN 

~600 

603 

607 

POWER 
FAILURE 

USE KEY TO 
RELEASE 

LOCK 

BE ....__--.~ 

REMOVED 
627 

FIG.6 

611 

615 

US RE41,294 E 

703 

ACM 
CANNOT 705 
INSERT 

INTOCMB 

USE KEY 
TO TURN 707 
LOCK OFF 

ACM CAN 
INSERT 

CMB 
709 

FIG.7 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 12 of 28 PageID #:  237



U.S. Patent Apr. 27, 2010 Sheet 8 of 12 US RE41,294 E 

Flash Memory ~801 610SI 
Configuration XP6uo 

s 60 ~ A C 870 PLL 

'-H NDMuxJI :~~----L-~~?~L-~~~-------· 
PCK 

r--------·---------~ 
' >-t'+P~C~K:....totl 

: 

Host 
PCI 
Bus 

RESET lis 

,... Slave Data Pelh : 1 _;- 9 22 ! 
...--II~ I 

1--+~-t--.. ~- FIFO Ht Ent t- --. • 

~1~~1~t18~1-IL~F~O~~~~~l 
.113~r:r '-~ ~ 

.._ "''" Dala Pelh:: 8'27. 82v':l.t--t-:-: _....;..;_-'---t+~ 

PCICLK 

PCIAD 

~ 
I 

&50 
: . 

tr'' 
. . . 
I 

v;~-J 
. 

832 : POJ 
I 
I 

PD2 . 
AD(ll;:OJ oul 

ParaD811o . 
S..rtal . POl 

~ con ... erter . 
817i=~::::::t==lil~.!_f~IFO:_t~.. l : L__T""l_}-£

8
:-_3::-:3=--M: ~~~ 

816 1- ~14814-t---i: .--CN~Tl.;;..;..o";..'---J...;:,..._I PDraUeJlo St•uldlii-.....;.:+-PC-N _ _..~ 1 
a1a-wl:_-t:~~==lr:l rl -~~c : : -L Converter I : 
Q 1 l! j'-828 : : 

PCI CNTL i! C:Don•:rreoRI : I lc .ontr~ I Sp:24 RESETI ~~~Cgj() T;a3.En;;; RESET# 
; , ~ .... _1-'o'=;;._-+----IJ Re .. l Cnll lf.f----i,_..;,::=-'-1( 
: ~ Oecot:Jer& 
: CBunt : Separate f-~r------------ --·----~ PCNR 
• 0•'" Path CNn • '-1 _ I Serial to PrHotllaJ 14--T't----i 1 • a15 , !' ~<-11-H--+--+...;.,;;;.;.;..;;....;1-1 ~ eon ... rtel I I 

_L r 
9 i 825_! i 843/l ! 

.__]: t.bslor r-- : I\ Contra 
1 F?riYNC : 

__ ~ RDNYR JL Encoder & f-+'t- : 1 

: Control ~ ~ Motge 842,.._.
1

:

1 

/ PDRJ 

~~·-=======~--+::~~~D=e=la~P~a~lhJ .~ : POR~ r: I: : Seriat lo 1+~ • ..~:.~ou;u.-il 
~-- --- ••••••••••• 1 •· ••• 1'---- ----~~-(1--~11~ f---- P~1ollel 

1 
PORI 

Bus Controller Translator AOil ::OJ in 1 . 

. Pf"lO 

Converter ~ I . PDRO . 
CP"'UI--+-----

4
-+1 CPV C~ll 

&GPIO 

:-. 
: 844 ,@1841 

. . . 
I . . 

<111-1-+-----1~ La1th/D1iva1 

N~ ~ 
Brid~ s9o 

, 

Graphics 
Controller 

Video Por1 Cala {0::151 

Video Port Conltol 

FIG. 8 

__l . 
PCKR . 

880 _.....,____~ fr-' 
.... _!C-L-----+--~ ... .: 

VPCK 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 13 of 28 PageID #:  238



U.S. Patent Apr. 27, 2010 Sheet 9 of 12 US RE41,294 E 

PCK PCK 

PDO PDO 

PD1 PD1 

PD2 PD2 

PD3 PD3 

PCN 

FIG. 'J 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 14 of 28 PageID #:  239



U.S. Patent Apr. 27, 2010 Sheet 10 of 12 

~ 

Primary PCI Bus 

PC I Cloer-
~~ 

,,. ,, 
Asynchronous 

~ 
,, PCIBus 10 Control I Controller 

I 
I 

XPBus 
~ PLL 

Controller Clock 
a~ ~a 

XPBus ------
r-- f- ·- ----- -f-- -----

I 
__ I 

PCK ,.,. : PDR[3: 0] 
I :""' I 

[3::0]: ..... 
RSTEP# : "' PCKR 

I I 

PO 

I ___ I 
- ·- ---- - - _ ___ J 

RSTEH#I ;-C1 , , , r 
Asynchronous XPBus 

Controller 
I 
I I 

PLL • PCI Bus 10 
Clock Controller Control 

~ ~ .. 

PCICiock, ' J Secondary 
PCI PCI Bus 

, 
Device 

FIG. to 

US RE41,294 E 

Host 

Interface 
Controller 

Peripheral 
Interface 
Controller 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 15 of 28 PageID #:  240



U.S. Patent Apr. 27, 2010 Sheet 11 of 12 US RE41,294 E 

160.... 

Hoi! 
PC 
Buo 

I 

R ESET. 

CPU 

North 
B r1dve 

~ 

rophlco ... 

1101 

Flesh Memory f 1100 BIOS/ 
Cooftguratlon 

i A C lf70 P(;_K 
r··----··-----------~ 

' ' PLL 

N A/DMUX II ~:VR 1110 1120 !~ 
' 
' ' 

r ----- __ (_ ----- , __ {_ __ -- .. -.. ----. 1150 : 
' Slave D•la Path : ' ;--- I J22 ! 

X 
L ' PCI CLK . ' . .. ,--1- -r-7rj I ' 1112 FIFO H+ Enc,_,_. 1132 ' 

f+- ' ' ' ' H11 - ~~ ' ' ( I ' AD{31 ::OJ out ' ._j ' . ~ FIFO OtiC , . ' _ c r13 •• 1-'- ! ' . .. "\ ' ParaDe I to 
PCIAD . CNTlout ' ' . Moll Oala Palh : : U27. (I ~3 Serial ' ·- CcnVBrt&r ' 1117 . ~··r- ' & Butler ' ' FIFO f-Ht. En<: ~ f+ ' f/36: 
~ ~::;:::= ' 

, 116 ' 
J ~ -::- RESET# ' FIFO ~ Dec ' Re3el & 

~ ' XPBua 
1118- ..__ ' • '::::-I 

' P01rity En or ' . .. i '- 1128 ' 1130-~ ' 
1114- ' 

,, ' Control ' . .. ' ,, 
~-------------~----~ ' -r '• 

-" 
. 

U21--PCICNTl Slave " y -- PCK Transmitter .. 
ROIWR r-- ,, --------------· "--- --

' 
., 

~ : 
' Conlrol .. Conllol ' Reset& 

' ~ ' Oe<:ode1 & 
' ' 

XP~ui 

' Cnt ,, 
Parit)' [nUt 

' ~ ~ 
Sepillrale ' ' 

' Bua OIJ!a Path ' _Qfll ' Detect 

~ ' 
1115 -r-. ' :; ' In ' ' Coo~ol 

' ' 
~ :: .. ' ' : 

'~,' 
,, 

142rt- ' 
Masle< 

:..- .. 
conlrol ' ' .. ' ._ H- RD!NR .. 
Encoder & 1-~ : +- ' Control Mergu i l__ ____ ' ' . ,, 
Data Palh ' ' 

' 
,, ' : ' ' . . ' S.riallo ' ' 
.. ' '-7- !-- ParaUeJ ' ·---------- ... _.,. ____ ... --- ----- . -- ' 

Bu• Controller Trans a lor ' Conveour 
AO(J :O)In ' ' ' ' :"' 

,...._ 
'-too ~ §11' ' : CPU CNTL ' 

' ' 1144 J41! &GPIO ' 
ulch/Oriver 1125 1140-.! 

' ' ' 

1190_) • • -·- ----- ·- --·- • ·R,;.;-.;Iver • 

Vlaeo Port Oala (0:: 15) S.riallo 
Parallo!JI 

Vodeo Port Conlrol CQI"'vener 

1180 }_ 
.... 

FIG.fl 

XPBu 

PCK 

P03 

P02 

POl 

PDQ 

RSTEPII 

HSTEHI 

1146 

PORJ 

PDR2 

PORI 

PORO 

PCKR 

VPD .. 
' 

' ' 
VPCK: 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 16 of 28 PageID #:  241



U.S. Patent 

~ 
0 a.. 

~ 
u 
a.. 

Apr. 27, 2010 

0 
0 
a.. 

0 
0 
a.. 

"r" 

0 
Cl... 

....... 
0 
a.. 

Sheet 12 of 12 

N 
0 
a.. 

N 
0 
a. 

(""') 

0 
a.. 

C"') 

0 
Q_ 

US RE41,294 E 

N 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 17 of 28 PageID #:  242



US RE41,294 E 
1 

PASSWORD PROTECTED MODULAR 
COMPUTER METHOD AND DEVICE 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[The following two commonly-owned copending 
applications, including this one, are being filed concurrently 
and the other one is hereby incorporated by reference in their 
entirety for all purposes:] 

[1. U.S. patent application Ser. No. 09/183,816, William 
W. Y. Chu, entitled, "Modular Computer Security Method 
and Device". and] 

[2. U.S. patent application Ser. No. 09/183,493, William 

2 
a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a curser on the display from one location to 
another location. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have 
many limitations. These computing devices have poor dis-

10 play technology. In fact, these devices often have a smaller 
flat panel display that has poor viewing characteristics. 
Additionally, these devices also have poor input devices 
such as smaller keyboards and the like. Furthermore, these 
devices have limited common platforms to transfer informa-

15 tion to and from these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 

W. Y. Chu, entitled, "Password Protected Modular Computer 
20 

Method and Device".] 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at 
the cost of consumers. A drawback to having two separate 
computers is that the user must often purchase both the desk
top and laptop to have "total" computing power, where the 
desktop serves as a "regular" computer and the laptop serves 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,321,335. The reissue appli
cations are application Ser. No. 10/963,825 filed Oct. 12, 
2004, application Ser. No. 111474,256 filed Jun. 23, 2006 
(the present application), application Ser. No. 111517,601 
filed Sep. 6, 2006, and application Ser. No. 12/322,858filed 
Feb. 5, 2009, the present application being a continuation 
reissue of U.S. Pat. No. 6,321,335. 

25 as a "portable" computer. Purchasing both computers is 
often costly and runs "thousands" of dollars. The user also 
wastes a significant amount of time transferring software 
and data between the two types of computers. For example, 
the user must often couple the portable computer to a local 

30 area network (i.e., LAN), to a serial port with a modem and 
then manually transfer over files and data between the desk
top and the portable computer. Alternatively, the user often 
must use floppy disks to "zip" up files and programs that 
exceed the storage capacity of conventional floppy disks, 

BACKGROUND OF THE INVENTION 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box using 
password protection techniques. Merely by way of example, 
the present invention is applied to a modular computing 
environment for desk top computers, but it will be recog
nized that the invention has a much wider range of applica
bility. It can be applied to a server as well as other portable or 
modular computing applications. 

35 and transfer the floppy disk data manually. 

Another drawback with the current model of separate por
table and desktop computer is that the user has to spend 
money to buy components and peripherals the are duplicated 

40 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics, accelerators, and the like. Because pro-

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 45 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 50 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 
or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

Many external or peripheral devices can be used with the 55 

PCs. Among others, these peripherals devices include mass 
storage devices such as a Zip™ Drive product sold by 
Iomega Corporation of Utah. Other storage devices include 
external hard drives, tape drives, and other. Additional 
devices include communication devices such as a modem, 60 

which can be used to link the PC to a wide area network of 

gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to oper
ate programs on the road and in the office, hard disk space is 
often wasted. 

One approach to reduce some of these drawbacks has 
been the use of a docking station with a portable computer. 
Here, the user has the portable computer for "on the road" 
use and a docking station that houses the portable computer 
for office use. The docking station typically includes a sepa
rate monitor, keyboard, mouse, and the like and is generally 
incompatible with other desktop PCs. The docking station is 
also generally not compatible with portable computers of 
other vendors. Another drawback to this approach is that the 
portable computer typically has lower performance and 
functionality than a conventional desktop PC. For example, 
the processor of the portable is typically much slower than 
processors in dedicated desktop computers, because of 
power consumption and heat dissipation concerns. As an 
example, it is noted that at the time of drafting of the present 
application, some top-of-the-line desktops include 400 MHz 
processors, whereas top-of-the-line notebook computers 

computers such as the Internet. Furthermore, the PC can 
include output devices such as a printer and other output 
means. Moreover, the PC can include special audio output 
devices such as speakers the like. 65 include 266 MHz processors. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 
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can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have pro
prietary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 
vendor for future upgrades, support, and the like. 

4 
present invention is also implemented using conventional 
technologies that can be provided in the present computer 
system in an easy and efficient mauner. Depending upon the 
embodiment, one or more of these benefits can be available. 
These and other advantages or benefits are described 
throughout the present specification and are described more 
particularly below. Thus what is needed are computer systems that provide 

reduced user investment in redundant computer components 
and provide a variable level of performance based upon 
computer configuration. 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 

10 detail in conjunction with the text below and attached FIGS. 

SUMMARY OF THE INVENTION 

According to the present invention, a technique including 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
according to an embodiment of the present invention; 

FIG. 3 is a simplified side-view diagram of a computer 
module according to an embodiment of the present inven-

a method and device for securing a computer module using a 
15 

password in a computer system is provided. In an exemplary 
embodiment, the present invention provides a security sys
tem for an attached computer module ("ACM"). In an 
embodiment, the ACM inserts into a Computer Module Bay 
(CMB) within a peripheral console to form a functional 

20 tion; 
computer. 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention; 

FIG. 5 is a simplified block diagram of a security system 
25 for a computer module according to an embodiment of the 

present invention; and 

In a specific embodiment, the present invention provides a 
computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a cen
tral processing unit (i.e., integrated circuit chip) in the enclo
sure. The module has a hard disk drive in the enclosure, 
where the hard disk drive is coupled to the central processing 
unit. The module further has a programmable memory 
device in the enclosure, where the programmable memory 
device can be configurable to store a password for prevent- 30 
ing a possibility of unauthorized use of the hard disk drive 
and/or other module elements. The stored password can be 
any suitable key strokes that a user can change from time to 
time. In a further embodiment, the present invention pro
vides a permanent password or user identification code 35 
stored in flash memory, which also can be in the processing 
unit, or other integrated circuit element. The permanent 
password or user identification code is designed to provide a 
permanent "finger print" on the attached computer module. 

FIGS. 6 and 7 show simplified flow diagrams of security 
methods according to embodiments of the present invention. 

FIG. 8 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. 

FIG. 9 is a schematic diagram ofthe signal lines PCK, 
PDO to PD3, and PCN. 

FIG. 10 is a block diagram of another embodiment of the 
HIC and PIC of the present invention and the interface ther
ebetween. 

FIG. 11 is a detailed block diagram of another embodi
ment of the HIC of the present invention. 

In a specific embodiment, the present invention provides a 
variety of methods. In one embodiment, the present inven
tion provides a method for operating a computer system such 

FIG. 12 is a schematic diagram of the signal lines PCK 
40 and PDO to PD3. 

as a modular computer system and others. The method 
includes inserting an attached computer module ("ACM") 
into a bay of a modular computer system. The ACM has a 45 

microprocessor unit (e.g., microcontroller, microprocessor) 
coupled to a mass memory storage device (e.g., hard disk). 
The method also includes applying power to the computer 
system and the ACM to execute a security program, which is 
stored in the mass memory storage device. The method also 50 

includes prompting for a user password from a user on a 
display (e.g., flat panel, CRT). In a further embodiment, the 
present method includes a step of reading a permanent pass
word or user identification code stored in flash memory, or 
other integrated circuit element. The permanent password or 55 

user identification code provides a permanent finger print on 
the attached computer module. The present invention 
includes a variety of these methods that can be implemented 
in computer codes, for example, as well as hardware. 

DESCRIPTION OF SPECIFIC EMBODIMENTS 
I. System Hardware 

FIG. 1 is a simplified diagram of a computer system 1 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 
of components that are removable. Some of these compo
nents (or modules) can be used in different computers, 
workstations, computerized television sets, and portable or 
laptop units. 

In the present embodiment, ACM 10 includes computer 
components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in 

60 (i.e., CMB) 40 is an opening or slot in the desktop console. 

a specific embodiment. Additionally, the present invention 
substantially prevents accidental removal of the ACM from 
the console. In some embodiments, the present invention 
prevents illegal or unauthorized use during transit. The 

The CMB houses the ACM and provides communication to 
and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
alignment mechanism for mating a portion of the ACM to 

65 the console. The CMB further has thermal heat dissipation 
sinks, electrical connection mechanisms, and the like. Some 
details of the ACM can be found in co-pending patent appli-
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cation Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998, 
commonly assigned, and hereby incorporated by reference 
for all purposes. 

In a preferred embodiment, the present system has a secu
rity system, which includes a mechanical locking system, an 
electrical locking system, and others. The mechanical lock
ing system includes at least a key 11. The key 11 mates with 
key hole 13 in a lock, which provides a mechanical latch 15 
in a closed position. The mechanical latch, in the closed 
position, mates and interlocks the ACM to the computer 10 

module bay. The mechanical latch, which also has an open 
position, allows the ACM to be removed from the computer 
module bay. Further details of the mechanical locking sys
tem are shown in the Fig. below. 

FIG. 2 is a simplified diagram of a computer module 10 15 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre- 20 

vious Fig. for easy reading. The computer module 10 
includes key 11, which is insertable into keyhole 13 of the 
lock. The lock has at least two position, including a latched 

6 
1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus-
trates the top-view of the module 10, where the backside 
components (e.g., Host Interface Controller) are depicted in 
dashed lines. The layout diagram has a first portion, which 
includes a central processing unit ("CPU") module 400, and 
a second portion, which includes a hard drive module 420. A 

or closed position and an unlatched or open position. The 
latched position secures the ACM to the computer module 25 

bay. The unlatched or open position allows the ACM to be 
inserted into or removed from the computer bay module. As 
shown, the ACM also has a slot or opening 14, which allows 
the latch to move into and out of the ACM. The ACM also 
has openings 17 in the backside for an electrical and/or 
mechanical connection to the computer module bay, which 

30 common printed circuit board 437 houses these modules and 
the like. Among other features, the ACM includes the central 
processing unit module 400 with a cache memory 405, 
which is coupled to a north bridge unit 421, and a host inter
face controller 401. The host interface controller includes a 

is connected to the console. 
FIG. 3 is a simplified side-view diagram of a computer 

module according to an embodiment of the present inven
tion. This diagram is merely an illustration and should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. Some of the reference numerals are similar to 
the previous FIG. for easy reading. As shown, the ACM 
module inserts into the computer module bay frame 19, 
which is in the console. A side 27 and a bottom 19 of ACM 
slide and fit firmly into the computer module bay frame, 
which has at least a bottom portion 19 and back portion 26. 
A backside 23 of the ACM faces backside 26 of the frame. 

35 lock control403. As shown, the CPU module is disposed on 
a first portion of the attached computer module, and couples 
to connectors 17. Here, the CPU module is spatially located 
near connector 17. 

The CPU module can use a suitable microprocessing unit, 
40 microcontroller, digital signal processor, and the like. In a 

specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 

ACM also has a front-side or face 25 that houses the lock 45 

Cyrix Corporation (now National Semiconductor 
Corporation), and others. In other aspects, the microproces
sor can be one such as the Compaq Computer Corporation and exposes the keyhole 13 to a user. The key 11 is insertable 

from the face into the keyhole. 
As the ACM inserts into the frame, connector 17 couples 

and inserts into connector 21. Connector 17 electrically and 
mechanically interface elements of the ACM to the console 
through connector 21. Latch 14 should be moved away from 
the bottom side 19 of the module bay frame before inserting 
the ACM into the frame. Once the ACM is inserted fully into 
the frame, latch 15 is placed in a closed or lock position, 
where it keeps the ACM firmly in place. That is, latch 15 
biases against a backside portion 29 of the ACM enclosure to 
hold the ACM in place, where the connector 17 firmly 
engages, electrically and mechanically, with connector 21. 

Alpha Chip, Apple Computer Corporation PowerPC G3 
processor, and the like. Further, higher speed processors are 
contemplated in other embodiments as technology increases 

50 in the future. 
In the CPU module, host interface controller 401 is 

coupled to BIOS/flash memory 405. Additionally, the host 
interface controller is coupled to a clock control logic, a 
configuration signal, and a peripheral bus. The present 

55 invention has a host interface controller that has lock control 
403 to provide security features to the present ACM. 
Furthermore, the present invention uses a flash memory that 
includes codes to provide password protection or other elec-

To remove the ACM, latch 15 is moved away or opened from 
the back side portion of the ACM enclosure. ACM is manu- 60 

ally pulled out of the computer module bay frame, where 
connector 17 disengages with connector 21. As shown, the 
key 11 is used to selectively move the latch in the open or 
locked position to secure the ACM into the frame module. 

tronic security methods. 
The second portion of the attached computer module has 

the hard drive module 420. Among other elements, the hard 
drive module includes north bridge 421, graphics accelerator 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 

In most embodiments, the ACM includes an enclosure 
such as the one described with the following components, 
which should not be limiting: 

65 parallel aligument with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 
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In a specific embodiment, north bridge unit 421 often 
couples to a computer memory, to the graphics accelerator 
423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples 
to a graphics memory 423, and other elements. IDE control-

8 
memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 
DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the applica
tion. Alternatively, the main memory can be coupled directly 
with the CPU in some embodiments. The north bridge also 
couples to a graphics subsystem 515 via bus 542. The graph
ics subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 

ler 429 generally supports and provides timing signals nec
essary for the IDE bus. In the present embodiment, the IDE 
controller is embodied as a 643U2 PCI-to IDE chip from 
CMD Technology, for example. Other types of buses than 
IDE are contemplated, for example EIDE, SCSI, 1394, and 
the like in alternative embodiments of the present invention. 

10 video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive that serves as a main memory unit for pro
grams and the like. The hard disk can be any suitable drive 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific 
embodiment, the computer operating system may be the 
Windows98 operating system from Microsoft Corporation 

15 that has at least 2GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 2 lf2 inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north 
bridge by way of a hard disk drive controller and bus lines 

of Redmond Wash. Other operating systems, such as 
WindowsNT, MacOSS, Unix, and the like are also contem
plated in alternative embodiments of the present invention. 
Further, some typical application software programs can 
include Office98 by Microsoft Corporation, Corel Perfect 
Suite by Corel, and others. Hard disk module 420 includes a 
hard disk drive. The hard disk drive, however, can also be 
replaced by removable hard disk drives, read/write CD 
ROMs, flash memory, floppy disk drives, and the like. A 
small form factor, for example 2.5", is currently 
contemplated, however, other form factors, such as PC card, 
and the like are also contemplated. Mass storage unit 240 
may also support other interfaces than IDE. Among other 
features, the computer system includes an ACM with secu- 30 

rity protection. The ACM connects to the console, which has 

20 502 and 531. The hard disk drive controller couples to the 
north bridge by way of the host PCI bus, which connects bus 
537 to the north bridge. The hard disk includes computer 
codes that implement a security program according to the 
present invention. Details of the security program are pro-

25 vided below. 

at least the following elements, which should not be limiting. 
1) Connection to input devices, e.g. keyboard or mouse; 

The attached computer module also has a flash memory 
device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the 
device. The flash memory device generally permits the stor
age of such password without a substantial use of power, 
even when disconnected. As merely an example, the flash 
memory device has at least 4 Meg. or greater of memory, or 
16 Meg. or greater of memory. A host interface controller 
507 communications to the north bridge via bus 535 and host 2) Connection to display devices, e.g. Monitor; 

3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy 

drive, CD ROM drive; 
5) Communication device. e.g. LAN or modem; 
6) An interface device and connectors to ACM; 

35 PCI bus. The host interface controller also has a lock control 
509, which couples to a lock. The lock is attached to the 
module and has a manual override to the lock on the host 
interface controller in some embodiments. Host interface 
controller 507 communicates to the console using bus 511, 

40 which couples to connection 513. 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 

In one aspect of the present invention the security system 
uses a combination of electrical and mechanical locking 
mechanisms. Referring to FIG. SA, for example, the present 
system provides a lock status mechanism in the host inter-As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 

45 face controller 509. The lock status of the lock is determined 

a variety of thermal components for heat dissipation, a frame 
the provides connector aligmnent, and a lock engagement, 
which secures the ACM to the console. The bay also has a 50 

printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface 
between the ACM and other accessories. 

FIG. 5 is a simplified block diagram 500 of a security 
system for a computer module according to an embodiment 55 

of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The block diagram 500 has a 
variety of features such as those noted above, as well as 60 

others. In the present diagram, different reference numerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 500. 
The module 500 has a central processing unit, which com
municates to a north bridge 541, by way of a CPU bus 527. 65 

The north bridge couples to main memory 523 via memory 
bus 529. The main memory can be any suitable high speed 

by checking a lock status bit 549, which is in the host inter
face controller. The lock status bit is determined by a signal 
553, which is dependent upon the position of the lock. Here, 
the position of the lock is closed in the ground 559 position, 
where the latch couples to a ground plane in the module 
and/or system. Alternatively, the signal of the lock is at V cc, 
for example, which is open. Alternatively, the signal can be 
ground in the open position and V cc in the closed position, 
depending upon the application. Other signal schemes can 
also be used depending upon the application. 

Once the status is determined, the host interface controller 
turns the lock via solenoid 557 in a lock on or lock off 
position, which is provided through the control bit 551, for 
example. The control bit is in a register of the host interface 
controller in the present example. By way of the signal 
schemes noted and the control bit, it is possible to place the 
lock in the lock or unlock position in an electronic marmer. 
Once the status of the lock is determined, the host interface 
controller can either lock or unlock the latch on the module 
using a variety of prompts, for example. 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau-
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thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user 
password, which can be stored in the flash memory device 
505. By way of the flash memory device, the password does 
not become erased by way of power failure or the lock. The 
password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 
it can readily be changed by erasing the code, which is stored 

10 
sor. The microprocessor oversees the operation of the com
puter system. The microprocessor searches the memory in, 
for example, the hard disk drive and execute a security 
program, step 603. 

The security program runs through a sequence of steps 
before allowing a user to operate the present system with the 
ACM. Among other processes, the security program deter
mines if an "Auto-lock" is ON. If so, the security program 
goes via branch 606 to step 607. Alternatively, the security 

10 
program goes to step 609, which determines that the lock 
stays OFF and loops to step 627, which indicates that the 
ACM can be removed physically from the console. In step 
607, the security program turns a switch or switching means 
that turns ON a lock, which can be electrical, mechanical, or 

in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 
devices can also be used, however. Details of a password 
protection method are further explained below by way of the 15 

FIGS. 

a combination of electrical and mechanical. 
In a specific embodiment, the security program turns OFF 

the power of the ACM and console. Here, the security pro
gram directs the OS to turn the power OFF, step 613. In an 
embodiment where power failure occurs (step 611), a key is 
used to release a latch in the ACM on the lock 615, where the 

In a specific embodiment, the present invention also 
includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz 508 that couples to a real-time 
clock circuit. The real-time clock circuit can be in the host 
interface controller. An energy source 506 such as a battery 
can be used to keep the real-time clock circuit running even 
when the ACM has been removed from the console. The 
real-time clock can be used by a security program to perform 
a variety of functions. As merely an example, these functions 
include: (1) fixed time period in which theACM can be used, 
e.g., ACM cannot be used at night; (2) programmedACM to 
be used after certain date, e.g., high security procedure dur
ing owner's vacation or non use period; (3) other uses simi
lar to a programmable time lock. Further details of the 
present real-time clock are described in the application listed 
under Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code 
is stored in the central processing nnit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be 
placed in the device by a one time progrannning techniques 
using, for example, fuses or the like. The present password 
or user code provides a permanent "finger print" on the 
device, which is generally hardware. The permanent finger 
print can be used for identification purposes for allowing the 
user of the hardware to access the hardware itself, as well as 
other systems. These other systems include local and wide 
area networks. Alternatively, the systems can also include 
one or more servers. The present password and user identifi
cation can be quite important for electronic commerce appli
cations and the like. In one or more embodiments, the per
manent password or user code can be combined with the 
password on flash memory for the security program, which 
is described below in more detail. 
II. SECURITY DETECTION PROGRAMS 

FIGS. 6 and 7 show simplified flow diagrams 600, 700 of 
security methods according to embodiments of the present 
invention. These diagrams are merely illustrations and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, 
modifications, and alternatives. Referring to FIG. 6, which 
considers an example for when the ACM is inserted into the 
computer module bay in the console, ACM has already been 
inserted into the console and is firmly engaged in an electri
cal and mechanical manner. A computer system is powered 
up 601, which provides selected signals to the microproces-

20 ACM can be removed, step 627. From step 613, the security 
program determines iftheACM is to be removed, step 617. 
If not, the lock stays ON, step 619. Alternatively, the security 
detection program determines if the password (or other secu
rity code) matches with the designated password, step 621. If 

25 not, the lock stays ON, step 623. Alternatively, the security 
program releases the lock 625, which frees the ACM. Next, 
the ACM can be removed, step 627. 

In an alternative embodiment, the present invention pro
vides a security system for the ACM, which is outside the 

30 console or computer module bay. See, FIG. 7, for example. 
As shown, the security system is implemented to prevent 
illegal or unauthorized use (step 701) of the ACM, which has 
not been used in the console. Here, a key turns ON a lock 
(step 703). The lock moves a latch in the ACM to a specific 

35 spatial location that physical blocks the passage of the ACM 
into the computer module bay. Accordingly, the ACM cannot 
insert (step 705) into the computer module bay. 

In an alternative aspect, the key can be used to turn the 
lock OFF, step 707. Here, the key moves the latch in a 

40 selected spatial location that allows the ACM to be inserted 
into the computer bay module. In the OFF position, the 
ACM inserts into the computer module bay, step 709. Once 
the ACM is in the bay, a user can begin operating the ACM 
through the console. In one embodiment, the computer con-

45 sole including the ACM goes through the sequence of steps 
in the above FIG., but is not limited. 

In a specific embodiment, the present invention imple
ments the sequences above using computer software. In 
other aspects, computer hardware can also be used and is 

50 preferably in some applications. The computer hardware can 
include a mechanical lock, which is built into the ACM. An 
example of such mechanical lock is shown above, but can 
also be others. In other aspects, the lock can be controlled or 
accessed electronically by way of computer software. Here, 

55 the key can be used to as a manual override if the ACM or 
computer fails. 

The lock is used to prevent theft and accidental removal 
inside CMB. The current invention locates the lock inside 
the ACM to allow a user to keep a single key as ACM is 

60 moved from console to console at different locations. When 
ACM is in transit, the lock can be engaged using the key so 
that the latch extends outside ACM's enclosure. The 
extended latch prevents ACM from being inserted into any 
CMB. This prevents any illegal use of ACM by someone 

65 other than the user. 
In one aspect of the invention, the user password is pro

grammable. The password can be programmable by way of 
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the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 

12 
number of parallel bus lines in each of the PC! buses and 
operates at a clock speed higher than the clock speed at 
which any of the bus lines operates. More specifically, the 
interface channel includes two sets of unidirectional serial 
bit channels which transmit data in opposite directions such 
that one set of bit channels transmits serial bits from the HIC 
to the PIC while the other set transmits serial bits from the 
PIC to the HIC. For each cycle of the PC! clock, each bit 
channel of the interface channel transmits a packet of serial 

4) Automatic HDD lock out if tempering is detected. 10 bits. 
In still a further embodiment, the present invention also 

includes a method for reading a permanent password or user 
identification code to identifY the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass- 15 
word or user code is stored in the central processing unit. 
The password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 
present password or user code provides a permanent "finger 20 

print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes 
for allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 
local and wide area networks. Alternatively, the systems can 25 

also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica

FIG. 8 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. 
As shown in FIG. 8, HIC 800 comprises bus controller 810, 
translator 820, transmitter 830, receiver 840, a PLL 850, an 
address/data multiplexer (AID MUX) 860, a read/write con
troller (RDIWR Cntl) 870, a video serial to parallel con-
verter 880 and a CPU control & general purpose input/ 
output latch/driver (CPU CNTL & GPIO latch/driver) 890. 

HIC 800 is coupled to an optional flash memory BIOS 
configuration unit 801. Flash memory unit 801 stores basic 
input output system (BIOS) and PC! configuration informa
tion and supplies the BIOS and PC! configuration informa
tion to AID MUX 860 and RDIWR Control 870, which con
trol the programming, read, and write of flash memory unit 
801. 

Bus controller 810 is coupled to the host PC! bus, which is 
also referred to herein as the primary PC! bus, and manages 
PC! bus transactions on the host PC! bus. Bus controller 810 

tion can be quite important for electronic commerce applica- includes a slave (target) unit 811 and a master unit 816. 
tions and the like, which verify the user code or password. In 30 Both slave unit 811 and master unit 816 each include two 
one or more embodiments, the permanent password or user first in first out (FIFO) buffers, which are preferably asyn-
code can be combined with the password on flash memory chronous with respect to each other since the input and out-
for the security program. put of the two FIFOs in the master unit 816 as well as the 

Embodiments in accordance with the present invention two FIFOs in the slave unit 811 are clocked by different 
may interface two PC! or PCI-like buses using a non-PCI or 35 clocks, namely the PC! clock and the PCK. Additionally, 
non-PCI-like channel. In accordance with embodiments of slave unit 811 includes encoder 822 and decoder 823, while 
the present invention, PC! control signals are encoded into master unit 816 includes encoder 82 7 and decoder 828. The 
control bits and the control bits, rather than the control sig- FIFOs 812, 813, 817 and 818 manage data transfers 
nals that they represent, are transmitted on the interface between the host PC! bus and the XPBus, which in the 
channel. At the receiving end, the control bits representing 40 embodiment shown in FIG. 8 operate at 33 MHz and 66 
control signals are decoded back into PC! control signals MHz, respectively. PC! address/data (AD) from the host PC! 
prior to being transmitted to the intended PC! bus. bus is entered into FIFOs 812 and 817 before they are 

The fact that control bits rather than control signals are encoded by encoders 822 and 823. Encoders 822 and 823 
transmitted on the interface channel allows using a smaller format the PC! address/data bits to a form more suitable for 
number of signal channels and a correspondingly small 45 parallel to serial conversion prior to transmittal on the 
number of conductive lines in the interface channel than XPBus. Similarly, address and data information from the 
would otherwise be possible. This is because the control bits receivers is decoded by decoders 823 and 828 to a form 
can be more easily multiplexed at one end of the interface more suitable for transmission on the host PC! bus. Thereaf-
channel and recovered at the other end than control signals. ter the decoded data and address information is passed 
This relatively small number of signal channels used in the 50 through FIFOs 813 and 818 prior to being transferred to the 
interface channel allows using LVDS channels for the inter- host PC! bus. FIFOs 812, 813, 817 and 818, allow bus con-
face. As mentioned above, an LVDS channel is more cable troller 810 to handle posted and delayed PC! transactions 
friendly, faster, consumes less power, and generates less and to provide deep buffering to store PC! transactions. 
noise than a PC! bus channel, which is used in the prior art Bus controller 810 also comprises slave read/write con-
to interface two PC! buses. Therefore, the present invention 55 trol (RDIWR Cntl) 814 and master read/write control (RDI 
advantageously uses an LVDS channel for the hereto unused WR Cntl) 815. RDIWR controls 814 and 815 are involved in 
purpose of interfacing PC! or PC!-like buses. The relatively the transfer of PC! control signals between bus controller 
smaller number of signal channels in the interface also 810 and the host PC! bus. 
allows using connectors having smaller pins counts. As men- Bus controller 810 is coupled to translator 820. Transla-
tioned above an interface having a smaller number of signal 60 tor 820 comprises encoders 822 and 827, decoders 823 and 
channels and, therefore, a smaller number of conductive 828, control decoder & separate data path unit 824 and 
lines is less bulky and less expensive than one having a control encoder & merge data path unit 825. As discussed 
larger number of signal channels. Similarly, connectors hav- above encoders 822 and 82 7 are part of slave data unit 811 
ing a smaller number of pins are also less expensive and less and master data unit 816, respectively, receive PC! address 
bulky than connectors having a larger number of pins. 65 and data information from FIFOs 812 and 817, respectively, 

In a preferred embodiment, the interface channel has a and encode the PC! address and data information into a 
plurality of serial bit channels numbering fewer than the form more suitable for parallel to serial conversion prior to 

Case 6:13-cv-00641   Document 1-5   Filed 09/09/13   Page 23 of 28 PageID #:  248



US RE41,294 E 
13 

transmittal on the XPBus. Similarly, decoders 823 and 828 
are part of slave data unit 811 and master data unit 816, 
respectively, and format address and data information from 
receiver 840 into a form more suitable for transmission on 
the host PC! bus. Control encoder & merge data path unit 
825 receives PC! control signals from the slave RDIWR con
trol 814 and master RDIWR control 815. Additionally, con
trol encoder & merge data path unit 825 receives control 
signals from CPU CNTL & GPIO latch/driver 890, which is 
coupled to the CPU and north bridge (not shown in FIG. 8). 10 

Control encoder & merge data path unit 825 encodes PC! 
control signals as well as CPU control signals and north 
bridge signals into control bits, merges these encoded con
trol bits and transmits the merged control bits to transmitter 
830, which then transmits the control bits on the data lines 15 

PDO to PD3 and control line PCN of the XPBus. Examples 
of control signals include PC! control signals and CPU con
trol signals. A specific example of a control signal is 
FRAME# used in PC! buses. A control bit, on the other hand 
is a data bit that represents a control signal. Control decoder 20 

& separate data path unit 824 receives control bits from 
receiver 840 which receives control bits on data lines PDRO 
to PDR3 and control line PCNR of the XPBus. Control 
decoder & separate data path unit 824 separates the control 
bits it receives from receiver 840 into PC! control signals, 25 

CPU control signals and north bridge signals, and decodes 
the control bits into PC! control signals, CPU control 
signals, and north bridge signals all of which meet the rel
evant timing constraints. 

Transmitter 830 receives multiplexed parallel address/ 30 

data (AID) bits and control bits from translator 820 on the 
AD[31 ::0] out and the CNTL out lines, respectively. Trans
mitter 830 also receives a clock signal from PLL 850. PLL 
850 takes a reference input clock and generates PCK that 
drives the XPBus. PCK is asynchronous with the PC! clock 35 

signal and operates at 66 MHz, twice the speed of the PC! 
clock of 33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed 
of future PC! buses. As a result of the higher speed, the 
XPBus may be used to interface two PC! or PCI-like buses 40 

operating at 66 MHz rather than 33 MHz or having 64 
rather than 32 multiplexed address/data lines. 

The multiplexed parallel AID bits and some control bits 
input to transmitter 830 are serialized by parallel to serial 
converters 832 of transmitter 830 into 10 bit packets. These 45 

bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 
converter 833 into 10 bit packets and send out on control 
line PCN of the XPBus. 

14 
cal or conductive, is herein used interchangeably with a sig
nal or bit channel which may consist of one or more physical 
lines for transmitting a signal. In the case of non-differential 
signal lines, generally only one physical line is used to trans
mit one signal. However, in the case of differential signal 
lines, a pair of physical lines is used to transmit one signal. 
For example, a bit line or bit channel in an LVDS or IEEE 
1394 interface consists of a pair of physical lines which 
together transmit a signal. 

FIG. 9 is a schematic diagram of lines PCK, PDO to PD3, 
and PCN. These lines are unidirectional LVDS lines for 
transmitting clock signals and bits from the HIC to the PIC. 
The bits on the PDO to PD3 and the PCN lines are sent 
synchronously within every clock cycle of the PCK. Another 
set of lines, namely PCKR, PDRO to PDR3, and PCNR, are 
used to transmit clock signals and bits from the PIC to HI C. 
The lines used for transmitting information from the PIC to 
the HIC have the same structure as those shown in FIG. 9, 
except that they transmit data in a direction opposite to that 
in which the lines shown in FIG. 9 transmit data. In other 
words they transmit information from the PIC to the HI C. 
The bits on the PDRO to PDR3 and the PCNR lines are sent 
synchronously within every clock cycle of the PCKR. Some 
of the examples of control information that may be sent in 
the reverse direction, i.e., on PCNR line, include a request to 
switch data bus direction because of a pending operation 
(such as read data available), a control signal change in the 
target requiring communication in the reverse direction, tar
get busy, and transmission error detected. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional 
lines includes PCKR, PDRO to PDR3, and PCNR. Each of 
these unidirectional set of lines is a point-to-point bus with a 
fixed transmitter and receiver, or in other words a fixed mas
ter and slave bus. For the first set of unidirectional lines, the 
HIC is a fixed transmitter/master whereas the PIC is a fixed 
receiver/slave. For the second set of unidirectional lines, the 
PIC is a fixed transmitter/master whereas the HIC is a fixed 
receiver/slave. The LVDS lines of XPBus, a cable friendly 
and remote system I/0 bus, transmit fixed length data pack
ets within a clock cycle. 

FIG. 10 is a block diagram of another embodiment of the 
HIC and PIC of the present invention and the interface ther
ebetween. One important difference between the XPBuses 
shown in FIGS. 8 and 10 is the fact that unlike the XPBus of 
FIG. 8, the XPBus of FIG. 10 does not have control lines 
PCN and PCNR. Another difference lies in the fact that the 
XPBus ofF! G. 10 has two dedicated reset lines RSTEH# and 
RSTEP# instead of only one as is the case for the XPBus of 
FIG. 8. RSTEH# and RSTEP# are unidirectional reset and 

The XPBux lines, PDO to PD3, PCN, PDRO to PDR3 and 50 

PCNR, and the video data and clock lines, VP D and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms of bit based lines. For example, in another 
embodiment, the XPBus lines may be IEEE 1394 lines. error condition signal lines that transmit a reset and error 

55 condition signal from the host PC! to the peripheral PC! and 
from the peripheral PC! to host PC!, respectively. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

It is to be noted that although each of the lines PCK, PDO 
to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VPD is referred to as a line, in the singular rather than 
plural, each such line may contain more than one physical 
line. For example, in the embodiment shown in FIG. 9, each 
of lines PCK, PDO to PD3 and PCN includes two physical 
lines between each driver and its corresponding receiver. 
The term line, when not directly preceded by the terms physi-

FIG. 11 shows a detailed block diagrams of the HIC 
shown in FIG. 10. HIC 1100 shown in FIG. 11 is, other than 
for a few difference, identical to HIC 800 shown in FIG. 8. 

60 Accordingly, reference numbers for components in HIC 
1100 have been selected such that a component in HIC 1100 
and its corresponding component in HIC 800 have reference 
numbers that differ by 300 and have the same two least sig
nificant digits. One of the differences between HIC 1100 and 

65 HIC 800 is the fact that, unlike HIC 800, HIC 1100 does not 
have a parallel to serial converter or a serial to parallel 
converter dedicated exclusively to CNTL out and CNTL in 
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signals, respectively. This is due to the fact that XPBus for 
HIC 1100 does not contain a PCN or PCNR line. Another 
important difference between HIC 1100 and HIC 800 is the 
fact that HIC 1100, unlike HIC 800, has two reset lines, 
RSTEP# and RSTEH#, instead of only one reset line. Reset 
line RSTEP# is coupled to Reset & XPBus Parity Error Con
trol Unit 1136 which receives, on the reset line RSTEP#, a 
reset signal and a parity error signal generated by the PIC, 
sends a reset signal to the CPU CNTL & GPIO latch/driver 
1190, and controls retransmission of bits from the parallel to 10 

serial converters 1132. Reset & XPBus Parity Error Detec
tion and Control Unit 1146 takes bits from serial to parallel 
converters 1142, performs a parity check to detect any trans
mission error, and sends reset and parity error signals to the 
PIC on the reset line RSTEH#. The reset and parity error 15 

signals may be distinguished by different signal patterns 
and/or different signal durations. In the two reset line 
system, the reset and error parity signals are transmitted on 
the same line and it is possible to send a parity error confir
mation signal on one line while receiving a reset signal on 20 

the other line. Because HIC 1100 provides for parity error 
detection, the parallel to serial converters 113 2 include buff
ers. The buffers in parallel to serial converters 1132 store 
previously transmitted bits (e.g., those transmitted within the 
previous two clock cycles)for retransmission if transmission 25 

error is detected and a parity error signal is received on line 
RSTEP#. It is to be noted that parallel to serial converters 
832 do not contain buffers such as those contained in paral-
lel to serial converters 113 2 for purposes of retransmission 
since HIC 800 does not provide for parity error signal detec- 30 

tion. Yet another difference between HIC 800 and HIC 1100 

16 
What is claimed is: 
[1. A computer module, said module comprising: 
an enclosure, said enclosure being insertable into a con

sole; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing a possibility of unau
thorized use of said hard disk drive.] 

[2. The computer module of claim 1 further comprising a 
host interface controller for providing a status of a locking 
device in said enclosure.] 

[3. The computer module of claim 1 further comprising a 
mechanical locking device that is coupled to said program
mable memory device.] 

[4. The computer module of claim 1 further comprising a 
host interface controller coupled to a mechanical locking 
device, said host interface controller being coupled to said 
programmable memory device.] 

[5. The computer module of claim 1 wherein said pro
grammable memory device comprises a flash memory 
device.] 

[6. The computer module of claim 1 wherein said pro
grammable memory device comprises a flash memory 
device having at least 8 Mbits of cells and greater.] 

[7. The computer module of claim 1 further comprising a 
security program in a main memory.] 

[8. The computer module of claim 7 wherein said security 
program comprises a code for storing a password on said 
programmable memory device.] 

[9. The computer module of claim 8 wherein said security 
program comprises a code for checking a time from said 
real-time clock circuit.] 

[10. The computer module of claim 1 further comprising a 
host interface controller coupled to a solenoid that drives a 
mechanical lock in a first position to a second position.] 

[11. The computer module of claim 10 wherein said sole
noid also drives said mechanical lock from said second posi
tion to said first position.] 

is the fact that in HIC 1100 clock multipliers 1131 and 1141 
multiply the PCK and PCKR clocks, respectively, by a factor 
of6 rather than 10 because the XPBus coupled to HIC 1100 
transmits six bit packets instead of ten bit packets during 35 

each XPBus clock cycle. Sending a smaller number of bits 
per XPBus clock cycle provides the benefit of improving syn
chronization between the data latching clock output by clock 
multipliers 1131 and 1141 and the XPBus clocks, PCK and 
PCKR. In another embodiment, one may send 5 or some 40 

other number of bits per XPBus clock cycle. As mentioned 
above, the remaining elements in HIC 1100 are identical to 
those in HIC 800 and reference to the description of the 
elements in HIC 800 may be made to understand the func
tion of the corresponding elements in HIC 1100. 

[12. The computer module of claim 1 further comprising a 

45 real-time clock circuit coupled to said central processing 
unit.] FIG. 12 is a schematic diagram of the lines PCK and PDO 

to PD3. These lines are unidirectional LVDS lines for trans
mitting signals from HIC 1100 to the PIC of FIG. 10. 
Another set of lines, namely PCKR and PDRO to PDR3, are 
used to transmit clock signals and bits from the PIC to HIC 50 

1100. 
The above embodiments are described generally in terms 

of hardware and software. It will be recognized, however, 
that the functionality of the hardware can be further com
bined or even separated. The functionality of the software 55 

can also be further combined or even separated. Hardware 
can be replaced, at times, with software. Software can be 
replaced, at times, with hardware. Accordingly, the present 
embodiments should not be construed as limiting the scope 
of the claims here. One of ordinary skill in the art would 60 

recognize other variations, modifications, and alternatives. 
While the above is a full description of the specific 

embodiments, various modifications, alternative construc
tions and equivalents may be used. Therefore, the above 
description and illustrations should not be taken as limiting 65 

the scope of the present invention which is defined by the 
appended claims. 

[13. The computer module of claim 12 further comprising 
a battery coupled to a host interface controller that includes 
said real-time clock.] 

[14. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ("ACM") into a 
bay of a modular computer system, said ACM compris
ing a microprocessor unit coupled to a mass memory 
storage device; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 

prompting for a user password from a user on a display.] 
[15. The method of claim 14 wherein said ACM com

prises an enclosure that houses said microprocessor unit and 
said mass memory storage device.] 

[16. The method of claim 14 further comprising providing 
a user password to said security program.] 

[17. The method of claim 14 further comprising a flash 
memory device for storing a desired password for said 
ACM.] 
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[18. The method of claim 17 wherein said flash memory 
device maintains said desired password when power is 
removed from said ACM.] 

[19. The method of claim 18 wherein said flash memory 
device is coupled to a host interface controller that is 
coupled to said microprocessor based unit.] 

[20. The method of claim 14 wherein said mass memory 
storage device comprises a code directed to comparing said 
user password with a desired password.] 

[21. The method of claim 14 further comprising identifY- 10 

ing a permanent password or user code on said attached 
computer module.] 

[22. The method of claim 21 wherein said permanent 
password or user code is stored in said microprocessor unit.] 

[23. The method of claim 21 wherein said permanent 15 

password or user code is stored in a flash memory device 
coupled to said microprocessor unit.] 

24. A computer module, said module comprising: 
an enclosure, said enclosure being insertable into a con-

sole; 20 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 25 

an interface controller coupled to a differential signal 
channel for communicating an encoded serial bit 
stream of Peripheral Component Interconnect (PC!) 
bus transaction, wherein the differential signal channel 
comprises two sets of unidirectional serial bit channels 30 

which transmit data in opposite directions; and 
a programmable memory device in said enclosure, said 

programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive. 

35 

25. The computer module of claim 24 wherein the encoded 
serial bit stream comprises 10 bit packets. 

26. The computer module of claim 24 wherein the serial 
bit stream of PC! bus transaction comprises encoded PC! 

40 
address and data bits. 

18 
30. The computer module of claim 28 further comprising 

a security program configured to manage a user's access 
privilege of data based on said password. 

31. A computer module comprising: 

an enclosure being insertable into a console; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

an interface controller coupled to a differential signal 
channel for communicating an encoded serial bit 
stream of Peripheral Component Interconnect (PC!) 
bus transaction, wherein the differential signal channel 
comprises two sets of unidirectional serial bit channels 
which transmit data in opposite directions; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive; 

wherein the computer module communicates to the con
sole through serial bit based lines transmitting data 
packets in Universal Serial Bus (USB) protocol. 

32. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ("ACM") into a 
bay of a modular computer system, said ACM 
comprising, 
an interface controller coupled to a differential signal 

channel for communicating encoded serial bit 
stream of Peripheral Component Interconnect (PC!) 
bus transaction, the differential signal channel trans
mitting data in two sets of unidirectional serial bit 
channels in opposite directions, and 

a microprocessor unit coupled to a mass memory stor
age device; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 

prompting for a user password from a user on a display. 
33. The method of claim 32 wherein said security program 

is configured to manage a user's privilege to access data 

27. The computer module of claim 24 wherein the com
puter module communicates to the console through serial bit 
based lines transmitting data packets in Universal Serial 
Bus (USB) protocol. 

28. A computer module comprising: 
45 based on said password. 

34. The method of claim 32further comprises transmitting 
the encoded serial bit stream in 10 bit packets. an enclosure insertable into a console to form a functional 

computer, said console comprising a first interface con
troller; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

35. The method of claim 32 further comprises the serial 
bit stream of PC! bus transaction transmitting encoded PC! 

50 address and data bits. 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

a second interface controller coupled to the first interface 55 

controller through a differential signal channel com
prising two sets of unidirectional serial bit channels in 
opposite directions which transmit data in 10 bit pack
ets; and 

a programmable memory device in said enclosure, said 60 

programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive. 

29. The computer module of claim 28 wherein the differ
ential signal channels communicate an encoded serial bit 65 

stream of Peripheral Component Interconnect (PC!) bus 
address and data transaction. 

36. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ( "ACM") into a 
bay of a modular computer system housed in a console, 
said console comprising a first interface controller; 
said ACM comprising, 
a microprocessor unit coupled to a mass memory stor

age device including a plurality of application soft
ware program files, the microprocessor unit config
ured to execute the plurality of application software 
program files, and 

a second interface controller; 
applying power to said computer system such that said 

ACM communicates with the console through said 
interface controllers, the ACM executing a security 
program, said security program being stored in said 
mass storage device; 
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storing a user password in said ACM; and 
prompting/or said user password from a user on a display 

coupled to the console; wherein said interface control
lers communicates through a differential signal channel 
for communicating an encoded serial bit stream of 
Peripheral Component Interconnect (PC!) bus 
transaction, the differential signal channel transmitting 
data in two sets of unidirectional serial bit channels in 
opposite directions. 

37. The method of claim 36 wherein said mass memory 10 
storage device comprises flash memory. 

38. The method of claim 36 wherein said security program 
manages a user's privilege to access data based on said 
password. 

39. The method of claim 36 further comprises transmitting 15 
the encoded serial bit stream in 10 bit packets. 

40. The method of claim 36 further comprises the serial 
bit stream of PC! bus transaction transmitting encoded PC! 
address and data bits. 

41. A computer module comprising: 
an enclosure configured to be inserted into a console to 

form a functional computer; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
coupled to said central processing unit; 

a differential signal channel in said enclosure, said differ
ential signal channel comprising two sets of unidirec
tional serial bit channels in opposite directions; 

a first interface controller configured to be coupled to the 
console upon insertion of the enclosure into the 
console, the first interface controller configured to 
transmit Peripheral Component Interconnect (PCJ) bus 
transaction on the differential signal channel; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive. 

20 

25 

30 

35 

42. The computer module of claim 41 wherein the first 40 

interface controller is configured to be coupled with a sec
ond interface controller of the console through the differen
tial signal channel. 

43. A computer module comprising: 
an enclosure configured to be inserted into a console; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip; 

45 

a hard disk drive in said enclosure, said hard disk drive 
50 

being coupled to said central processing unit; 
a differential signal channel in said enclosure, said differ

ential signal channel comprising two sets of unidirec
tional serial channels in opposite directions; 

an interface controller coupled to the differential signal 55 
channels and configured to communicate data in a form 
of encoded bit stream of Peripheral Component Inter
connect (PCJ) bus transaction; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 60 

store a password for preventing unauthorized use of 
said hard disk drive. 

44. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ( "ACM ") into a 65 

bay of a modular computer system, said ACM 
comprising, 

20 
a microprocessor unit coupled to a mass memory stor

age device; 
a differential signal channel comprising two sets of uni

directional serial channels in opposite directions; 
and 

an interface controller coupled to the differential signal 
channel and configured to communicate data on the 
serial channels comprising encoded bit stream of 
Peripheral Component Interconnect (PCJ) bus trans
action; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 

prompting for a user password from a user on a display. 
45. A method for operating a computer system, said 

method comprising: 
inserting an attached computer module ( "ACM') into a 

bay of a modular computer system, said ACM 
comprising, 
a microprocessor unit coupled to a mass memory stor

age device; 
a differential signal channel comprising two sets of uni

directional serial channels in opposite directions, 
and 

an interface controller coupled to a connector through 
the differential signal channel, wherein data commu
nication to the serial channels comprises an encoded 
bit stream of Peripheral Component Interconnect 
(PCJ) bus transaction; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 

prompting for a user password from a user on a display. 
46. A computer module comprising: 
an enclosure configured to be inserted into a slot of a 

console comprising a power supply; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

a low voltage differential signal (LVDS) channel in said 
enclosure, said low voltage differential signal channel 
comprising two sets of multiple unidirectional serial 
differential signal channels in opposite directions; 

an interface controller coupled to a connector through the 
low voltage differential signal channel and configured 
to communicate data in aform of encoded bit stream of 
Peripheral Component Interconnect (PCJ) bus transac
tion; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive. 

47. The computer module of claim 46 configured to 
receive power from the power supply in the console after 
insertion into the console. 

48. The computer module of claim 46 wherein the LVDS 
channel is configured to communicate in 10 bit packets. 

49. The computer module of claim 46 wherein the inter
face controller in the computer module is configured to 
couple to the console upon insertion into the console. 

50. A computer module comprising: 
an enclosure insert able into a slot of a console to form a 

functional computer, said console comprising a first 
interface controller; 
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a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

22 
store a password for preventing unauthorized use of 
said hard disk drive. 

54. The computer module of claim 53 wherein the LVDS 
channel is configured to communicate in 10 bit packets. 

55. The computer module of claim 53 further comprising 
a security program configured to manage a user's access 
privilege of data based on said password. 

a second interface controller coupled to the first interface 
controller through a low voltage differential signal 
(LVDS) channel comprising two sets of multiple unidi
rectional serial differential signal channels in opposite 
directions and configured to communicate data in a 
form of encoded bit stream of Peripheral Component 
Interconnect (PC!) bus transaction; and 

56. The computer module of claim 53 configured to 
receive power from the power supply after insertion into the 

10 console. 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of 15 

said hard disk drive. 
51. The computer module of claim 50 wherein the LVDS 

channel is configured to communicate in 10 bit packets. 
52. The computer module of claim 50 further comprising 

a security program configured to manage a user's access 20 

privilege of data based on said password. 
53. A computer module comprising: 
an enclosure insert able into a slot of a console to form a 

functional computer, said console comprising a power 
supply; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

25 

30 

an interface controller coupled to the console upon inser
tion through a low voltage differential signal (LVDS) 
channel comprising two sets of multiple unidirectional 
serial differential signal channels in opposite directions 
and configured to communicate data in a form of 35 

encoded bit stream of Peripheral Component Intercon
nect (PC!) bus transaction; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 

57. A computer module comprising: 
an enclosure configured to be inserted into a slot of a 

console comprising a LAN communication device; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

a low voltage differential signal (LVDS) channel in said 
enclosure, said low voltage differential signal channel 
comprising two sets of multiple unidirectional serial bit 
channels in opposite directions and configured to com
municate data in a form of encoded bit stream of 
Peripheral Component Interconnect (PC!) bus transac
tion; 

an interface controller coupled to the low voltage differ-
ential signal channel; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of 
said hard disk drive. 

58. The computer module of claim 57 wherein the LVDS 
channel is configured to communicate in 10 bit packets. 

59. The computer module of claim 57 wherein the com
puter module is configured to receive power to operate from 
a power supply in the console after insertion into the con
sole. 

* * * * * 
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PASSWORD PROTECTED MODULAR 
COMPUTER METHOD AND DEVICE 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,321,335. These reissue 
applications are application Ser. No. 10/963,825 (the 
present application), application Ser. No. 111474,256 filed 
Jun. 23, 2006 application Ser. No. 111517,601 filed Sep. 6, 
2006, applicationSer. No.12/322,858filedFeb. 5, 2009, and 
application Ser. No. 12/577,074filed Oct. 9, 2009, which are 
continuation applications for reissue of U.S. Pat. No. 6,321, 
335. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

The following two commonly-owned copending 
applications, including this one, are being filed concurrently 
and the other one is hereby incorporated by reference in their 
entirety for all purposes: 

1. U.S. patent application Ser. No. 09/183,816, William 
W. Y. Chu, entitled, "Modular Computer Security Method 
and Device", and 

2. U.S. patent application Ser. No. 09/183,493, William 
W. Y. Chu. entitled, "Password Protected Modular Computer 
Method and Device". 

BACKGROUND OF THE INVENTION 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box using 
password protection techniques. Merely by way of example, 
the present invention is applied to a modular computing 
environment for desk top computers, but it will be recog
nized that the invention has a much wider range of applica
bility. It can be applied to a server as well as other portable or 
modular computing applications. 

2 
a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a curser on the display from one location to 
another location. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have 
many limitations. These computing devices have poor dis-

10 play technology. In fact, these devices often have a smaller 
flat panel display that has poor viewing characteristics. 
Additionally, these devices also have poor input devices 
such as smaller keyboards and the like. Furthermore, these 
devices have limited common platforms to transfer informa-

15 tion to and from these devices and other devices such as PCs. 

The portability of notebook computers is constrained by 
several factors. As a fully functional computer system, a 
notebook computer requires a substantial power supply. 
Batteries and AC adapters are both heavy limiting the ability 

20 to produce a device that is lightweight. A notebook computer 
also supplies primary input and display devices for the user. 
Usable keyboards and readable display screens limit the 
ability to produce a device with small dimensions that can 
support the software applications most commonly used on 

25 personal computers. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 

30 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at 
the cost of consumers. A drawback to having two separate 
computers is that the user must often purchase both the desk
top and laptop to have "total" computing power, where the 

35 
desktop serves as a "regular" computer and the laptop serves 
as a "portable" computer. Purchasing both computers is 
often costly and runs "thousands" of dollars. The user also 
wastes a significant amount of time transferring software 
and data between the two types of computers. For example, 

40 
the user must often couple the portable computer to a local 
area network (i.e., LAN), to a serial port with a modem and 
then manually transfer over files and data between the desk
top and the portable computer. Alternatively, the user often 
must use floppy disks to "zip" up files and programs that 

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 50 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 

45 
exceed the storage capacity of conventional floppy disks, 
and transfer the floppy disk data manually. 

Another drawback with the current model of separate por
table and desktop computer is that the user has to spend 
money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because pro
gram software and "supporting programs generally must-be 
installed upon both hard drives in order for the user to oper
ate programs on the road and in the office, hard disk space is 
often wasted. 

or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

Many external or peripheral devices can be used with the 55 

PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip™ Drive product sold by 
Iomega Corporation of Utah. Other storage devices include 
external hard drives, tape drives, and others. Additional 
devices include communication devices such as a modem, 60 

which can be used to link the PC to a wide area network of 

One approach to reduce some of these drawbacks has 
been the use of a docking station with a portable computer. 
Here, the user has the portable computer for "on the road" 
use and a docking station that houses the portable computer 
for office use. The docking station typically includes a sepa
rate monitor, keyboard, mouse, and the like and is generally 
incompatible with other desktop PCs. The docking station is 

computers such as the Internet. Furthermore, the PC can 
include output devices such as a printer and other output 
means. Moreover, the PC can include special audio output 
devices such as speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 

65 also generally not compatible with portable computers of 
other vendors. Another drawback to this approach is that the 
portable computer typically has lower performance and 
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functionality than a conventional desktop PC. For example, 
the processor of the portable is typically much slower than 
processors in dedicated desktop computers, because of 
power consumption and heat dissipation concerns. As an 
example, it is noted that at the time of drafting of the present 
application, some top-of-the-line desktops include 400 MHz 
processors, whereas top-of-the-line notebook computers 
include 266 MHz processors. 

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 10 

can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have pro
prietary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 15 

vendor for future upgrades, support, and the like. 

Thus what is needed are computer systems that provide 
reduced user investment in redundant computer components 
and provide a variable level of performance based upon 
computer configuration. 20 

SUMMARY OF THE INVENTION 

According to the present invention, a technique including 

4 
includes a variety of these methods that can be implemented 
in computer codes, for example, as well as hardware. 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in 
a specific embodiment. Additionally, the present invention 
substantially prevents accidental removal of the ACM from 
the console. In some embodiments, the present invention 
prevents illegal or unauthorized use during transit. The 
present invention is also implemented using conventional 
technologies that can be provided in the present computer 
system in an easy and efficient mauner. Depending upon the 
embodiment, one or more of these benefits can be available. 
These and other advantages or benefits are described 
throughout the present specification and are described more 
particularly below. 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
according to an embodiment of the present invention: 

FIG. 3 is a simplified side-view diagram of a computer 
module according to an embodiment of the present inven-

a method and device for securing a computer module using a 25 
password in a computer system is provided. In an exemplary 
embodiment, the present invention provides a security sys
tem for an attached computer module ("ACM"). In an 
embodiment, the ACM inserts into a Computer Module Bay 
(CMB) within a peripheral console to form a functional 
computer. 

30 tion; 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention; 

FIG. 5 is a simplified block diagram of a security system 
for a computer module according to an embodiment of the 
present invention; and 

FIGS. 6 and 7 show simplified flow diagrams of security 
methods according to embodiments of the present invention. 

FIG. 8 is a block diagram of one embodiment of a com
puter system using the interface of the present invention. 

FIG. 9 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. 

FIG. 10 is a detailed block diagram of one embodiment of 
the PIC of the present invention. 

FIG. 11 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

In a specific embodiment, the present invention provides a 
computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a cen
tral processing unit (i.e., integrated circuit chip) in the enclo- 35 

sure. The module has a hard disk drive in the enclosure, 
where the hard disk drive is coupled to the central processing 
unit. The module further has a programmable memory 
device in the enclosure, where the programmable memory 
device can be configurable to store a password for prevent- 40 

ing a possibility of unauthorized use of the hard disk drive 
and/or other module elements. The stored password can be 
any suitable key strokes that a user can change from time to 
time. In a further embodiment, the present invention pro
vides a permanent password or user identification code 45 

stored in flash memory, which also can be in the processing 
unit, or other integrated circuit element. The permanent 
password or user identification code is designed to provide a 
permanent "finger print" on the attached computer module. FIG. 12 is a block diagram of another embodiment of the 

50 HIC and PIC of the present invention and the interface ther
ebetween. 

In a specific embodiment, the present invention provides a 
variety of methods. In one embodiment, the present inven
tion provides a method for operating a computer system such FIG. 13 is a detailed block diagram of another embodi

ment of the HIC of the present invention. 

FIG. 14 is a schematic diagram of the signal lines PCK 
55 and PDO to PD3. 

as a modular computer system and others. The method 
includes inserting an attached computer module ("ACM") 
into a bay of a modular computer system. The ACM has a 
microprocessor unit (e.g., microcontroller, microprocessor) 
coupled to a mass memory storage device (e.g., hard disk). 
The method also includes applying power to the computer 
system and the ACM to execute a security program, which is 
stored in the mass memory storage device. The method also 60 

includes prompting for a user password from a user on a 
display (e.g., flat panel, CRT). In a further embodiment, the 
present method includes a step of reading a permanent pass
word or user identification code stored in flash memory, or 
other integrated circuit element. The permanent password or 65 

user identification code provides a permanent finger print on 
the attached computer module. The present invention 

DESCRIPTION OF SPECIFIC EMBODIMENTS 
I. System Hardware 

FIG. 1 is a simplified diagram of a computer system 1 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 
of components that are removable. Some of these campo-
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nents (or modules) can be used in different computers, 
workstations, computerized television sets, and portable or 
laptop units. 

6 
the ACM into the frame. Once the ACM is inserted fully into 
the frame, latch 15 is placed in a closed or lock position, 
where it keeps the ACM firmly in place. That is, latch 15 
biases against a backside portion 29 of the ACM enclosure to 
hold the ACM in place, where the connector 17 firmly 
engages, electrically and mechanically, with connector 21. 
To remove the ACM, latch 15 is moved away or opened from 
the back side portion of the ACM enclosure. ACM is manu
ally pulled out of the computer module bay frame, where 

In the present embodiment, ACM 10 includes computer 
components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 
(i.e., CMB) 40 is an opening or slot in the desktop console. 
The CMB houses the ACM and provides communication to 
and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
aligmnent mechanism for mating a portion of the ACM to 
the console. The CMB further has thermal heat dissipation 
sinks, electrical connection mechanisms, and the like. Some 
details of the ACM can be fonnd in co-pending patent appli
cation Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998, 
commonly assigned, and hereby incorporated by reference 
for all purposes. 

10 connector 17 disengages with connector 21. As shown, the 
key 11 is used to selectively move the latch in the open or 
locked position to secure the ACM into the frame module. 

In most embodiments, the ACM includes an enclosure 
such as the one described with the following components, 

15 which should not be limiting: 

In a preferred embodiment, the present system has a secu
rity system, which includes a mechanical locking system, an 20 

electrical locking system, and others. The mechanical lock
ing system includes at least a key 11. The key 11 mates with 
key hole 13 in a lock, which provides a mechanical latch 15 
in a closed position. The mechanical latch, in the closed 
position, mates and interlocks the ACM to the computer 25 

module bay. The mechanical latch, which also has an open 
position, allows the ACM to be removed from the computer 
module bay. Further details of the mechanical locking sys
tem are shown in the Fig. below. 

FIG. 2 is a simplified diagram of a computer module 10 30 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre- 35 

vious Fig. for easy reading. The computer module 10 
includes key 11, which is insertable into keyhole 13 of the 
lock. The lock has at least two position, including a latched 

1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus-
trates the top-view of the module 10, where the backside 
components (e.g .. Host Interface Controller) are depicted in 
dashed lines. The layout diagram has a first portion, which 
includes a central processing unit ("CPU") module 400, and 
a second portion, which includes a hard drive module 420. A 

or closed position and an unlatched or open position. The 
latched position secures the ACM to the computer module 40 

bay. The unlatched or open position allows the ACM to be 
inserted into or removed from the computer bay module. As 
shown, the ACM also has a slot or opening 14, which allows 
the latch to move into and out of the ACM. The ACM also 
has openings 17 in the backside for an electrical and/or 
mechanical connection to the computer module bay, which 

45 common printed circuit board 437 houses these modules and 
the like. Among other features, the ACM includes the central 
processing unit module 400 with a cache memory 405, 
which is coupled to a north bridge unit 421, and a host inter
face controller 401. The host interface controller includes a 

is connected to the console. 
FIG. 3 is a simplified side-view diagram of a computer 

module according to an embodiment of the present inven
tion. This diagram is merely an illustration and should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. Some of the reference numerals are similar to 
the previous FIG. for easy reading. As shown, the ACM 
module inserts into the computer module bay frame 19, 
which is in the console. A side 27 and a bottom 19 of ACM 
slide and fit firmly into the computer module bay frame, 
which has at least a bottom portion 19 and back portion 26. 
A backside 23 of the ACM faces backside 26 of the frame. 

50 lock control403. As shown, the CPU module is disposed on 
a first portion of the attached computer module, and couples 
to connectors 17. Here, the CPU module is spatially located 
near connector 17. 

The CPU module can use a suitable microprocessing nnit, 
55 microcontroller, digital signal processor, and the like. In a 

specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 

ACM also has a front-side or face 25 that houses the lock 60 

Cyrix Corporation (now National Semiconductor 
Corporation), and others. In other aspects, the microproces
sor can be one such as the Compaq Computer Corporation and exposes the keyhole 13 to a user. The key 11 is insertable 

from the face into the keyhole. 
As the ACM inserts into the frame, connector 17 couples 

and inserts into connector 21. Connector 17 electrically and 
mechanically interface elements of the ACM to the console 
through connector 21. Latch 14 should be moved away from 
the bottom side 19 of the module bay frame before inserting 

Alpha Chip, Apple Computer Corporation PowerPC G3 
processor, and the like. Further, higher speed processors are 
contemplated in other embodiments as technology increases 

65 in the future. 
In the CPU module, host interface controller 401 is 

coupled to BIOS/flash memory 405. Additionally, the host 
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interface controller is coupled to a clock control logic, a 
configuration signal, and a peripheral bus. The present 
invention has a host interface controller that has lock control 
403 to provide security features to the present ACM. 
Furthermore, the present invention uses a flash memory that 
includes codes to provide password protection or other elec
tronic security methods. 

8 
FIG. 5 is a simplified block diagram 500 of a security 

system for a computer module according to an embodiment 
of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The block diagram 500 has a 
variety of features such as those noted above, as well as 
others. In the present diagram, different reference nnmerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 500. 
The module 500 has a central processing unit, which com
municates to a north bridge 541, by way of a CPU bus 527. 
The north bridge couples to main memory 523 via memory 
bus 529. The main memory can be any suitable high speed 

The second portion of the attached computer module has 
the hard drive module 420. Among other elements, the hard 
drive module includes north bridge 421, graphics accelerator 

10 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 
parallel alignment with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 

15 memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 
DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the applica
tion. Alternatively, the main memory can be coupled directly 

In a specific embodiment, north bridge unit 421 often 
couples to a computer memory, to the graphics accelerator 
423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples 
to a graphics memory 423, and other elements. IDE control
ler 429 generally supports and provides timing signals nec
essary for the IDE bus. In the present embodiment, the IDE 
controller is embodied as a 643U2 PCI-to IDE chip from 
CMD Technology, for example. Other types of buses than 
IDE are contemplated, for example EIDE, SCSI, 1394, and 
the like in alternative embodiments of the present invention. 

20 with the CPU in some embodiments. The north bridge also 
couples to a graphics subsystem 515 via bus [542] 543. The 
graphics subsystem can include a graphics accelerator, 
graphics memory, and other devices. Graphics subsystem 
transmits a video signal 519 to an interface connector, which 

25 couples to a display, for example. 
The attached computer module also includes a primary 

hard disk drive that serves as a main memory unit for pro
grams and the like. The hard disk can be any suitable drive 
that has at least 2 GB and greater. As merely an example, the 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific 
embodiment, the computer operating system may be the 
Windows98 operating system from Microsoft Corporation 30 hard disk is a Marathon 2250 (2.25 GB, 2 lf2 inch drive) 

product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north 
bridge by way of a hard disk drive controller and bus lines 
502 and 531. The hard disk drive controller couples to the 

of Redmond Wash. Other operating systems, such as 
WindowsNT, MacOSS, Unix, and the like are also contem
plated in alternative embodiments of the present invention. 
Further, some typical application software programs can 
include Office98 by Microsoft Corporation, Corel Perfect 
Suite by Corel, and others. Hard disk module 420 includes a 
hard disk drive. The hard disk drive, however, can also be 
replaced by removable hard disk drives, read/write CD 
ROMs, flash memory, floppy disk drives, and the like. A 
small form factor, for example 2.5", is currently 40 

contemplated, however, other form factors, such as PC card, 
and the like are also contemplated. Mass storage unit 240 
may also support other interfaces than IDE. Among other 
features, the computer system includes an ACM with secu
rity protection. The ACM connects to the console, which has 45 

at least the following elements, which should not be limiting. 

35 north bridge by way of the host PCI bus, which connects bus 
537 to the north bridge. The hard disk includes computer 
codes that implement a security program according to the 
present invention. Details of the security program are pro
vided below. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 

50 
4) Removable storage media subsystem, e.g. Floppy 

drive, CD ROM drive; 
5) Communication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 55 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 60 

ACM. The module bay also includes, among other elements, 
a variety of thermal components for heat dissipation, a frame 
that provides connector alignment, and a lock engagement, 
which secures the ACM to the console. The bay also has a 
printed circuit board to mount and mate the connector from 65 

the ACM to the console. The connector provides an interface 
between the ACM and other accessories. 

The attached computer module also has a flash memory 
device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the 
device. The flash memory device generally permits the stor
age of such password without a substantial use of power, 
even when disconnected. As merely an example, the flash 
memory device has at least 4 Meg. or greater of memory, or 
16 Meg. or greater of memory. A host interface controller 
507 communications to the north bridge via bus 535 and host 
PCI bus. The host interface controller also has a lock control 
509, which couples to a lock. The lock is attached to the 
module and has a manual override to the lock on the host 
interface controller in some embodiments. Host interface 
controller 507 communicates to the console using bus 511, 
which couples to [connection] connector 513. 

In one aspect of the present invention the security system 
uses a combination of electrical and mechanical locking 
mechanisms. Referring to FIG. SA, for example, the present 
system provides a lock status mechanism in the host inter
face controller 509. The lock status of the lock is determined 
by checking a lock status bit 549, which is in the host inter
face controller. The lock status bit is determined by a signal 
553, which is dependent upon the position of the lock. Here, 
the position of the lock is closed in the ground 559 position, 
where the latch couples to a ground plane in the module 
and/or system. Alternatively, the signal of the lock is at V cc, 
for example, which is open. Alternatively, the signal can be 
ground in the open position and V cc in the closed position, 
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depending upon the application. Other signal schemes can 
also be used depending upon the application. 

Once the status is determined, the host interface controller 
turns the lock via solenoid 557 in a lock on or lock off 
position, which is provided through the control bit 551, for 
example. The control bit is in a register of the host interface 
controller in the present example. By way of the signal 
schemes noted and the control bit, it is possible to place the 
lock in the lock or unlock position in an electronic manner. 
Once the status of the lock is determined, the host interface 
controller can either lock or unlock the latch on the module 
using a variety of prompts, for example. 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user 
password, which can be stored in the flash memory device 
505. By way of the flash memory device, the password does 
not become erased by way of power failure or the lock. The 
password is substantially fixed in code, which caunot be 
easily erased. Should the user desire to change the password, 
it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 
devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

In a specific embodiment, the present invention also 
includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz 508 that couples to a real-time 
clock circuit. The real-time clock circuit can be in the host 
interface controller. An energy source 506 such as a battery 
can be used to keep the real-time clock circuit running even 
when the ACM has been removed from the console. The 
real-time clock can be used by a security program to perform 
a variety of functions. As merely an example, these functions 
include: (1) fixed time period in which theACM can be used, 
e.g., ACM cannot be used at night; (2) programmedACM to 
be used after certain date, e.g., high security procedure dur
ing owner's vacation or non use period; (3) other uses simi
lar to a programmable time lock. Further details of the 
present real-time clock are described in the application listed 
under Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code 
is stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be 
placed in the device by a one time programming techniques 
using, for example, fuses or the like. The present password 
or user code provides a permanent "finger print" on the 
device, which is generally hardware. The permanent finger 
print can be used for identification purposes for allowing the 
user of the hardware to access the hardware itself, as well as 
other systems. These other systems include local and wide 
area networks. Alternatively, the systems can also include 
one or more servers. The present password and user identifi
cation can be quite important for electronic commerce appli
cations and the like. In one or more embodiments, the per
manent password or user code can be combined with the 

10 
password on flash memory for the security program, which 
is described below in more detail. 
II. Security Protection Programs 

FIGS. 6 and 7 show simplified flow diagrams 600, 700 of 
security methods according to embodiments of the present 
invention. These diagrams are merely illustrations and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, 
modifications, and alternatives. Referring to FIG. 6, which 

10 considers an example for when the ACM is inserted into the 
computer module bay in the console, ACM has already been 
inserted into the console and is firmly engaged in an electri
cal and mechanical mauner. A computer system is powered 
up 601, which provides selected signals to the microproces-

15 sor. The microprocessor oversees the operation of the com
puter system. The microprocessor searches the memory in, 
for example, the hard disk drive and execute a security 
program, step 603. 

The security program runs through a sequence of steps 
20 before allowing a user to operate the present system with the 

ACM. Among other processes, the security program deter
mines if an "Auto-lock" is ON. If so, the security program 
goes via branch 606 to step 607. Alternatively, the security 
program goes to step 609, which determines that the lock 

25 stays OFF and loops to step 627, which indicates that the 
ACM can be removed physically from the console. In step 
607, the security program turns a switch or switching means 
that turns ON a lock, which can be electrical, mechanical, or 
a combination of electrical and mechanical. 

30 In a specific embodiment, the security program turns OFF 
the power of the ACM and Console. Here, the security pro
gram directs the OS to turn the power OFF, step 613. In an 
embodiment where power failure occurs (step 611), a key is 
used to release a latch in the ACM on the lock 615, where the 

35 ACM can be removed, step 627. From step 613, the security 
program determines iftheACM is to be removed, step 617. 
If not, the lock stays ON, step 619. Alternatively, the security 
detection program determines if the password (or other secu
rity code) matches with the designated password, step 621. If 

40 not, the lock stays ON, step 623. Alternatively, the security 
program releases the lock 625, which frees the ACM. Next, 
the ACM can be removed, step 627. 

In an alternative embodiment, the present invention pro
vides a security system for the ACM, which is outside the 

45 console or computer module bay. See, FIG. 7, for example. 
As shown, the security system is implemented to prevent 
illegal or unauthorized use (step 701) of the ACM, which has 
not been used in the console. Here, a key turns ON a lock 
(step 703). The lock moves a latch in the ACM to a specific 

50 spatial location that physically blocks the passage of the 
ACM into the computer module bay. Accordingly, the ACM 
cannot insert (step 705) into the computer module bay. 

In an alternative aspect, the key can be used to turn the 
lock OFF, step 707. Here, the key moves the latch in a 

55 selected spatial location that allows the ACM to be inserted 
into the computer bay module. In the OFF position, the 
ACM inserts into the computer module bay, step 709. Once 
the ACM is in the bay, a user can begin operating the ACM 
through the console. In one embodiment, the computer con-

60 sole including the ACM goes through the sequence of steps 
in the above FIG., but is not limited. 

In a specific embodiment, the present invention imple
ments the sequences above using computer software. In 
other aspects, computer hardware can also be used and is 

65 preferably in some applications. The computer hardware can 
include a mechanical lock, which is built into the ACM. An 
example of such mechanical lock is shown above, but can 
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also be others. In other aspects, the lock can be controlled or 
accessed electronically by way of computer software. Here, 
the key can be used to as a manual override if the ACM or 
computer fails. 

The lock is used to prevent theft and accidental removal 
inside CMB. The current invention locates the lock inside 
the ACM to allow a user to keep a single key as ACM is 
moved from console to console at different locations. When 
ACM is in transit, the lock can be engaged using the key so 
that the latch extends outside ACM's enclosure. The 

10 
extended latch prevents ACM from being inserted into any 
CMB. This prevents any illegal use of ACM by someone 
other than the user. 

12 
face. As mentioned above, an LVDS channel is more cable 
friendly, faster, consumes less power, and generates less 
noise than a PC! bus channel, which is used in the prior art 
to interface two PC! buses. Therefore, the present invention 
advantageously uses an LVDS channel for the hereto unused 
purpose of interfacing PC! or PCI-like buses. The relatively 
smaller number of signal channels in the interface also 
allows using connectors having smaller pins counts. As men-
tioned above an interface having a smaller number of signal 
channels and, therefore, a smaller number of conductive 
lines is less bulky and less expensive than one having a 
larger number of signal channels. Similarly, connectors hav
ing a smaller number of pins are also less expensive and less 
bulky than connectors having a larger number of pins. 

In a preferred embodiment, the interface channel has a 
In one aspect of the invention, the user password is pro

grammable. The password can be programmable by way of 
the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

15 plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PC! buses and 
operates at a clock speed higher than the clock speed at 
which any of the bus lines operates. More specifically, the 
interface channel includes two sets of unidirectional serial 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 

20 bit channels which transmit data in opposite directions such 
that one set of bit channels transmits serial bits from the HIC 
to the PIC while the other set transmits serial bits from the 
PIC to the HIC. For each cycle of the PC! clock, each bit 
channel of the interface channel transmits a packet of serial 

4) Automatic HDD lock out if tempering is detected. 25 bits. 
In still a further embodiment, the present invention also 

includes a method for reading a permanent password or user 
identification code to identifY the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass- 30 

word or user code is stored in the central processing unit. 
The password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 35 

present password or user code provides a permanent "finger 
print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes 
for allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 40 

local and wide area networks. Alternatively, the systems can 
also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica
tion can be quite important for electronic commerce applica- 45 

tions and the like, which verify the user code or password. In 
one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory 
for the security program. 

Embodiments in accordance with the present invention 50 

may interface two PC! or PCI-like buses using a non-PCI or 
non-PCI-like channel. In accordance with embodiments of 
the present invention, PC! control signals are encoded into 
control bits and the control bits, rather than the control sig
nals that they represent, are transmitted on the interface 55 

channel. At the receiving end, the control bits representing 
control signals are decoded back into PC! control signals 
prior to being transmitted to the intended PC! bus. 

FIG. 8 is a block diagram of one embodiment of a com
puter system 800 using the interface of the present invention. 
Computer system 800 includes an attached computer mod
ule (ACM) 805 and a peripheral console 810. The ACM 805 
and the peripheral console 810 are interfaced through an 
exchange interface system (XIS) bus 815. The XIS bus 815 
includes power bus 816, video bus 817 and peripheral bus 
(XPBus) 818, which is also herein referred to as an interface 
channel. The power bus 816 transmits power between ACM 
805 and peripheral console 810. In a preferred embodiment 
power bus 816 transmits power at voltage levels of 3.3 volts, 
5 volts and 12 volts. Video bus 817 transmits video signals 
between the ACM 805 and the peripheral console 810. In a 
preferred embodiment, the video bus 817 transmits analog 
Red Green Blue (RGB) video signals for color monitors, 
digital video signals (such as Video Electronics Standards 
Association (VESA) Plug and Display's Transition Mini
mized Differential Signaling (TMDS) signals for flat panel 
displays), and television (TV) and/or super video (S-video) 
signals. The XPBus 818 is coupled to host interface control
ler (HIC) 819 and to peripheral interface controller (PIC) 
820, which is also sometimes referred to as a bay interface 
controller. 

FIG. 9 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. 
As shown in FIG. 9, HIC 900 comprises bus controller 910, 
translator 920, transmitter 930, receiver 940, a PLL 950, an 
address/data multiplexer (AID MUX) 960, a read/write con
troller (RDIWR Cntl) 970, a video serial to parallel con
verter 980 and a CPU control & general purpose input/ 
output latch/driver (CPU CNTL & GPIO latch/driver) 990. 

HIC 900 is coupled to an optional flash memory BIOS 
configuration unit 901. Flash memory unit 901 stores basic 
input output system (BIOS) and PC! configuration informa
tion and supplies the BIOS and PC! configuration informa
tion to AID MUX 960 and RDIWR Control 970, which con
trol the programming, read, and write of flash memory unit 
901. 

The fact that control bits rather than control signals are 
transmitted on the interface channel allows using a smaller 60 

number of signal channels and a correspondingly small 
number of conductive lines in the interface channel than 
would otherwise be possible. This is because the control bits 
can be more easily multiplexed at one end of the interface 
channel and recovered at the other end than control signals. 
This relatively small number of signal channels used in the 
interface channel allows using LVDS channels for the inter-

Bus controller 910 is coupled to the host PC! bus, which is 
65 also referred to herein as the primary PC! bus, and manages 

PC! bus transactions on the host PC! bus. Bus controller 910 
includes a slave (target) unit 911 and a master unit 916. 
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Transmitter 930 receives multiplexed parallel address/ 
data (AID) bits and control bits from translator 920 on the 
AD[31 ::0] out and the CNTL out lines, respectively. Trans
mitter 930 also receives a clock signal from PLL 950. PLL 
950 takes a reference input clock and generates PCK that 
drives the XPBus. PCK is asynchronous with the PC! clock 
signal and operates at 66 MHz, twice the speed of the PC! 
clock of 33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed 

Both slave unit 911 and master unit 916 each include two 
first in first out (FIFO) buffers, which are preferably asyn
chronous with respect to each other since the input and out
put of the two FIFOs in the master unit 916 as well as the 
two FIFOs in the slave unit 911 are clocked by different 
clocks, namely the PC! clock and the PCK. Additionally, 
slave unit 911 includes encoder 922 and decoder 923, while 
master unit 916 includes encoder 927 and decoder 928. The 
FIFOs 912, 913, 917 and 918 manage data transfers 
between the host PC! bus and the XPBus, which in the 
embodiment shown in FIG. 9 operate at 33 MHz and 66 
MHz, respectively. PC! address/data (AD) from the host PC! 
bus is entered into FIFOs 912 and 917 before they are 
encoded by encoders 922 and 923. Encoders 922 and 923 
format the PC! address/data bits to a form more suitable for 
parallel to serial conversion prior to transmittal on the 
XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 923 and 928 to a form 
more suitable for transmission on the host PC! bus. Thereaf
ter the decoded data and address information is passed 
through FIFOs 913 and 918 prior to being transferred to the 
host PC! bus. FIFOs 912, 913, 917 and 918, allow bus con
troller 910 to handle posted and delayed PC! transactions 
and to provide deep buffering to store PC! transactions. 

10 of future PC! buses. As a result of the higher speed, the 
XPBus may be used to interface two PC! or PCI-like buses 
operating at 66 MHz rather than 33 MHz or having 64 
rather than 32 multiplexed address/data lines. 

The multiplexed parallel AID bits and some control bits 
15 input to transmitter 930 are serialized by parallel to serial 

converters 932 of transmitter 930 into 10 bit packets. These 
bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 
converter 933 into 10 bit packets and send out on control 

20 line PCN of the XPBus. 
The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 

PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms of bit based lines. For example, in another 

Bus controller 910 also comprises slave read/write con
trol (RDIWR Cntl) 914 and master read/write control (RDI 
WR Cntl) 915. RDIWR controls 914 and 915 are involved in 
the transfer of PC! control signals between bus controller 
910 and the host PC! bus. 

25 embodiment, the XPBus lines may be IEEE 1394 lines. 
It is to be noted that although each of the lines PCK, PDO 

to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VPD is referred to as a line, in the singular rather than 
plural, each such line may contain more than one physical 

30 line. For example, in the embodiment shown in FIG. 11, each 
of lines PCK, PDO to PD3 and PCN includes two physical 
lines between each driver and its corresponding receiver. 
The term line, when not directly preceded by the terms physi
cal or conductive, is herein used interchangeably with a sig-

Bus controller 910 is coupled to translator 920. Transla
tor 12 20 comprises encoders 9 2 2 and 9 2 7, decoders 9 2 3 and 
928, control decoder & separate data path unit 924 and 
control encoder & merge data path unit 925. As discussed 
above encoders 9 2 2 and 9 2 7 are part of slave data unit 911 
and master data unit 916, respectively, receive PC! address 
and data information from FIFOs 912 and 917, respectively, 
and encode the PC! address and data information into a 
form more suitable for parallel to serial conversion prior to 
transmittal on the XPBus. Similarly, decoders 923 and 928 
are part of slave data unit 911 and master data unit 916, 
respectively, and format address and data information from 
receiver 940 into a form more suitable for transmission on 
the host PC! bus. Control encoder & merge data path unit 
925 receives PC! control signals from the slave RDIWR con
trol 914 and master RDIWR control 915. Additionally, con
trol encoder & merge data path unit 925 receives control 
signals from CPU CNTL & GPIO latch/driver 990, which is 
coupled to the CPU and north bridge (not shown in FIG. 9). 
Control encoder & merge data path unit 925 encodes PC! 
control signals as well as CPU control signals and north 50 

bridge signals into control bits, merges these encoded con
trol bits and transmits the merged control bits to transmitter 
930, which then transmits the control bits on the data lines 
PDO to PD3 and control line PCN of the XPBus. Examples 

35 nal or bit channel which may consist of one or more physical 
lines for transmitting a signal. In the case of non-differential 
signal lines, generally only one physical lines is used to 
transmit one signal. However, in the case of differential sig
nal lines, a pair of physical lines is used to transmit one 

40 signal. For example, a bit line or bit channel in an LVDS or 
IEEE 1394 interface consists of a pair of physical lines 
which together transmit a signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 

45 use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

of control signals include PC! control signals and CPU con- 55 

trol signals. A specific example of a control signal is 
FRAME# used in PC! buses. A control bit, on the other hand 
is a data bit that represents a control signal. Control 
decoder & separate data path unit 924 receives control bits 
from receiver 940 which receives control bits on data lines 60 

PDRO to PDR3 and control line PCNR of the XPBus. Con
trol decoder & separate data path unit 924 separates the 
control bits it receives from receiver 940 into PC! control 
signals, CPU control signals and north bridge signals, and 
decodes the control bits into PC! control signals, CPU con- 65 

trol signals, and north bridge signals all of which meet the 
relevant timing constraints. 

It is to be noted that although each of the lines PCK, PDO 
to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VPD is referred to as a line, in the singular rather than 
plural, each such line may contain more than one physical 
line. For example, in the embodiment of FIG. 14, each of 
lines PCK, P DO toP D3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The 
term line, when not directly preceded by the terms physical 
or conductive, is herein used interchangeably with a signal 
or bit channel which may consist of one or more physical 
lines for transmitting a signal. In the case of non-differential 
signal lines, generally only one physical line is used to trans
mit one signal. However, in the case of differential signal 
lines, a pair of physical lines is used to transmit one signal. 
For example, a bit line or bit channel in an LVDS or IEEE 
1394 interface consists of a pair of physical lines which 
together transmit a signal. 

FIG. 10 is a detailed block diagram of one embodiment of 
the PIC of the present invention. PIC 1000 is nearly identical 
to HIC 900 in its function, except that HIC 900 interfaces the 
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host PC! bus to the XPBus while PIC 1000 interfaces the 
secondary PC! bus to the XPBus. Similarly, the components 
in PIC 1000 serve the same function as their corresponding 
components in HIC 900. Reference numbers for components 
in PIC 1000 have been selected such that a component in 
PIC 1000 and its corresponding component in HIC 900 have 
reference numbers that differ by 100 and have the same two 
least significant digits. Thus for example, the bus controller 
in PIC 1000 is referenced as bus controller 1010 while the 
bus controller in HIC 900 is referenced as bus controller 
910. As many of the elements in PIC 1000 serve the same 
functions as those served by their corresponding elements in 
HIC 900 and as the functions of the corresponding elements 
in HIC 900 have been described in detail above, the function 
of elements of PIC 1000 having corresponding elements in 
HIC 900 will not be further described herein. Reference may 
be made to the above description of FIG. 9 for an under
standing of the functions of the elements of PIC 1000 having 
corresponding elements in HIC 900. 

As suggested above, there are also differences between 
HIC 900 and PIC 1000. Some of the differences between HIC 
900 and PIC 1000 include the following. First, receiver 1040 
in PIC 1000, unlike receiver 940 in HIC 900, does not con
tain a synchronization unit. As mentioned above, the syn
chronization unit in HIC 900 synchronizes the PCKR clock 
to the PCK clock locally generated by PLL 950. PIC 1000 
does not locally generate a PCK clock and therefore, it does 
not have a locally generated PCK clock with which to syn
chronize the PCK clock signal that it receives from HIC 900. 
Another difference between PIC 1000 and HIC 900 is the 
fact that PIC 1000 contains a video parallel to serial con
verter 1089 whereas HIC 900 contains a video serial to 
parallel converter 980. Video parallel to serial converter 
1089 receives 16 bit parallel video capture data and video 
control signals on the Video Port Data [ 0:: 15] and Video 
Port Control lines, respectively, from the video capture cir
cuit (not shown in FIG. 11) and converts them to a serial 
video data stream that is transmitted on the VPD line to the 
HI C. The video capture circuit may be any type of video 
capture circuit that outputs a 16 bit parallel video capture 
data and video control signals. Another difference lies in the 
fact that PIC 1000, unlike HIC 900, contains a clock doubler 
1082 to double the video clock rate of the video clock signal 
that it receives. The doubled video clock rate is fed into video 
parallel to serial converter 1082 through buffer 1083 and is 
sent to serial to parallel converter 980 through buffer 1084. 
Additionally, reset control unit 1035 in PIC 1000 receives a 
reset signal from the CPU CNTL & GPIO latch/driver unit 
1090 and transmits the reset signal on the RESET# line to 
the HIC 1000 whereas reset control unit 945 of HIC 900 
receives the reset signal and forwards it to its CPU CNTL & 
GPIO latch/driver unit 990 because, in the above 
embodiment, the reset signal RESET# is unidirectionally 
sent from the PIC 1000 to the HIC 900. 

Like HIC 900, PIC 1000 handles the PC! bus control sig
nals and control bits from the XPBus representing PC! con
trol signals in the following ways: 

1. PIC 1000 buffers clocked control signals from the sec
ondary PC! bus, encodes them and sends the encoded 
control bits to the XPBus; 

2. PIC 1000 manages the signal locally; and 
3. PIC 1000 receives control bits from XPBus, translates 

them into PC! control signals and sends the PC! control 
signals to the secondary PC! bus. 

PIC 1000 also supports a reference arbiter on the second
ary PC! Bus to manage the PC! signals REQ# and GNT#. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, P DRO toP DR3, and PCNR, has two sets of unidirec-

16 
tiona! lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional 
lines includes PCKR, PDRO to PDR3, and PCNR. Each of 
these unidirectional set of lines is a point-to-point bus with a 
fixed transmitter and receiver, or in other words a fixed mas
ter and slave bus. For the first set of unidirectional lines, the 
HIC is a fixed transmitter/master whereas the PIC is a fixed 
receiver/slave. For the second set of unidirectional lines, the 

10 PIC is a fixed transmitter/master whereas the HIC is a fixed 
receiver/slave. The LVDS lines of XPBus, a cable friendly 
and remote system I/0 bus, transmit fixed length data pack
ets within a clock cycle. 

FIG. 11 is a schematic diagram of lines PCK, PDO to 
15 PD3 and PCN. These lines are unidirectional LVDS lines 

for t~ansmitting clock signals and bits from the HIC to the 
PIC. The bits on the PDO to PD3 and the PCN lines are sent 
synchronously within every clock cycle of the PCK. Another 
set of lines, namely PCKR, PDRO to PDR3, and PCNR, are 

20 used to transmit clock signals and bits from the PIC to HI C. 
The lines used for transmitting information from the PIC to 
the HIC have the same structure as those shown in FIG. 11, 
except that they transmit data in a direction opposite to that 
in which the lines shown in FIG. 11 transmit data. In other 

25 words they transmit information from the PIC to the HI C. 
The bits on the PDRO to PDR3 and the PCNR lines are sent 
synchronously within every clock cycle of the PCKR. Some 
of the examples of control information that may be sent in 
the reverse direction, i.e., on PCNR line, include a request to 

30 switch data bus direction because of a pending operation 
(such as read data available), a control signal change in the 
target requiring communication in the reverse direction, tar
get busy, and transmission error detected. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
35 PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec

tional lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
PDO to PD3, and PCN. The second set of unidirectional 
lines includes PCKR, PDRO to PDR3, and PCNR. Each of 

40 these unidirectional set of lines is a point-to-point bus with a 
fixed transmitter and receiver, or in other words a fixed mas
ter and slave bus. For the first set of unidirectional lines, the 
HIC is a fixed transmitter/master whereas the PIC is a fixed 
receiver/slave. For the second set of unidirectional lines, the 

45 PIC is a fixed transmitter/master whereas the HIC is a fixed 
receiver/slave. The LVDS lines of XPBus, a cable friendly 
and remote system I/0 bus, transmit fixed length data pack
ets within a clock cycle. 

FIG. 12 is a block diagram of another embodiment of the 
50 HIC and PIC of the present invention and the interface ther

ebetween. 
FIG. 13 shows a detailed block diagrams of the HIC 

shown in FIG. 12. HIC 1300 shown in FIG. 13 is, other than 
for a few difference, identical to HIC 900 shown in FIG. 9. 

55 Accordingly, reference numbers for components in HIC 
1300 have been selected such that a component in HIC 1300 
and its corresponding component in HIC 900 have reference 
numbers that differ by 400 and have the same two least sig
nificant digits. One of the differences between HIC 1300 and 

60 HIC 900 is the fact that, unlike HIC 900, HIC 1300 does not 
have a parallel to serial converter or a serial to parallel 
converter dedicated exclusively to CNTL out and CNTL in 
signals, respectively. This is due to the fact that XPBus for 
HIC 1300 does not contain a PCN or PCNR line. Another 

65 important difference between HIC 1300 and HIC 900 is the 
fact that HIC 1300, unlike HIC 900, has two reset lines, 
RSTEP# and RSTEH#, instead of only one reset line. Reset 
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line RSTEP# is coupled to Reset & XPBus Parity Error Con
trol Unit 1336 which receives, on the reset line RSTEP#, a 
reset signal and a parity error signal generated by the PIC, 
sends a reset signal to the CPU CNTL & GPIO latch/driver 

18 
a hard disk drive in said enclosure, said hard disk drive 

being coupled to said central processing unit; and 
a programmable memory device in said enclosure, said 

programmable memory device being configurable to 
store a password for preventing a possibility of unau
thorized use of said hard disk drive.] 

[2. The computer module of claim 1 further comprising a 
host interface controller for providing a status of a locking 
device in said enclosure.] 

13 90, and controls retransmission of bits from the parallel to 
serial converters 1332. Reset & XPBus Parity Error Detec
tion and Control Unit 1346 takes bits from serial to parallel 
converters 1342, performs a parity check to detect any trans
mission error, and sends reset and parity error signals to the 
PIC on the reset line RSTEH#. The reset and parity error 
signals may be distinguished by different signal patterns 
and/or different signal durations. In the two reset line 
system, the reset and error parity signals are transmitted on 
the same line and it is possible to send a parity error confir
mation signal on one line while receiving a reset signal on 
the other line. Because HIC 1300 provides for parity error 
detection, the parallel to serial converters 1332 include buff
ers. The buffers in parallel to serial converters 1332 store 
previously transmitted bits (e.g., those transmitted within the 
previous two clock cycles)for retransmission if transmission 
error is detected and a parity error signal is received on line 
RSTEP#. It is to be noted that parallel to serial converters 
932 do not contain buffers such as those contained in paral-

10 
[3. The computer module of claim 1 further comprising a 

mechanical locking device that is coupled to said program
mable memory device.] 

[4. The computer module of claim 1 further comprising a 
host interface controller coupled to a mechanical locking 
device, said host interface controller being coupled to said 

15 programmable memory device.] 
[5. The computer module of claim 1 wherein said pro

grammable memory device comprises a flash memory 
device.] 

[6. The computer module of claim 1 wherein said pro-
20 grammable memory device comprises a flash memory 

device having at least 8 Mbits of cells and greater.] 
[7. The computer module of claim 1 further comprising a 

security program in a main memory.] lel to serial converters 1332for purposes of retransmission 
since HIC 900 does not provide for parity error signal detec
tion. Yet another difference between HIC 900 and HIC 1300 

[8. The computer module of claim 7 wherein said security 
25 program comprises a code for storing a password on said 

programmable memory device.] is the fact that in HIC 1300 clock multipliers 1331 and 1341 
multiply the PCK and PCKR clocks, respectively, by a factor 
of6 rather than 10 because the XPBus coupled to HIC 1300 
transmits six bit packets instead of ten bit packets during 
each XPBus clock cycle. Sending a smaller number of bits 
per XPBus clock cycle provides the benefit of improving syn
chronization between the data latching clock output by clock 
multipliers 1331 and 1341 and the XPBus clocks, PCK and 
PCKR. In another embodiment, one may send 5 or some 
other number of bits per XPBus clock cycle. As mentioned 
above, the remaining elements in HIC 1300 are identical to 35 

those in HIC 900 and reference to the description of the 
elements in HIC 900 may be made to understand the func
tion of the corresponding elements in HIC 1300. 

[9. The computer module of claim 8 wherein said security 
program comprises a code for checking a time from said 
real-time clock circuit.] 

30 
[10. The computer module of claim 1 further comprising a 

host interface controller coupled to a solenoid that drives a 
mechanical lock in a first position to a second position.] 

[11. The computer module of claim 10 wherein said sole
noid also drives said mechanical lock from said second posi
tion to said first position.] 

[12. The computer module of claim 1 further comprising a 
real-time clock circuit coupled to said central processing 
unit.] 

FIG. 14 is a schematic diagram of the lines PCK and PDO 
to PD3. These lines are unidirectional LVDS lines for trans
mitting signals from HIC 1300 to the PIC of FIG. 12. 
Another set of lines, namely PCKR and PDRO to PDR3, are 
used to transmit clock signals and bits from the PIC to HIC 
1300 

[13. The computer module of claim 12 further comprising 
a battery coupled to a host interface controller that includes 

40 said real-time clock.] 

The above embodiments are described generally in terms 45 
of hardware and software. It will be recognized, however, 
that the functionality of the hardware can be further com
bined or even separated. The functionality of the software 
can also be further combined or even separated. Hardware 
can be replaced, at times, with software. Software can be 50 
replaced, at times, with hardware. Accordingly, the present 
embodiments should not be construed as limiting the scope 

[14. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ("ACM") into a 
bay of a modular computer system, said ACM compris
ing a microprocessor unit coupled to a mass memory 
storage device; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 

prompting for a user password from a user on a display.] 
[15. The method of claim 14 wherein said ACM com

prises an enclosure that houses said microprocessor unit and 
said mass memory storage device.] of the claims here. One of ordinary skill in the art would 

recognize other variations, modifications, and alternatives. 
While the above is a full description of the specific 

embodiments, various modifications, alternative construc
tions and equivalents may be used. Therefore, the above 
description and illustrations should not be taken as limiting 
the scope of the present invention which is defined by the 
appended claims. 

[16. The method of claim 14 further comprising providing 
55 a user password to said security program.] 

What is claimed is: 
[1. A computer module, said module comprising: 
an enclosure, said enclosure being insertable into a con

sole; 

[17. The method of claim 14 further comprising a flash 
memory device for storing a desired password for said 
ACM.] 

[18. The method of claim 17 wherein said flash memory 
60 device maintains said desired password when power is 

removed from said ACM.] 
[19. The method of claim 18 wherein said flash memory 

device is coupled to a host interface controller that is 
coupled to said microprocessor based unit.] 

a central processing unit in said enclosure, said central 65 

processing unit comprising a microprocessor based 
integrated circuit chip; 

[20. The method of claim 14 wherein said mass memory 
storage device comprises a code directed to comparing said 
user password with a desired password.] 
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[21. The method of claim 14 further comprising identifY
ing a permanent password or user code on said attached 
computer module.] 

[22. The method of claim 21 wherein said permanent 
password or user code is stored in said microprocessor unit.] 

[23. The method of claim 21 wherein said permanent 
password or user code is stored in a flash memory device 
coupled to said microprocessor unit.] 

24. A computer system comprising: 
a console comprising, 10 

a primary power supply, and 
a first low voltage differential signal (LVDS) channel 

comprising two unidirectional serial channels that 
transmit data in opposite directions; and 

a computer module configured to be operational only 15 

upon insertion into said console and receiving power 
from said primary power supply, said computer module 
comprising, 
an enclosure insertable into the console, 
a central processing unit in said enclosure, said central 20 

processing unit comprising a microprocessor based 
integrated circuit chip, 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit, 

a second low voltage differential signal (LVDS) channel 25 

comprising two unidirectional serial channels that 
transmit encoded data of Peripheral Component 
Interconnect (PC!) bus transaction, and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 30 

store a password for preventing a possibility of unau
thorized use of said hard disk drive. 

25. The computer system of claim 24 wherein the first 
LVDS channel couples to the second LVDS channel upon 
insertion. 

26. A computer system comprising: 
a console comprising, 

a primary power supply, and 

35 

a first low voltage differential signal (LVDS) channel 
comprising two unidirectional serial channels that 40 

transmit encoded data of Peripheral Component 
Interconnect (PC!) bus transaction; and 

a computer module configured to be operational only 
upon insertion into said console and receiving power 
from said primary power supply, said computer module 45 

comprising, 

20 
an enclosure insertable into the console, 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based 
integrated circuit chip, 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit, 

a second low voltage differential signal (LVDS) channel 
comprising two unidirectional serial channels that 
transmit data in opposite direction, 

an interface controller coupled to the second LVDS 
channel, and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing a possibility of unau
thorized use of said hard disk drive. 

27. The computer system of claim 26 wherein the first 
LVDS channel couples to the second LVDS channel upon 
insertion. 

28. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ( "ACM") into a 
bay of a console of a modular computer system, the 
console comprising, 
a primary power supply, 
a LAN communication device, and 
a first low voltage differential signal (LVDS) channel 

comprising two unidirectional serial channels trans
mitting data in opposite direction, 

said ACM configured to be operational only upon inser
tion into said console and receiving power from said 
primary power supply, said ACM comprising 
a microprocessor unit coupled to a mass memory stor

age device, and 
a second low voltage differential signal (LVDS) channel 

comprising two unidirectional serial channels trans
mitting encoded data of Peripheral Component 
Interconnect (PC!) bus transaction in opposite direc
tion; 

applying power to said computer system and said ACM to 
execute a security program, said security program 
being stored in said mass memory storage device; and 
prompting/or a user password from a user on a display. 

29. The method of claim 28 wherein the mass memory 
storage device comprises flash memory. 

30. The method of claim 28 wherein the mass memory 
storage device comprises a hard disk drive. 

* * * * * 
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1 

PASSWORD PROTECTED MODULAR 
COMPUTER METHOD AND DEVICE 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

2 
hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 
devices such as a printer and other output means. Moreover, 
the PC can include special audio output devices such as 
speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

10 a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a curser on the display from one location to 
another location. 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,321,335. The reissue appli
cations are U.S. application Ser. Nos. 10/963,825 (a parent 15 

reissue application), 111474,256 (which is a continuation 
reissue of the parent reissue application), 111517,601 (which 
is a continuation reissue of the parent reissue application), 
121577,074 (which is a continuation reissue of the parent 
reissue application), and 12/322,858 (the present applica- 20 

tion, which is a continuation reissue of U.S. application Ser. 
No. 111517,601). 

This application is a continuation reissue of U.S. applica
tion Ser. No. 111517,601, which is a continuation reissue of 
U.S. application Ser. No. 10/963,825, which is a reissue of 25 

U.S. Pat. No. 6,321,335, which are incorporated herein by 
reference. 

The following two commonly-owned copending applica
tions, including this one, are being filed concurrently and the 
other one is hereby incorporated by reference in their entirety 30 

for all purposes: 
1. U.S. patent application Ser. No. 09/183,816, William W. 

Y. Chu, entitled, "Modular Computer Security Method and 
Device". and 

2. U.S. patent application Ser. No. 09/183,493, William W. 35 

Y. Chu, entitled, "Password Protected Modular Computer 
Method and Device". 

BACKGROUND OF THE INVENTION 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have many 
limitations. These computing devices have poor display tech
nology. In fact, these devices often have a smaller flat panel 
display that has poor viewing characteristics. Additionally, 
these devices also have poor input devices such as smaller 
keyboards and the like. Furthermore, these devices have lim
ited common platforms to transfer information to and from 
these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com
puters is that the user must often purchase both the desktop 
and laptop to have "total" computing power, where the desk
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 
significant amount of time transferring software and data 
between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 

40 manually transfer over files and data between the desktop and 
the portable computer. Alternatively, the user often must use 
floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box using 
password protection techniques. Merely by way of example, 
the present invention is applied to a modular computing envi- 45 

ronment for desk top computers, but it will be recognized that 
the invention has a much wider range of applicability. It can 
be applied to a server as well as other portable or modular 
computing applications. 

floppy disk data manually. 
Another drawback with the current model of separate por-

table and desktop computer is that the user has to spend 
money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 

50 drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because pro
gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive such as memory in the 
giga-bit range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 60 

tubes or CRTs. In most cases, the CRTs are at least 15 inches 

55 wasted. 

or 17 inches or 20 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

Many external or peripheral devices can be used with the 
PCs. Among others, these peripheral devices include mass 65 

storage devices such as a Zip TM Drive product sold by Iomega 
Corporation of Utah. Other storage devices include external 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. The docking station typically includes a separate moni
tor, keyboard, mouse, and the like and is generally incompat
ible with other desktop PCs. The docking station is also 
generally not compatible with portable computers of other 
vendors. Another drawback to this approach is that the por
table computer typically has lower performance and func
tionality than a conventional desktop PC. For example, the 
processor of the portable is typically much slower than pro-
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cessors in dedicated desktop computers, because of power 
consumption and heat dissipation concerns. As an example, it 
is noted that at the time of drafting of the present application, 
some top-of-the-line desktops include 400 MHz processors, 
whereas top-of-the-line notebook computers include 266 
MHz processors. 

4 
Numerous benefits are achieved using the present inven

tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 
invention is also implemented using conventional technolo-

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 
can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have propri
etary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 
vendor for future upgrades, support, and the like. 

1 o gies that can be provided in the present computer system in an 
easy and efficient manner. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

Thus what is needed are computer systems that provide 
reduced user investment in redundant computer components 
and provide a variable level of performance based upon com
puter configuration. 

15 These and other embodiments of the present invention, as 

20 
SUMMARY OF THE INVENTION 

According to the present invention, a technique including a 
method and device for securing a computer module using a 
password in a computer system is provided. In an exemplary 25 

embodiment, the present invention provides a security system 
for an attached computer module ("ACM"). In an embodi
ment, the ACM inserts into a Computer Module Bay (CMB) 
within a peripheral console to form a functional computer. 

In a specific embodiment, the present invention provides a 30 

computer module. The computer module has an enclosure 
that is insertable into a console. The module also has a central 
processing unit (i.e., integrated circuit chip) in the enclosure. 
The module has a hard disk drive in the enclosure, where the 
hard disk drive is coupled to the central processing unit. The 35 

module further has a programmable memory device in the 
enclosure, where the programmable memory device can be 
configurable to store a password for preventing a possibility 

well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
according to an embodiment of the present invention; 

FIG. 3 is a simplified side-view diagram of a computer 
module according to an embodiment of the present invention; 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention; 

FIG. 5 is a simplified block diagram of a security system 
for a computer module according to an embodiment of the 
present invention; and 

FIGS. 6 and 7 show simplified flow diagrams of security 
methods according to embodiments of the present invention. 

FIG. 8 is a block diagram of one embodiment of a computer 
system employing the present invention. 

FIG. 9 is a block diagram of an attached computing module 
(ACM). 

FIG. 10 is a block diagram of a peripheral console 
40 (PCON). 

of unauthorized use of the hard disk drive and/or other mod
ule elements. The stored password can be any suitable key 
strokes that a user can change from time to time. In a further 
embodiment, the present invention provides a permanent 
password or user identification code stored in flash memory, 
which also can be in the processing unit, or other integrated 
circuit element. The permanent password or user identifica- 45 

tion code is designed to provide a permanent "finger print" on 
the attached computer module. 

FIG. 11 is a block diagram of one embodiment of a com
puter system using the interface of the present invention. 

FIG. 12 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. 

FIG. 13 is a detailed block diagram of one embodiment of 
the PIC of the present invention. 

FIG. 14 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. In a specific embodiment, the present invention provides a 

variety of methods. In one embodiment, the present invention 
provides a method for operating a computer system such as a 
modular computer system and others. The method includes 
inserting an attached computer module ("ACM") into a bay of 

FIG. 15 is a block diagram of another embodiment of the 
50 HIC and PIC of the present invention and the interface ther

ebetween. 
FIG. 16 is a detailed block diagram of another embodiment 

of the HIC of the present invention. 
FIG. 17 is a schematic diagram of the signal lines PCK and 

55 PDO to PD3. 

a modular computer system. The ACM has a microprocessor 
unit (e.g., microcontroller, microprocessor) coupled to a mass 
memory storage device (e.g., hard disk). The method also 
includes applying power to the computer system and the 
ACM to execute a security program, which is stored in the 
mass memory storage device. The method also includes 
prompting for a user password from a user on a display (e.g., 
flat panel, CRT). In a further embodiment, the present method 60 

includes a step of reading a permanent password or user 
identification code stored in flash memory, or other integrated 
circuit element. The permanent password or user identifica
tion code provides a permanent finger print on the attached 
computer module. The present invention includes a variety of 65 

these methods that can be implemented in computer codes, 
for example, as well as hardware. 

FIG. 18 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

DESCRIPTION OF SPECIFIC EMBODIMENTS 

I. System Hardware 
FIG. 1 is a simplified diagram of a computer system 1 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and altema-
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tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 
of components that are removable. Some of these compo
nents (or modules) can be used in different computers, work
stations, computerized television sets, and portable or laptop 
units. 

6 

In the present embodiment, ACM 10 includes computer 
components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 
(i.e., CMB) 40 is an opening or slot in the desktop console. 
The CMB houses the ACM and provides communication to 
and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
aligmnent mechanism for mating a portion oftheACM to the 
console. The CMB further has thermal heat dissipation sinks, 
electrical connection mechanisms, and the like. Some details 
of the ACM can be found in co-pending patent application 
Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998, com
monly assigned, and hereby incorporated by reference for all 
purposes. 

As the ACM inserts into the frame, connector 17 couples 
and inserts into connector 21. Connector 17 electrically and 
mechanically interface elements of the ACM to the console 
through connector 21. Latch 14 should be moved away from 
the bottom side 19 of the module bay frame before inserting 
the ACM into the frame. Once the ACM is inserted fully into 
the frame, latch 15 is placed in a closed or lock position, 
where it keeps the ACM firmly in place. That is, latch 15 
biases against a backside portion 29 of the ACM enclosure to 

10 hold the ACM in place, where the connector 17 firmly 
engages, electrically and mechanically, with connector21. To 
remove the ACM, latch 15 is moved away or opened from the 
back side portion of the ACM enclosure. ACM is manually 

15 
pulled out of the computer module bay frame, where connec
tor 17 disengages with connector 21. As shown, the key 11 is 
used to selectively move the latch in the open or locked 
position to secure the ACM into the frame module. 

Inmost embodiments, theACM includes an enclosure such 
20 as the one described with the following components, which 

In a preferred embodiment, the present system has a secu
rity system, which includes a mechanical locking system, an 25 

electrical locking system, and others. The mechanical locking 
system includes at least a key 11. The key 11 mates with key 
hole 13 in a lock, which provides a mechanical latch 15 in a 
closed position. The mechanical latch, in the closed position, 
mates and interlocks the ACM to the computer module bay. 30 

The mechanical latch, which also has an open position, allows 
the ACM to be removed from the computer module bay. 
Further details of the mechanical locking system are shown in 
the Fig. below. 

FIG. 2 is a simplified diagram of a computer module 10 35 

according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre- 40 

vious Fig. for easy reading. The computer module 10 includes 
key 11, which is insertable into keyhole 13 of the lock. The 
lock has at least two position, including a latched or closed 
position and an unlatched or open position. The latched posi
tion secures the ACM to the computer module bay. The 45 

unlatched or open position allows theACM to be inserted into 
or removed from the computer bay module. As shown, the 
ACM also has a slot or opening 14, which allows the latch to 
move into and out oftheACM. TheACM also has openings 
17 in the backside for an electrical and/or mechanical con- 50 

nection to the computer module bay, which is connected to 
the console. 

should not be limiting: 
1) A CPU with cache memory; 
2) Core logic device or means; 
3) Main memory; 
4) A single primary Hard Disk Drive ("HDD") that has a 

security program; 
5) Flash memory with system BIOS and programmable 

user password; 
6) Operating System, application software, data files on 

primary HDD; 
7) An interface device and connectors to peripheral con

sole; 
8) A software controllable mechanical lock, lock control 

means, and other accessories. 
The ACM connects to a peripheral console with power 

supply, a display device, an input device, and other elements. 
Some details of these elements with the present security sys
tem are described in more detail below. 

FIG. 4 is a simplified layout diagram of a security system 
for a computer system according to an embodiment of the 
present invention. This diagram is merely an illustration and 
should not limit the scope of the claims herein. One of ordi
nary skill in the art would recognize other variations, modi
fications, and alternatives. The layout diagram illustrates the 
top-view of the module 10, where the backside components 
(e.g., Host Interface Controller) are depicted in dashed lines. 
The layout diagram has a first portion, which includes a 
central processing unit ("CPU") module 400, and a second 
portion, which includes a hard drive module 420. A common 
printed circuit board 437 houses these modules and the like. 
Among other features, the ACM includes the central process-
ing unit module 400 with a cache memory 405, which is 
coupled to a north bridge unit 421, and a host interface con
troller 401. The host interface controller includes a lock con-

55 trol 403. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 
connectors 17. Here, the CPU module is spatially located near 
connector 17. 

FIG. 3 is a simplified side-view diagram of a computer 
module according to an embodiment of the present invention. 
This diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre
vious FIG. for easy reading. As shown, the ACM module 
inserts into the computer module bay frame 19, which is in the 60 

console. A side 27 and a bottom 19 ofACM slide and fit firmly 
into the computer module bay frame, which has at least a 
bottom portion 19 and back portion 26. A backside 23 of the 
ACM faces backside 26 of the frame. ACM also has a front
side or face 25 that houses the lock and exposes the keyhole 
13 to a user. The key 11 is insertable from the face into the 
keyhole. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora-

65 tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
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the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, host interface controller 401 is coupled 
to BIOS/flash memory 405. Additionally, the host interface 
controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The present invention has a host 
interface controller that has lock control403 to provide secu
rity features to the present ACM. Furthermore, the present 
invention uses a flash memory that includes codes to provide 
password protection or other electronic security methods. 

The second portion of the attached computer module has 
the hard drive module 420. Among other elements, the hard 
drive module includes north bridge 421, graphics accelerator 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 
parallel alignment with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 

In a specific embodiment, north bridge unit 421 often 
couples to a computer memory, to the graphics accelerator 
423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples to 
a graphics memory 423, and other elements. IDE controller 
429 generally supports and provides timing signals necessary 
for the IDE bus. In the present embodiment, the IDE control
ler is embodied as a 643U2 PCI-to IDE chip from CMD 
Technology, for example. Other types of buses than IDE are 
contemplated, for example EIDE, SCSI, 1394, and the like in 
alternative embodiments of the present invention. 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Wash. Other operating systems, such as WindowsNT, 
MacOSS, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 420 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 
Among other features, the computer system includes anACM 
with security protection. The ACM connects to the console, 
which has at least the following elements, which should not 
be limiting. 

1) Connection to input devices, e.g. keyboard or mouse; 
2) Connection to display devices, e.g. Monitor; 
3) Add-on means, e.g. PCI add-on slots; 
4) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive; 
5) Communication device, e.g. LAN or modem; 
6) An interface device and connectors to ACM; 
7) A computer module bay with a notch in the frame for 

ACM's lock; and 
8) Power supply and other accessories. 
As noted, the computer module bay is an opening in a 

peripheral console that receives the ACM. The computer 
module bay provides mechanical support and protection to 
ACM. The module bay also includes, among other elements, 

8 
printed circuit board to mount and mate the connector from 
the ACM to the console. The connector provides an interface 
between the ACM and other accessories. 

FIG. 5 is a simplified block diagram 500 of a security 
system for a computer module according to an embodiment 
of the present invention. This diagram is merely an illustra
tion and should not limit the scope of the claims herein. One 
of ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The block diagram 500 has a 

10 variety of features such as those noted above, as well as 
others. In the present diagram, different reference nnmerals 
are used to show the operation of the present system. 

The block diagram is an attached computer module 500. 
The module 500 has a central processing unit, which com-

15 municates to a north bridge 541, by way of a CPU bus 527. 
The north bridge couples to main memory 523 via memory 
bus 529. The main memory can be any suitable high speed 
memory device or devices such as dynamic random access 
memory ("DRAM") integrated circuits and others. The 

20 DRAM includes at least 32 Meg. or 64 Meg. and greater of 
memory, but can also be less depending upon the application. 
Alternatively, the main memory can be coupled directly with 
the CPU in some embodiments. The north bridge also couples 
to a graphics subsystem 515 via bus 542. The graphics sub-

25 system can include a graphics accelerator, graphics memory, 
and other devices. Graphics subsystem transmits a video sig
nal to an interface connector, which couples to a display, for 
example. 

The attached computer module also includes a primary 
30 hard disk drive that serves as a main memory unit for pro

grams and the like. The hard disk can be any suitable drive 
that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 2 lf2 inch drive) 
product made by Seagate Corporation of Scotts Valley, but 

35 can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 502 and 
531. The hard disk drive controller couples to the north bridge 
by way of the host PCI bus, which connects bus 537 to the 
north bridge. The hard disk includes computer codes that 

40 implement a security program according to the present inven
tion. Details of the security program are provided below. 

The attached computer module also has a flash memory 
device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the device. 

45 The flash memory device generally permits the storage of 
such password without a substantial use of power, even when 
disconnected. As merely an example, the flash memory 
device has at least 4 Meg. or greater of memory, or 16 Meg. or 
greater of memory. A host interface controller 507 commu-

50 nications to the north bridge via bus 535 and host PCI bus. The 
host interface controller also has a lock control 509, which 
couples to a lock. The lock is attached to the module and has 
a manual override to the lock on the host interface controller 
in some embodiments. Host interface controller 507 commu-

55 nicates to the console using bus 511, which couples to con
nection 513. 

In one aspect of the present invention the security system 
uses a combination of electrical and mechanical locking 
mechanisms. Referring to FIG. SA, for example, the present 

60 system provides a lock status mechanism in the host interface 
controller 509. The lock status of the lock is determined by 
checking a lock status bit 549, which is in the host interface 
controller. The lock status bit is determined by a signal 553, 

a variety of thermal components for heat dissipation, a frame 65 

that provides connector alignment, and a lock engagement, 
which secures the ACM to the console. The bay also has a 

which is dependent upon the position of the lock. Here, the 
position of the lock is closed in the ground 559 position, 
where the latch couples to a ground plane in the module 
and/or system. Alternatively, the signal of the lock is at V cc, 
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for example, which is open. Alternatively, the signal can be 
ground in the open position and V cc in the closed position, 
depending upon the application. Other signal schemes can 
also be used depending upon the application. 

Once the status is determined, the host interface controller 
turns the lock via solenoid 557 in a lock on or lock off 
position, which is provided through the control bit 551, for 
example. The control bit is in a register of the host interface 
controller in the present example. By way of the signal 
schemes noted and the control bit, it is possible to place the 
lock in the lock or unlock position in an electronic manner. 
Once the status of the lock is determined, the host interface 
controller can either lock or unlock the latch on the module 
using a variety of prompts, for example. 

10 
In one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program, which is described below m more 
detail. 
II. SECURITY DETECTION PROGRAMS 

FIGS. 6 and 7 show simplified flow diagrams 600, 700 of 
security methods according to embodiments of the present 
invention. These diagrams are merely illustrations and should 
not limit the scope of the claims herein. One of ordinary skill 

1 o in the art would recognize other variations, modifications, and 
alternatives. Referring to FIG. 6, which considers an example 
for when the ACM is inserted into the computer module bay 
in the console, ACM has already been inserted into the con
sole and is firmly engaged in an electrical and mechanical 

15 manner. A computer system is powered up 601, which pro
vides selected signals to the microprocessor. The micropro
cessor oversees the operation of the computer system. The 
microprocessor searches the memory in, for example, the 

In a preferred embodiment, the present invention uses a 
password protection scheme to electronically prevent unau
thorized access to the computer module. The present pass
word protection scheme uses a combination of software, 
which is a portion of the security program, and a user pass
word, which can be stored in the flash memory device 505. By 20 

way of the flash memory device, the password does not 
become erased by way of power failure or the lock. The 
password is substantially fixed in code, which cannot be 
easily erased. Should the user desire to change the password, 

hard disk drive and execute a security program, step 603. 
The security program runs through a sequence of steps 

before allowing a user to operate the present system with the 
ACM. Among other processes, the security program deter
mines if an "Auto-lock" is ON. If so, the security program 
goes via branch 606 to step 607. Alternatively, the security 

it can readily be changed by erasing the code, which is stored 
in flash memory and a new code (i.e., password) is written 
into the flash memory. An example of a flash memory device 
can include a Intel Flash 28F800F3 series flash, which is 
available in 8 Mbit and 16 Mbit designs. Other types of flash 
devices can also be used, however. Details of a password 
protection method are further explained below by way of the 
FIGS. 

In a specific embodiment, the present invention also 
includes a real-time clock510 in theACM, but is not limited. 
The real-time clock can be implemented using a reference 
oscillator 14.31818 MHz508thatcouples to areal-lime clock 
circuit. The real-time clock circuit can be in the host interface 
controller. An energy source 506 such as a battery can be used 

25 program goes to step 609, which determines that the lock 
stays OFF and loops to step 627, which indicates that the 
ACM can be removed physically from the console. In step 
607, the security program turns a switch or switching means 
that turns ON a lock, which can be electrical, mechanical, or 

30 a combination of electrical and mechanical. 
In a specific embodiment, the security program turns OFF 

the power of the ACM and console. Here, the security pro
gram directs the OS to turn the power OFF, step 613. In an 
embodiment where power failure occurs (step 611), a key is 

35 used to release a latch in the ACM on the lock 615, where the 
ACM can be removed, step 627. From step 613, the security 
program determines if the ACM is to be removed, step 617. If 
not, the lock stays ON, step 619. Alternatively, the security 

to keep the real-time clock circuit running even when the 
ACM has been removed from the console. The real-time 40 

detection program determines if the password (or other secu
rity code) matches with the designated password, step 621. If 
not, the lock stays ON, step 623. Alternatively, the security clock can be used by a security program to perform a variety 

of functions. As merely an example, these functions include: 
(1) fixed time period in which the ACM can be used, e.g., 
ACM cannot be used at night; (2) programmed ACM to be 
used after certain date, e.g., high security procedure during 
owner's vacation or non use period; (3) other uses similar to 
a programmable time lock. Further details of the present 
real-time clock are described in the application listed under 
Ser. No. 09/183,816 noted above. 

In still a further embodiment, the present invention also 
includes a permanent password or user identification code to 
identify the computer module. In one embodiment, the per
manent password or user code is stored in a flash memory 
device. Alternatively, the permanent password or user code is 
stored in the central processing unit. The password or user 
code can be placed in the device upon manufacture of such 
device. Alternatively, the password or user code can be placed 
in the device by a one time programming techniques using, 
for example, fuses or the like. The present password or user 
code provides a permanent "fingerprint" on the device, which 
is generally hardware. The permanent finger print can be used 
for identification purposes for allowing the user of the hard
ware to access the hardware itself, as well as other systems. 
These other systems include local and wide area networks. 
Alternatively, the systems can also include one or more serv
ers. The present password and user identification can be quite 
important for electronic commerce applications and the like. 

program releases the lock 625, which frees the ACM. Next, 
the ACM can be removed, step 627. 

In an alternative embodiment, the present invention pro-
45 vides a security system for the ACM, which is outside the 

console or computer module bay. See, FIG. 7, for example. As 
shown, the security system is implemented to prevent illegal 
or unauthorized use (step 701) of the ACM, which has not 
been used in the console. Here, a key turns ON a lock (step 

50 703). The lock moves a latch in the ACM to a specific spatial 
location that physically blocks the passage of the ACM into 
the computer module bay. Accordingly, the ACM cannot 
insert (step 705) into the computer module bay. 

In an alternative aspect, the key can be used to turn the lock 
55 OFF, step 707. Here, the key moves the latch in a selected 

spatial location that allows the ACM to be inserted into the 
computer bay module. In the OFF position, the ACM inserts 
into the computer module bay, step 709. Once the ACM is in 
the bay, a user can begin operating the ACM through the 

60 console. In one embodiment, the computer console including 
the ACM goes through the sequence of steps in the above 
FIG., but is not limited. 

In a specific embodiment, the present invention imple
ments the sequences above using computer software. In other 

65 aspects, computer hardware can also be used and is preferably 
in some applications. The computer hardware can include a 
mechanical lock, which is built into the ACM. An example of 

Case 6:13-cv-00641   Document 1-7   Filed 09/09/13   Page 42 of 53 PageID #:  324



US RE42,814 E 
11 

such mechanical lock is shown above, but can also be others. 
In other aspects, the lock can be controlled or accessed elec
tronically by way of computer software. Here, the key can be 
used to as a manual override if the ACM or computer fails. 

The lock is used to prevent theft and accidental removal 
inside CMB. The current invention locates the lock inside the 
ACM to allow a user to keep a single key as ACM is moved 
from console to console at different locations. WhenACM is 
in transit, the lock can be engaged using the key so that the 
latch extends outside ACM's enclosure. The extended latch 10 

prevents ACM from being inserted into any CMB. This pre
vents any illegal use of ACM by someone other than the user. 

12 
processor chips that greatly increase overall system perfor
mance and which, because of their speed, need to be located 
close to the CPU. The primary mass storage 830 contains 
persistent copies of the operating system software, applica
tion software, configuration data, and user data. The software 
and data stored in the primary mass storage device represent 
the user's computing environment. Interface and support cir
cuitry 840 primarily includes interface chips and signal bus-
ses that interconnect the CPU, system memory, high perfor
mance devices, and primary mass storage. The interface and 
support circuitry also connects ACM-resident components 
with the ACM-to-PCON interconnection apparatus as 
needed. 

Within the PCON 900, the primary display component 910 
In one aspect of the invention, the user password is pro

grammable. The password can be programmable by way of 
the security program. The password can be stored in a flash 
memory device within the ACM. Accordingly, the user of the 
ACM and the console would need to have the user password 
in order to access the ACM. In the present aspect, the combi
nation of a security program and user password can provide 
the user a wide variety of security functions as follows: 

15 may include an integrated display device or connection cir
cuitry for an external display device. This primary display 
device may be,for example, an LCD, plasma, or CRT display 
screen used to display text and graphics to the user for inter
action with the operating system and application software. 

1) Auto-lock capability when ACM is inserted into CMB; 
2) Access privilege of program and data; 
3) Password matching for ACM removal; and 

20 The primary display component is the primary output of the 
computer system, i.e., the paramount vehicle by which pro
grams executing on the CPU can communicate toward the 
user. 

4) Automatic HDD lock out if tempering is detected. 
In still a further embodiment, the present invention also 25 

includes a method for reading a permanent password or user 
identification code to identifY the computer module. In one 
embodiment, the permanent password or user code is stored 
in a flash memory device. Alternatively, the permanent pass
word or user code is stored in the central processing unit. The 30 

password or user code can be placed in the device upon 
manufacture of such device. Alternatively, the password or 
user code can be placed in the device by a one time program
ming techniques using, for example, fuses or the like. The 
present password or user code provides a permanent "finger 35 

print" on the device, which is generally hardware. The per
manent finger print can be used for identification purposes for 
allowing the user of the hardware to access the hardware 
itself, as well as other systems. These other systems include 
local and wide area networks. Alternatively, the systems can 40 

also include one or more servers. The present method allows 
a third party confirm the user by way of the permanent pass
word or user code. The present password and user identifica
tion can be quite important for electronic commerce applica
tions and the like, which verify the user code or password. In 45 

one or more embodiments, the permanent password or user 
code can be combined with the password on flash memory for 
the security program. 

FIG. 8 is a block diagram of the components in one com
puter system employing the present invention. The computer 50 

system comprises an attached computer module (ACM), a 
peripheral console (PCON), and the interconnection appa
ratus between them. The ACM includes the central processing 
unit (CPU) 810, system memory 820, high performance 
devices 850, primary mass storage 830, and related interface 55 

and support circuitry 840. The PCON includes primary dis
play 910, primary input 920, secondary mass storage 950, 
other devices 960, expansion slots 970, the primary power 
supply 930, and related interface and support circuitry 940. 
The interconnection apparatus 1000 includes circuitry to 60 

convey power and operational signals between the ACM and 
PCON. 

The primary input component 920 of the PCON may 
include an integrated input device or connection circuitry for 
attachment to an external input device. The primary input 
may be, for example, a keyboard, touch screen, keypad, 
mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component is the 
paramount vehicle by which programs executing on the CPU 
receive signals from the user. 

The PCON may contain secondary mass storage 950 to 
provide additional high capacity storage for data and soft
ware. Secondary mass storage may have fixed or removable 
media and may include, for example, devices such as diskette 
drives, hard disks, CD-ROM drives, DVD drives, and tape 
drives. 

The PCON may be enhanced with additional capability 
through the use of integrated "Other Devices" 960 or add-on 
cards inserted into the PCON's expansion slots 970. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry 940 primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 
within the PCON. The interface and support circuitry also 
connects ?CON-resident components with the ACM-to
PCON interconnection apparatus as needed. 

Importantly, the PCON houses the primary power supply 
930. The primary power supply has sufficient capacity to 
power both the PCON and the ACM 800 for normal opera
tion. Note that the ACM may include a secondary ''power 
supply" in the form, for example, of a small battery. Such a 
power supply would be included in the ACM to maintain,for 
example, a time-of-day clock, configuration settings when the 
ACM is not attached to a PCON, or machine state when 
moving an active ACM immediately from one PCON to 
another. The total energy stored in such a battery would, 
however, be insufficient to sustain operation of the CPU at its 
rated speed, along with the memory and primary mass stor
age, for more than a fraction of an hour, if the battery were 
able to deliver the required level of electrical current at all. 

Within the ACM 800, the CPU 810 executes instructions 
and manipulates data stored in the system memory. The CPU 
810 and system memory 820 represent the user's core com
puting power. The core computing power may also include 
high performance devices 850 such as advanced graphics 

FIG. 9 is a block diagram of an attached computing module 
(ACM) 800. The physical ACM package 800 contains the 

65 ACM functional components 801 and the ACM side of the 
ACM-to-PCON Interconnection 1000. The ACM 801 com
prises a CPU component 810, a system memory component 
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820, a primary mass storage component 830, a high perfor- conditions. The BIOS memory 824 stores, for example, start-
mance devices components 850, and an interface and support up instructions for the microprocessor 8J2 and sets of 
component 840. instructions for rudimentary input/output tasks. The flash 

The ACM side of the ACM-to-PCON Interconnection J 000 memory 826 comprises non-volatile memory devices that 
comprises a Host Interface Controller (HIC) component retain their stored contents regardless of the application of 
J 020 and anACM connector component J 030. The HIC J 020 power. Unlike the BIOS non-volatile memory, however, the 
and connector J 030 components couple the ACMfunctional stored contents of the flash memory 826 are easily changed 
components 800 with the signals of an ACM-to-PCON inter- under normal operating conditions. The flash memory 826 
face bus J OJ 0 used to operatively connect an ACM with a may be used to store status and configuration data, such as 
PCON. The ACM-to-PCON interface bus J OJ 0 comprises 10 security identifiers or ACM specifications like the speed of the 
conveyance for electrical power JOJ4 and signals for a microprocessor 8J2. Some embodiments may combine the 
peripheral bus J OJ2, video J OJ6, video port J OJ7, and con- BIOS functions into the flash memory device, thus permitting 
sole type J OJ8. The preferred ACM-to-PCON Interconnec- BIOS contents to be rewritten, improvingfield upgradability. 
tion J 000 is described in detail in a companion U.S. patent The main system memory (RAM) 822 is coupled to memory 
application Ser. No. 09/J49,882, entitled "A Communication 15 controller circuitry resident within the CPU Bridge 846 via 
Channel and Interface Devices for Bridging Computer Inter- direct memory bus 865. The BIOS 824 and flash memory 826 
face Buses," by the same inventor, filed on the same day are coupled to HIC J 020 via switched memory bus 866. This 
herewith, and hereby incorporated by reference. The pre- permits the BIOS 824 and flash 826 memories to be accessed 
ferred ACM-to-PCON interconnection J 000 includes cir- by circuitry in the HIC J 020 or other circuitry connected 
cuitry to transmit and receive parallel bus information from 20 thereto. The direct memory bus 865 and the switch memory 
multiple signal paths as a serial bit stream on a single signal bus 866 each comprises conductors to convey signals for 
path. This reduces the number of physical signal paths data, address, and control information. 
required to traverse the interconnection JOOO. Further, The primary mass storage component 830 of the ACM 
employing low-voltage differential signaling (LVDS) on the functional circuitry 80J in the present embodiment comprises 
bit stream data paths provides very reliable, high-speed 25 a compact hard disk drive with an industry-standard, IDE 
transmission across cables. This represents a further advan- interface. The hard disk drive (HDD) 832 has a formatted 
tage of the present invention. storage capacity sufficient to contain an operating system for 

The CPU component 810 of the ACMfunctional circuitry the computer, application software desired by the user, and 
80J of the presently described embodiment comprises a related user configuration and operating parameter data. The 
microprocessor 8J2, which is the chief component of the 30 HDD 832 in the present embodiment serves as the "boot" 
personal computer system, power supply connection point device for the personal computer from which the operating 
8J3, and cache memory 8J4 tightly coupled to the micro pro- system is loaded into RAM J22 by the start-up program stored 
cessor 8J2 by the CPU-to-cache bus 874 comprising signal in the BIOS 824. 
paths for address, data, and control information. The micro- The present HDD 832 has a capacity of approximately 
processor 8J2 of this embodiment is one of the models from 35 2,000 megabytes to provide adequate storage for common 
the Pentium II family of processors from Intel Corporation. software configurations and reasonable space for user data. 
Microprocessor 8J2 receives electrical power from power One example of a common software configuration includes 
bus J68 via connection point 813. Microprocessor 8J2 the Windows 95 operating system from Microsoft Corpora-
couples to the Host Interface Controller (HI C) 320 via CPU- tion, a word processing program, a spreadsheet program, a 
to-HIC bus 863 comprising signal paths to exchange control 40 presentation graphics program, a database program, an 
information such as an interrupt request. Microprocessor 8J2 email program, and a web browser such as Navigator from 
also couples to CPU Bridge 846 via CPU main bus 864 Netscape Corporation. The hard disk832 stores program and 
comprising signal paths for address, data, and control infor- data files for each software component, including files dis-
mation. tributed by the vendor as well as files created or updated by 

The CPU Bridge component 846 of the interface and sup- 45 operation of the software after it is installed. For example, a 
port circuitry 840 operates to couple the high speed CPU word processor program may maintain information about a 
main bus 864 to specialty buses of varying speeds and capa- user's identity and latest preferences in an operating system 
bility that connect other computer components. The CPU registry file. Or, for example, the web browser may maintain a 
Bridge of the presently described embodiment incorporates file of the user's favorite web sites or most recently viewed 
memory controller circuitry, advanced graphics processor 50 web pages. An HDD with 2000 megabyte capacity is readily 
support circuitry, and a general, industry-standard PC! bus available in the small size of hard disk (e.g., 2.5-inch or 
controller in a single package. A CPU Bridge J46 such as the 3.5-inch) to minimize the space required within the ACMfor 
82 443LX PC!/ AGP Controller from Intel Corporation may be the primary mass storage device J30. 
used. The HDD 832 is coupled to IDE controller circuitry 848 

The system memory component 820 of the ACMfunctional 55 via IDE bus 872. The IDE controller circuitry 848 is coupled 
circuitry 80J in the present embodiment comprises main sys- to the CPU Bridge 846 via the Host PC! bus 867. IDE con-
tern memory (RAM) 822, BIOS memory 824, and flash trollers and busses, and the PC! bus are well known and 
memory 826. The system memory 820 is used to contain data understood in the industry. The above components operate 
and instructions that are directly addressable by the CPU. together to couple the hard disk drive 832 to the micropro-
The RAM 822 comprises volatile memory devices such as 60 cessor 8J2. 
DRAM or SDRAM memory chips that do not retain their The high performance devices component 850 of the ACM 
stored contents when power is removed. This form of memory functional circuitry 80J in the present embodiment comprises 
represents the largest proportion of total system memory 820 an Advanced Graphics Processor (AGP) 852. The Model 7 40 
capacity. The BIOS memory 824 comprises non-volatile Graphics Device from Intel Corporation may be used in the 
memory devices such as ROM or EPROM memory chips that 65 present embodiment as the AGP. 
retain their stored contents regardless of the application of Increases in computer screen size, graphics resolution, 
power and are read-only memory under normal operating color depth, and visual motion frame rates, used by operating 
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system and application software alike, have increased the speed for power conservation. The console type signal origi-
computing power required to generate and maintain com- natingfrom a notebook PCON would, however, result in the 
puter screen displays. An A GP removes a substantial portion generation of a CPU clock speed reduced from the maximum 
of the graphics computing burden from the CPU to the spe- in order to conserve battery power and extend the duration of 
cialized high-performance processor, but a high level of inter- computer operation obtained from the energy stored in the 
action between the CPU and the specialized processor is battery. The console type signal originating from a notepad 
nonetheless required. To maximize the effective contribution PCON would result in the generation of a CPU clock speed 
of having a specialized processor in the presently described reduced further yet, the notepad PCON presumably having 
embodiment, the AGP 852 is located in the ACM 800, where smaller batteries than the notebookPCON. Inclusion of con-
it is in close proximity to the microprocessor 8J2. The AGP 10 trol signals and circuitry to effect a CPU clock signal varying 
852 is coupled to the microprocessor 8J2 via the advanced in frequency according to characteristics of the PCON to 
graphics port bus 873 of the CPU Bridge 846. The visual which the ACM is connected facilitates the movement of the 
display signal generated by the AGP are conveyed toward user's core computing power and environment to different 
actual display devices at the peripheral console (PCON) via work settings, which is a further advantage of the present 
video signal bus 870. Video information from a source exter- 15 invention. 
naltotheACMandappearingasvideoportsignalsJOJ7may FIG. JO is a block diagram of a peripheral console 
be conveyed to the AGP 852 via video port signal path 87J. (PCON). A peripheral console couples with anACM to form 

Other types of high performance components may be an operating personal computer system. The peripheral con-
included in different ACM configurations. For example, an sole (PCON) supplies an ACM with primary input, display, 
interface to an extremely high speed data communication 20 and power supply; the ACM supplies the core computing 
facility may be desirable in some future computer where power and environment of the user. In the presently described 
CPU-to-network interaction is of comparable intensity to embodiment the physical PCON package 900 contains the 
today 's CPU-to-graphics interaction. Because such high per- PCON functional components 90J and the PCON side of the 
formance components tend to be high in cost, their inclusion ACM-to-PCON Interconnection J 000. The PCON functional 
in the ACM is desirable. Inclusion of high cost, high perfor- 25 components 90J comprise primary display 9J 0, a primary 
mance components in the ACM concentrates a user's core input 920, a primary power supply 930, interface and support 
computing power and environment in a portable package. 940, secondary mass storage 950, other devices 960, and 
This represents a further advantage of the invention. expansion slots 970. 

The interface and support component 840 of the ACM The PCON side of the ACM-to-PCON Interconnection 
functional circuitry 80J in the present embodiment comprises 30 J 000 comprises a Peripheral Interface Controller (PIC) com-
circuitry for power regulation 842, clocking 844, CPU Bridge ponent J 040, a PCON connector component J 050, console-
846, IDE controller 848, and signal conveyance paths 86J- type component J 042, and flash memory device J 048. The 
87 4. The CPU Bridge 846 couples the CPU component 810 of PIC 1040 and connector J 050 components couple the PCON 
the ACM 800 with the other components of the ACM 820-850 functional components 90J with the signals of an ACM-to-
and the CPU-to-PCON Interconnection 1000. The CPU 35 PCON interface bus J OJ 0 used to operatively connect an 
Bridge 846 and IDE controller 848 have already been dis
cussed. Power regulation circuitry 842 receives electrical 
power via the electrical power conduction path J OJ4 of the 
CPU-to-PCON Interconnection J 000, conditions and dis
tributes it to the other circuitry in the ACM using power 
distribution bus 868. Such regulation and distribution is well 
known and understood in the art. 

Clocking circuitry 844 generates clock signals for distri
bution to other components within the ACM 800 that require 
a timing and synchronization clock source. The CPU 8J 0 is 
one such component. Often, the total power dissipated by a 
CPU is directly proportional to the frequency of its main clock 
signal. The presently described embodiment of the ACM 800 
includes circuitry that can vary the frequency of the main 
CPU clock signal conveyed to the CPU via signal path 862, in 
response to a signal received from the host interface control
ler (HI C) J 020 via signal path 86J. The generation and 
variable frequency control of clocking signals is well under
stood in the art. By varying the frequency, the power con
sumption of the CPU (and thus the entire ACM) can be varied. 

ACM with a PCON. The ACM-to-PCON interface bus J OJ 0 
comprises conveyance for electrical power J OJ4 and signals 
for a peripheral bus J OJ2, video J OJ6, video port J OJ7, and 
console-type J OJ8. The preferred ACM-to-PCON Intercon-

40 nection J 000 is described in detail in the U.S. patent appli
cation entitled "A Communication Channel and Interface 
Devices for Bridging Computer Interface Buses," already 
incorporated herein by reference. 

Connector component J050 may be selected to mate 
45 directly with the connector component J 030 of an ACM 

(shown in FIG. 9). Alternatively, connector component J 050 
may be selected to mate with, for example, the connector on 
one end of a cable intervening between the PCON and an 
ACM in a particular embodiment. The ACM-to-PCON inter-

50 connection described in the aforementioned companion 
patent application has the advantage of providing reliable 
signal conveyance across low cost cables. 

Flash memory device J 048 provides non-volatile storage. 
This storage may be accessible to devices in both the ACM 

55 and the PCON, including the host interface controller and the 
peripheral interface controller to which it is connected. As 
such, flash memory J 048 may be used to store configuration 
and security data to facilitate an intelligent mating between 
anACM and a PCON that needs no participation of the CPU. 

The variable clock rate generation may be exploited to 
match the CPU power consumption to the available electrical 
power. Circuitry in the host interface controller (HI C) J 020of 
the presently described embodiment adjusts the frequency 
control signal sent via signal path 86J to the clocking cir- 60 

cui try 844, based on the "console type" information signal 
The primary display component 9JO of the PCON func

tional circuitry 90J of the presently described embodiment 
comprises integrated display panel 9J2 and video connector 
913. Integrated display panel 9J2 is a color LCD display 
panel having a resolution of 640 horizontal by 480 vertical 

J OJ8 conveyed from the peripheral console (PCON) by the 
CPU-to-PCON interconnection J 000. In this arrangement, 
the console type signal originating from a desktop PCON 
would result in the generation of a maximum speed CPU 
clock The desktop PCON, presumably has unlimited power 
from an electrical wall outlet and does not need to sacrifice 

65 pixels. 640-by-480 resolution is popularly considered to be 
the minimum screen size to make practical use of the appli
cation software in widespread use today. One skilled in the art 
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recognizes that the type and resolution of the display can vary 
greatly from embodiment to embodiment, depending on fac
tors such as cost and intended application. Any display device 
may be used, without departing from the scope and spirit of 
the invention, that provides principal visual output to the 
computer user for operating system and application software 
executing in its customary and intended fashion using the 
CPU component ( 810 ofF! G. 8) of anACM presently coupled 
to PCON 900. 

Integrated display panel912 is coupled to video signal bus 10 

94 9 and displays a screen image in response to video signals 
presented on bus 949. Certain pins of connector 1050 receive 
video output signals 1016 of the ACM-to-PCON interface bus 
1010 from a mated connector that is coupled to an ACM. 
These certain pins of connector 1050 couple to video signal 15 

bus 949which conveys the video output signals 1016 through
out the PCON 900 as needed. Video connector 913 is exposed 
at the exterior ofPCON 900 and couples to video signal bus 
94 9. Connector 913 permits easy attachment of an external 
display device that is compatible with the signals carried by 20 

bus 949, such as a CRT monitor (not shown). The external 
display device may be used in addition, or as an alternative, 
to integrated display panel 912. 

The isolation of the relatively heavy and sizable primary 
display 910 from the core computing power and user envi- 25 

ronment contained within an ACM represents a further 
advantage of the present invention. 

The primary input component 920 of the PCON functional 
circuitry 901 of the presently described embodiment com
prises keyboard interface circuitry 922, keyboard connector 30 

923, pointer interface circuitry 924, and pointer connector 
925. Keyboard interface circuitry 922 and pointer interface 
circuitry 924 connect to !SA bus 945 and are thereby coupled 
to the CPU component (810 of FIG. 8) of any ACM attached 
to PCON 900. Keyboard interface circuitry 922 interfaces a 35 

standard computer keyboard (not shown), attached at con
nector 923, to !SA bus 945. Pointer interface circuitry 922 
interfaces a standard computer pointing device (not shown), 
such as a computer mouse attached at connector 925, to !SA 
bus 945. Computer keyboards, pointing devices, connectors 40 

923, 925, keyboard interface circuitry 922, and pointer inter
face circuitry 924 are well known in the art. The isolation of 
the relatively heavy and sizable primary input devices 920 
from the core computing power and user environment con
tained within an ACM represents a further advantage of the 45 

present invention. 
The primary power supply component 930 of the PCON 

functional circuitry 901 of the presently described embodi
ment provides electrical energy for the sustained, normal 
operation of the PCON 900 and any ACM coupled to connec- 50 

tor 1050. The power supply may be of the switching variety 
well known in the art that receives electrical energy from an 
AC source 989, such as a wall outlet. Power supply 930 
reduces the alternating current input voltage, to a number of 
distinct outputs of differing voltages and current capacities. 55 

The outputs of power supply 930 are applied to power bus 
931. Power bus 931 distributes the power supply outputs to 
the other circuitry within the PCON 900. Bus 931 also con
nects to certain pins of connector 1050 to provide the elec
trical power 1014 for an ACM conveyed by ACM-to-PCON 60 

interconnection 1000. The isolation of the usually heavy 
power supply 930 from the core computing power and user 
environment contained within the ACM represents a further 
advantage of the present invention. 

The interface and support component 940 of the PCON 65 

functional circuitry 901 of the presently described embodi
ment comprises peripheral bridge 246, diskette controller 

18 
242, IDE controller 948, and signal conveyance paths 941, 
943, 944, 945, 947 and 949. Peripheral bridge 946 couples 
PC! peripheral bus 941 with peripheral busses of other for
mats such as !SA peripheral bus 945 and others 94 7. PC! and 
!SA peripheral busses are industry standards, well known and 
understood in the art. Other peripheral busses 947 may 
include, for example, a bus compliant with the universal 
serial bus (USB) industry standard. While other embodiments 
of a peripheral console 900 may include a single peripheral 
bus that is coupled to an attached ACM via ACM-to-PCON 
interconnection 1000, such as PC! bus 941, this embodiment 
includes peripheral bridge 946 to establish additional busses 
945, 947. The additional busses 945, 947 permit the use of the 
many low-cost and readily available components compatible 
with these bus specifications. 

Diskette controller 942 interfaces a floppy disk drive 954 
with the CPU component 810 of an attached ACM (shown in 
FIG. 9) so that the CPU may control and use the diskette drive 
954 hardware to store and retrieve data. Diskette controller 
942 couples to the CPU via a connection to !SA bus 945. 
Diskette controller 942 connects to the diskette drive 954 via 
one of device cables 943. 

Similarly, IDE controller 948 interfaces a hard disk drive 
952 and a CD ROM drive 956 with the CPU component 810 of 
an attached ACM (shown in FIG. 9) so that the CPU may 
control and use the hard disk drive 952 and CDROM 956 
hardware to store and retrieve data. IDE controller 948 
couples to the CPU via connection to PC! peripheral bus 941. 
IDE controller 948 connects to each of hard disk drive 952 
and CD-ROM drive 956 via one of device cables 943. Some 
embodiments of PCON 900 may take advantage of VLSI 
integrated circuits such as an 82371SB (PIIX4) integrated 
circuit from Intel Corporation. An 82 3 71 SB integrated circuit 
includes circuitry for both the peripheral bridge 946 and the 
IDE controller 948 in a single package. 

The secondary mass storage component 950 of the PCON 
functional circuitry 901 of the presently described embodi
ment comprises diskette drive 954, hard disk drive 952, and 
CD-ROM drive 956. Secondary mass storage 950 generally 
provides low-cost, non-volatile storage for data files which 
may include software program files. Data files stored on sec
ondary mass storage 950 are not part of a computer user's 
core computing power and environment. Secondary mass 
storage 950 may be used to store, for example, seldom used 
software programs, software programs that are used only 
with companion hardware devices installed in the same 
peripheral console 900, or archival copies of data files that 
are maintained in primary mass storage 850 of an ACM 
(shown in FIG. 9). Storage capacities for secondary mass 
storage 950 devices may vary from the 1.44 megabytes of the 
3.5-inch high density diskette drive 954, to more than 10 
gigabytes for a large format (5-inch) hard disk drive 952. 
Hard disk drive 952 employs fixed recording media, while 
diskette drive 954 and CD-ROM drive 956 employ removable 
media. Diskette drive 954 and hard disk drive 952 support 
both read and write operations (i.e., data stored on their 
recording media may be both recalled and modified) while 
CD-ROM drive 956 supports only read operations. 

The other devices component 960 of the PCON functional 
circuitry 901 of the presently described embodiment com
prises a video capture card. A video capture card accepts 
analog television signals, such as those complying with the 
NTSC standard used for television broadcast in the United 
States, and digitizes picture frames represented by the analog 
signal for processing by the computer. Video capture cards at 
present are considered a specialty, i.e., not ubiquitous, com
ponent of personal computer systems. Digitized picture infor-
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mation from video capture card 960 is carried via signal channel includes two sets of unidirectional serial bit channels 
conveyance path 944 to the peripheral interface controller which transmit data in opposite directions such that one set of 
J 040 which transforms it to the video port signals J OJ7 of the bit channels transmits serial bits from the HIC to the PIC 
ACM-to-PCON interconnection J 000 for coupling to the while the other set transmits serial bits from the PIC to the 
advanced graphics processor 852 in an attached ACM HIC. For each cycle of the PC! clock, each bit channel of the 
(shown in FIG. 9). interface channel transmits a packet of serial bits. 

Video capture card 960 is merely representative of the FIG. JJ is a block diagram of one embodiment of a com-
many types of "other" devices that may be installed in a puter system JJ 00 using the interface of the present invention. 
PCON to expand the capabilities of the personal computer. Computer system JJ 00 includes an attached computer mod-
Sound cards and laboratory data acquisition cards are other 10 ule (ACM) JJ 05 and a peripheral console JJJ 0. The ACM 
examples. Video capture card 960 is shown installed in one of JJ 05 and the peripheral console JJJ 0 are interfaced through 
expansion slots 970 for coupling to the interface and control an exchange interface system (XIS) bus JJJ5. The XIS bus 
circuitry 940 of the PCON. Any of other devices 960 could be JJJ5 includes power bus JJJ6, video bus JJJ7 and periph-
coupled to the interface and control circuitry 940 of the era! bus (XPBus) JJJ8, which is also herein referred to as an 
PCON by different means, such as direct installation on the 15 interface channel. The power bus JJJ6 transmits power 
circuit board that includes the interface and control circuitry between ACM JJ 05 and peripheral console JJJ 0. In a pre-
940; e.g., a motherboard. ferred embodiment power bus JJJ6 transmits power at volt-

The expansion slots component 970 of the PCON June- age levels of 3.3 volts, 5 volts and J2 volts. Video bus JJJ7 
tiona! circuitry 90J of the presently described embodiment transmits video signals between the ACM JJ 05 and the 
comprises PC! connectors 971 and !SA connectors 972. A 20 peripheral console 11J 0. In a preferred embodiment, the 
circuit card may be inserted into one of the connectors 97J, video bus JJJ7 transmits analog Red Green Blue (RGB) video 
972 in order to be operatively coupled with the CPU J OJ 0 of signals for color monitors, digital video signals (such as 
an attachedACM(shown in FIG. 9). Each of connectors 971 Video Electronics Standards Association (VESA) Plug and 
electrically connects to PC! bus 94J, and may receive and Display's Transition Minimized Differential Signaling 
hold a printed circuit card which it electrically couples to PC! 25 (TMDS) signals for flat panel displays), and television (TV) 
bus 94J. Each of connectors 972 electrically connects to !SA and/or super video (S-video) signals. The XPBus 11J8 is 
bus 945, and may receive and hold a printed circuit card coupled to host interface controller (HIC) JJJ9 and to 
which it electrically couples to !SA bus 945. The PC! 94J and peripheral interface controller (PIC) JJ20, which is also 
!SA 945 busses couple to the CPU J OJ 0 of an attached ACM sometimes referred to as a bay interface controller. 
(shown in FIG. 9) by circuitry already described. 30 FIG. J2 is a detailed block diagram of one embodiment of 

Embodiments in accordance with the present invention the host interface controller (HI C) of the present invention. As 
may interface two PC! or PCI-like buses using a non-PCI or shown in FIG. J2, HIC J200 comprises bus controller J2J 0, 
non-PCI-like channel. In accordance with embodiments of translator J220, transmitter J230, receiver J240, a PLL 
the present invention, PC! control signals are encoded into J250, an address/data multiplexer (AID MUX) J260, a read/ 
control bits and the control bits, rather than the control sig- 35 write controller (RDIWR Cntl) J2 70, a video serial to parallel 
nals that they represent, are transmitted on the interface converter J280 and a CPU control & general purpose input/ 
channel. At the receiving end, the control bits representing output latch/driver (CPU CNTL & GPIO latch/driver) J290. 
control signals are decoded back into PC! control signals HIC J200 is coupled to an optional flash memory BIOS 
prior to being transmitted to the intended PC! bus. configuration unit J20J. Flash memory unit J20J stores basic 

The fact that control bits rather than control signals are 40 input output system (BIOS) and PC! configuration informa-
transmitted on the interface channel allows using a smaller tion and supplies the BIOS and PC! configuration informa-
numberofsignalchannelsandacorrespondinglysmallnum- tion to AID MUX J260 and RDIWR ControlJ270, which 
ber of conductive lines in the interface channel than would control the programming, read, and write of flash memory 
otherwise be possible. This is because the control bits can be unit J20J. 
more easily multiplexed at one end of the interface channel 45 Bus controller J2J 0 is coupled to the host PC! bus, which 
and recovered at the other end than control signals. This is also referred to herein as the primary PC! bus, and man-
relatively small number of signal channels used in the inter- ages PC! bus transactions on the host PC! bus. Bus controller 
facechannelallowsusingLVDSchannelsfortheinterface.As J2JO includes a slave (target) unit J211 and a master unit 
mentioned above, an LVDS channel is more cable friendly, J2J6. Both slave unit J2JJ and master unit J2J6 each include 
faster, consumes less power, and generates less noise than a 50 two first in first out (FIFO) buffers, which are preferably 
PC! bus channel, which is used in the prior art to interface asynchronous with respect to each other since the input and 
two PC! buses. Therefore, the present invention advanta- output of the two FIFOs in the master unit J2J6 as well as the 
geously uses an LVDS channel for the hereto unused purpose two FIFOs in the slave unit J211 are clocked by different 
of interfacing PC! or PC!-like buses. The relatively smaller clocks, namely the PC! clock and the PCK. Additionally, slave 
number of signal channels in the interface also allows using 55 unit J2JJ includes encoder J222 and decoder J223, while 
connectors having smaller pins counts. As mentioned above master unit J2J6 includes encoder J227 and decoder J228. 
an interface having a smaller number of signal channels and, The FIFOs J2J2, J2J3, J2J7 and J2J8 manage data transfers 
therefore, a smaller number of conductive lines is less bulky between the host PC! bus and the XPBus, which in the 
and less expensive than one having a larger number of signal embodiment shown in FIG. J2 operate at 33 MHz and 66 
channels. Similarly, connectors having a smaller number of 60 MHz, respectively. PC! address/data (AD) from the host PC! 
pins are also less expensive and less bulky than connectors bus is entered into FIFOs J2J2 and J2J7 before they are 
having a larger number of pins. encoded by encoders J222 and J223. Encoders J222 and 

In a preferred embodiment, the interface channel has a J22 3 format the PC! address/ data bits to a form more suitable 
plurality of serial bit channels numbering fewer than the for parallel to serial conversion prior to transmittal on the 
number of parallel bus lines in each of the PC! buses and 65 XPBus. Similarly, address and data information from the 
operates at a clock speed higher than the clock speed at which receivers is decoded by decoders J2 2 3 and J2 2 8 to a form 
any of the bus lines operates. More specifically, the interface more suitable for transmission on the host PC! bus. Thereaf-
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ter the decoded data and address information is passed 
through FIFOs 1213 and 1218 prior to being transferred to 
the host PC! bus. FIFOs 1212, 1213, 1217 and 1218, allow 
bus controller 1210 to handle posted and delayed PC! trans
actions and to provide deep buffering to store PC! transac
tions. 

22 
XPBus. Other control bits are serialized by parallel to serial 
converter 1233 into 1 Obit packets and send out on control line 
PCN of the XPBus. 

The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms ofbit based lines. For example, in another embodiment, 
the XPBus lines may be IEEE 1394 lines. 

It is to be noted that although each of the lines PCK, PDO 

Bus controller 1210 also comprises slave read/write con
trol (RDIWR Cntl) 1214 and master read/write control (RDI 
WR Cntl) 1215. RDIWR controls 1214 and 1215 are involved 
in the transfer ofPCI control signals between bus controller 
1210 and the host PC! bus. 

Bus controller 1210 is coupled to translator 1220. Trans
lator 1220 comprises encoders 1222 and 1227, decoders 
1223 and 1228, control decoder & separate data path unit 
1224 and control encoder & merge data path unit 1225. As 
discussed above encoders 1222 and 1227 are part of slave 
data unit 1211 and master data unit 1216, respectively, 
receive PC! address and data information from FIFOs 1212 
and 1217, respectively, and encode the PC! address and data 
information into a form more suitable for parallel to serial 
conversion prior to transmittal on the XPBus. Similarly, 
decoders 1223 and 1228 are part of slave data unit 1211 and 
master data unit 1216, respectively, and format address and 
data information from receiver 1240 into a form more suit
able for transmission on the host PC! bus. Control encoder & 
merge data path unit 12 2 5 receives PC! control signals from 
the slave RDIWR control1214 and master RDIWR control 

10 to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VP Dis referred to as a line, in the singular rather than plural, 
each such line may contain more than one physical line. For 
example, in the embodiment shown in FIG. 14, each of lines 
PCK, PDO to PD3 and PCN includes two physical lines 

15 between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 
conductive, is herein used interchangeably with a signal or bit 
channel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 

20 lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 
of physical lines is used to transmit one signal. For example, 
a bit line or bit channel in an LVDS or IEEE 13 94 interface 
consists of a pair of physical lines which together transmit a 

25 signal. 

1215. Additionally, control encoder & merge data path unit 
1225 receives control signals from CPU CNTL & GPIO latch/ 30 

driver 1290, which is coupled to the CPU and north bridge 
(not shown in FIG. 12). Control encoder & merge data path 
unit 1225 encodes PC! control signals as well as CPU control 
signals and north bridge signals into control bits, merges 
these encoded control bits and transmits the merged control 35 

bits to transmitter 12 30, which then transmits the control bits 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

It is to be noted that although each of the lines PCK, PDO 
to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VP Dis referred to as a line, in the singular rather than plural, 
each such line may contain more than one physical line. For 
example, in the embodiment of FIG. 14, each of lines PCK, 
PDO to PD3 and PCN includes two physical lines between 
each driver and its corresponding receiver. The term line, 
when not directly preceded by the terms physical or conduc
tive, is herein used interchangeably with a signal or bit chan
nel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 
lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 
of physical lines is used to transmit one signal. For example, 
a bit line or bit channel in an LVDS or IEEE 13 94 interface 
consists of a pair of physical lines which together transmit a 
signal. 

FIG. 13 is a detailed block diagram of one embodiment of 
the PIC of the present invention. PIC 1300 is nearly identical 

on the data lines PDO to PD3 and control line PCN of the 
XPBus. Examples of control signals include PC! control sig
nals and CPU control signals. A specific example of a control 
signal is FRAME# used in PC! buses. A control bit, on the 40 

other hand is a data bit that represents a control signal. 
Control decoder & separate data path unit 12 2 4 receives 
control bits from receiver 12 40 which receives control bits on 
data lines PDRO to PDR3 and control line PCNR of the 
XPBus. Control decoder & separate data path unit 1224 45 

separates the control bits it receives from receiver 1240 into 
PC! control signals, CPU control signals and north bridge 
signals, and decodes the control bits into PC! control signals, 
CPU control signals, and north bridge signals all of which 
meet the relevant timing constraints. 50 to HIC 1200 in its function, except that HIC 1200 interfaces 

the host PC! bus to the XPBus while PIC 1300 interfaces the 
secondary PC! bus to the XPBus. Similarly, the components 
in PIC 1300 serve the same function as their corresponding 

Transmitter 12 30 receives multiplexed parallel address/ 
data (AID) bits and control bits from translator 1220 on the 
AD[31::0] out and the CNTL out lines, respectively. Trans
mitter 1230also receives a clock signal from PLL 1250. PLL 
12 50 takes a reference input clock and generates PCK that 55 

drives the XPBus. PCK is asynchronous with the PC! clock 
signal and operates at 66 MHz, twice the speed of the PC! 
clock of 33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed of 
future PC! buses. As a result of the higher speed, the XPBus 60 

may be used to interface two PC! or PC!-like buses operating 
at 66 MHz rather than 33 MHz or having 64 rather than 32 
multiplexed address/data lines. 

The multiplexed parallel AID bits and some control bits 
input to transmitter 1230 are serialized by parallel to serial 65 

converters 1232 of transmitter 1230 into 1 Obit packets. These 
bit packets are then output on data lines PDO to PD3 of the 

components in HIC 1200. Reference numbers for components 
in PIC 1300 have been selected such that a component in PIC 
1300 and its corresponding component in HIC 1200 have 
reference numbers that differ by 100 and have the same two 
least significant digits. Thus for example, the bus controller in 
PIC 1300 is referenced as bus controller 1310 while the bus 
controller in HIC 1200 is referenced as bus controller 1210. 
As many of the elements in PIC 1300 serve the same functions 
as those served by their corresponding elements in HIC 1200 
and as the functions of the corresponding elements in HIC 
1200 have been described in detail above, the function of 
elements of PIC 1300 having corresponding elements in HIC 
1200 will not be further described herein. Reference may be 
made to the above description of FIG. 12 for an understand-
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ing of the functions of the elements of PIC 1300 having 
corresponding elements in HIC 1200. 

As suggested above, there are also differences between HIC 
1200 and PIC 1300. Some of the differences between HIC 
1200 and PIC 1300 include the following. First, receiver 
1340 in PIC 1300, unlike receiver 1240 inHIC 1200, does not 
contain a synchronization unit. As mentioned above, the syn
chronization unit in HIC 1200 synchronizes the PCKR clock 
to the PCK clock locally generated by PLL 1250. PIC 1300 
does not locally generate a PCK clock and therefore, it does 
not have a locally generated PCK clock with which to syn
chronize the PCK clock signal that it receives from HIC 1200. 
Another difference between PIC 1300 and HIC 1200 is the 
fact that PIC 1300 contains a video parallel to serial con
verter 1389 whereas HIC 1200 contains a video serial to 
parallel converter 1280. Video parallel to serial converter 
13 89 receives 16 bit parallel video capture data and video 
control signals on the Video Port Data [0:: 15] and Video Port 
Control lines, respectively, from the video capture circuit (not 
shown in FIG. 11) and converts them to a serial video data 
stream that is transmitted on the VPD line to the HIC. The 
video capture circuit may be any type of video capture circuit 
that outputs a 16 bit parallel video capture data and video 
control signals. Another difference lies in the fact that PIC 
1300, unlike HIC 1200, contains a clock doubler 1382 to 
double the video clock rate of the video clock signal that it 
receives. The doubled video clock rate is fed into video par
allel to serial converter 1382 through buffer 1383 and is sent 
to serial to parallel converter 1280 through buffer 1384. 
Additionally, reset control unit 1335 in PIC 1300 receives a 
reset signal from the CPU CNTL & GPIO latch/driver unit 
13190 and transmits the reset signal on the RESET# line to 
the HIC 1200 whereas reset control unit 1245 of HIC 600 
receives the reset signal and forwards it to its CPU CNTL & 
GPIO latch/driver unit 1290 because, in the above embodi
ment, the reset signal RESET# is unidirectionally sent from 
the PIC 1300 to the HIC 1200. 

Like HIC 1200, PIC 1300 handles the PC! bus control 
signals and control bits from the XPBus representing PC! 
control signals in the following ways: 

1. PIC 1300 buffers clocked control signals from the sec-

24 
bits on the PDO to PD3 and the PCN lines are sent synchro
nously within every clock cycle of the PCK. Another set of 
lines, namely PCKR, P DRO toP DR3, and PCNR, are used to 
transmit clock signals and bits from the PIC to HI C. The lines 
used for transmitting information from the PIC to the HIC 
have the same structure as those shown in FIG. 14, except that 
they transmit data in a direction opposite to that in which the 
lines shown in FIG. 14 transmit data. In other words they 
transmit information from the PIC to the HI C. The bits on the 

10 PDRO to PDR3 and the PCNR lines are sent synchronously 
within every clock cycle of the PCKR. Some of the examples of 
control information that may be sent in the reverse direction, 
i.e., on PCNR line, include a request to switch data bus 
direction because of a pending operation (such as read data 

15 available), a control signal change in the target requiring 
communication in the reverse direction, target busy, and 
transmission error detected. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, PDRO to PDR3, and PCNR, has two sets ofunidirec-

20 tiona! lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
P DO toP D3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set of lines is a point-to-point bus with a fixed 

25 transmitter and receiver, or in other words a fixed master and 
slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 
fixed transmitter/master whereas the HIC is a fixed receiver/ 

30 slave. The LVDS lines ofXPBus, a cable friendly and remote 
system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

FIG. 15 is a block diagram of another embodiment of the 
HIC and PIC of the present invention and the interface ther-

35 ebetween. One important difference between the XPBuses 
shown in FIGS. 12 and 15 is the fact that unlike the XPBus of 
FIG. 12, the XPBus of FIG. 15 does not have control lines 
PCN and PCNR. Another difference lies in the fact that the 
XPBus ofF! G. 15 has two dedicated reset lines RSTEH# and 

40 RSTEP# instead of only one as is the case for the XPBus of 
FIG. 12. RSTEH# and RSTEP# are unidirectional reset and 

ondary PC! bus, encodes them and sends the encoded control error condition signal lines that transmit a reset and error 
bits to the XPBus; condition signal from the host PC! to the peripheral PC! and 

2. PIC 1300 manages the signal locally; and from the peripheral PC! to host PC!, respectively. 
3. PIC 1300 receives control bits from XPBus, translates 45 In one embodiment, each of reset lines RSTEH#, RSTEP#, 

them into PC! control signals and sends the PC! control and RESET# (shown in FIG. 12), is preferably a non-differ-
signals to the secondary PC! bus. entia! signal line consisting of one physical line. In other 

PIC 1300 also supports a reference arbiter on the second- embodiments, one or more of the above lines may be a differ-
ary PC! Bus to manage the PC! signals REQ# and GNT#. entia! signal line having more than one physical line. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 50 FIG. 16 shows a detailed blockdiagramsoftheHICshown 
PCKR, PDROtoPDR3, andPCNR, has two sets ofunidirec- inFIG.15.HIC 1600showninFIG.16is, otherthanforafew 
tiona! lines transmitting clock signals and bits in opposite difference, identical to HIC 1200 shown in FIG. 12. Accord-
directions. The first set of unidirectional lines includes PCK, ingly, reference numbers for components in HIC 1600 have 
P DO toP D3, and PCN. The second set of unidirectional lines been selected such that a component in HIC 1600 and its 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 55 corresponding component in HIC 1200 have reference num-
unidirectional set of lines is a point-to-point bus with a fixed hers that differ by 400 and have the same two least significant 
transmitter and receiver, or in other words a fixed master and digits. One of the differences between HIC 1600 and HIC 
slave bus. For the first set of unidirectional lines, the HIC is a 1200 is the fact that, unlike HIC 1200, HIC 1600 does not 
fixed transmitter/master whereas the PIC is a fixed receiver/ have a parallel to serial converter or a serial to parallel 
slave. For the second set of unidirectional lines, the PIC is a 60 converter dedicated exclusively to CNTL out and CNTL in 
fixed transmitter/master whereas the HIC is a fixed receiver/ signals, respectively. This is due to the fact that XPBus for 
slave. The LVDS lines ofXPBus, a cable friendly and remote HIC 1600 does not contain a PCN or PCNR line. Another 
system I/0 bus, transmit fixed length data packets within a important difference between HIC 1600 and HIC 1200 is the 
clock cycle. fact that HIC 1600, unlike HIC 1200, has two reset lines, 

FIG. 14 is a schematic diagram of lines PCK, PDO to PD3, 65 RSTEP# and RSTEH#, instead of only one reset line. Reset 
and PCN. These lines are unidirectional LVDS lines for trans- line RSTEP# is coupled to Reset & XPBus Parity Error Con-
miffing clock signals and bits from the HIC to the PIC. The trol Unit 1636 which receives, on the reset line RSTEP#, a 
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reset signal and a parity error signal generated by the PIC, 
sends a reset signal to the CPU CNTL & GPIO latch/driver 
1690, and controls retransmission of bits from the parallel to 
serial converters 1632. Reset & XPBus Parity Error Detec
tion and Control Unit 1446 takes bits from serial to parallel 
converters 1642, performs a parity check to detect any trans
mission error, and sends reset and parity error signals to the 
PIC on the reset line RSTEH#. The reset and parity error 
signals may be distinguished by different signal patterns and/ 
or different signal durations. In the two reset line system, the 10 

reset and error parity signals are transmitted on the same line 
and it is possible to send a parity error confirmation signal on 
one line while receiving a reset signal on the other line. 
Because HIC 1600 provides for parity error detection, the 
parallel to serial converters 1632 include buffers. The buffers 15 

in parallel to serial converters 1632 store previously trans
mitted bits (e.g., those transmitted within the previous two 
clock cycles) for retransmission if transmission error is 
detected and a parity error signal is received on line RSTEP#. 
It is to be noted that parallel to serial converters 1232 do not 20 

contain buffers such as those contained in parallel to serial 
converters 1632 for purposes of retransmission since HIC 
1200 does not provide for parity error signal detection. Yet 
another difference between HIC 1200 and HIC 1600 is the 
fact that in HIC 1600 clock multipliers 1631 and 1641 mul- 25 

tiply the PCK and PCKR clocks, respectively, by a factor of 6 
rather than 10 because the XPBus coupled to HIC 1600 
transmits six bit packets instead often bit packets during each 
XPBus clock cycle. Sending a smaller number of bits per 
XPBus clock cycle provides the benefit of improving synchro- 30 

nization between the data latching clock output by clock 
multipliers 1631 and 1641 and the XPBus clocks, PCK and 
PCKR. In another embodiment, one may send 5 or some other 
number of bits per XPBus clock cycle. As mentioned above, 
the remaining elements in HIC 1600 are identical to those in 35 

HIC 1200 and reference to the description of the elements in 
HIC 1200 may be made to understand the function of the 
corresponding elements in HIC 1600. 

FIG. 17 is a schematic diagram of the lines PCK and PDO 
to PD3. These lines are unidirectional LVDS lines for trans- 40 

mitting signals from HIC 1600 to the PIC of FIG. 15. Another 
set of lines, namely PCKR and PDRO to PDR3, are used to 
transmit clock signals and bits from the PIC to HIC 1600. 

In the embodiment shown in FIG. 11, HIC 1119 is coupled 
to an integrated unit 1121 that includes a CPU, a cache and 45 

a north bridge. In yet another embodiment, such as that 
shown in FIG. 18, the HIC and PIC are integrated with the 
north and south bridges, respectively, such that integrated 
HIC and north bridge unit 1805 includes an HIC and a north 
bridge, while integrated PIC and south bridge unit 1810 50 

includes a PIC and a south bridge. 
The above embodiments are described generally in terms 

ofhardware and software. It will be recognized, however, that 
the functionality of the hardware can be further combined or 
even separated. The functionality of the software can also be 55 

further combined or even separated. Hardware can be 
replaced, at times, with software. Software can be replaced, at 
times, with hardware. Accordingly, the present embodiments 
should not be construed as limiting the scope of the claims 
here. One of ordinary skill in the art would recognize other 60 

variations, modifications, and alternatives. 
While the above is afull description of the specific embodi

ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 65 

the present invention which is defined by the appended 
claims. 

26 
What is claimed is: 
[1. A computer module, said module comprising: 
an enclosure, said enclosure being insertable into a con

sole; 
a central processing unit in said enclosure, said central 

processing unit comprising a microprocessor based inte
grated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; and 

a progrmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing a possibility of unautho
rized use of said hard disk drive.] 

[2. The computer module of claim 1 further comprising a 
host interface controller for providing a status of a locking 
device in said enclosure.] 

[3. The computer module of claim 1 further comprising a 
mechanical locking device that is coupled to said program
mable memory device.] 

[4. The computer module of claim 1 further comprising a 
host interface controller coupled to a mechanical locking 
device, said host interface controller being coupled to said 
programmable memory device.] 

[5. The computer module of claim 1 wherein said program
mable memory device comprises a flash memory device.] 

[6. The computer module of claim 1 wherein said program
mable memory device comprises a flash memory device hav
ing at least 8 Mbits of cells and greater.] 

[7. The computer module of claim 1 further comprising a 
security program in a main memory.] 

[8. The computer module of claim 7 wherein said security 
program comprises a code for storing a password on said 
programmable memory device.] 

[9. The computer module of claim 8 wherein said security 
program comprises a code for checking a time from said 
real-time clock circuit.] 

[10. The computer module of claim 1 further comprising a 
host interface controller coupled to a solenoid that drives a 
mechanical lock in a first position to a second position.] 

[11. The computer module of claim 10 wherein said sole
noid also drives said mechanical lock from said second posi
tion to said first position.] 

[12. The computer module of claim 1 further comprising a 
real-time clock circuit coupled to said central processing 
unit.] 

[13. The computer module of claim 12 further comprising 
a battery coupled to a host interface controller that includes 
said real-time clock.] 

[14. A method for operating a computer system, said 
method comprising: 

inserting an attached computer module ("ACM") into a bay 
of a modular computer system, said ACM comprising a 
microprocessor unit coupled to a mass memory storage 
device; 

applying power to said computer system and said ACM to 
execute a security program, said security program being 
stored in said mass memory storage device; and 

prompting for a user password from a user on a display.] 
[15. The method of claim 14 wherein saidACM comprises 

an enclosure that houses said microprocessor unit and said 
mass memory storage device.] 

[16. The method of claim 14 further comprising providing 
a user password to said security program.] 

[17. The method of claim 14 further comprising a flash 
memory device for storing a desired password for saidACM.] 

Case 6:13-cv-00641   Document 1-7   Filed 09/09/13   Page 50 of 53 PageID #:  332



US RE42,814 E 
27 

[18. The method of claim 17 wherein said flash memory 
device maintains said desired password when power is 
removed from said ACM.] 

[19. The method of claim 18 wherein said flash memory 
device is coupled to a host interface controller that is coupled 
to said microprocessor based unit.] 

[20. The method of claim 14 wherein said mass memory 
storage device comprises a code directed to comparing said 
user password with a desired password.] 

[21. The method of claim 14 further comprising identifying 1 o 
a permanent password or user code on said attached computer 
module.] 

[22. The method of claim 21 wherein said permanent pass
word or user code is stored in said microprocessor unit.] 

[23. The method of claim 21 wherein said permanent pass- 15 

word or user code is stored in a flash memory device coupled 
to said microprocessor unit.] 

24. A method for operating a computer system, said method 
comprising: 

inserting an attached computer module ( "ACM ") into a 20 

bay of a console in a modular computer system, the 
console comprising a first low voltage differential signal 
(LVDS) channel comprising two unidirectional serial 
channels that transmit encoded data of Peripheral Com
ponent Interconnect (PC!) bus transaction in opposite 25 

directions; said ACM comprising 
a microprocessor unit coupled to a mass memory stor

age device; 
a north bridge to communicate address and data bits of 

PC! bus transaction in serial form, said north bridge 30 

directly coupled to said microprocessor unit; 
a main memory coupled to said microprocessor unit 

through said north bridge; and 
a second LVDS channel comprising two unidirectional 

serial channels that transmit data in opposite direc- 35 

tions, said second LVDS channel extending/rom said 
north bridge to convey said address and data bits of 
PC! bus transaction in serial form; 

28 
a second LVDS channel comprising two sets of unidi

rectional serial channels that transmit data in oppo
site directions, said second LVDS channel extending 
from said integrated interface controller and bridge 
unit to convey said address and data bits of PC! bus 
transaction in serial form; 

applying power to said computer system, the ACM execut
ing a security program, said security program being 
stored in said mass storage device; 

storing a user password in said ACM; and 
prompting/or said user password from a user on a display 

coupled to the console. 
28. The method of claim 27 wherein said mass memory 

storage device comprises a flash memory. 
2 9. The method of claim 2 7 wherein said security program 

manages a user's privilege to access data based on said 
password. 

30. The method of claim 2 7 further comprises transmitting 
the encoded data as a serial bit stream in 10 bit packets. 

31. A method for operating a computer system, said method 
comprising: 

inserting an attached computer module ( "ACM") into a 
bay of a console in a modular computer system, said 
console comprising a LAN communication device and a 
first low voltage differential signal (LVDS) channel com
prising two sets of unidirectional serial channels that 
transmit data in opposite directions, said ACM compris
ing 
a microprocessor unit coupled to a mass memory stor

age device; 
a second LVDS channel comprising two sets of unidi

rectional serial channels that transmit data in oppo
site directions; and 

a peripheral bridge coupled to said microprocessor unit 
without any intervening Peripheral Component Inter
connect (PC!) bus, said peripheral bridge coupled to 
said second LVDS channel to communicate address 
and data bits of PC! bus transaction in serial form 
over said second LVDS channel; applying power to said computer system and said ACM to 

execute a security program, said security program being 40 

stored in said mass memory storage device; and 
prompting for a user password from a user on a LCD 

display coupled to the console. 

applying power to said computer system and said ACM to 
execute a security program, said security program being 
stored in said mass memory storage device; and 

prompting for a user password from a user on a display. 
32. The method of claim 31 wherein said mass memory 

45 storage device comprises a flash memory. 
25. The method of claim 24 wherein said mass memory 

storage device comprises a flash memory. 
26. The method of claim 24 further comprises entering the 

user password from a keyboard coupled to the console. 
2 7. A method for operating a computer system, said method 

comprising: 
inserting an attached computer module ( "ACM ") into a 50 

bay of a modular computer system housed in a console, 
said console comprising a first low voltage differential 
signal (LVDS) channel comprising two sets of unidirec
tional serial channels that transmit encoded data of 
Peripheral Component Interconnect (PC!) bus transac- 55 

tion, and an interface controller coupled to the first 
LVDS channel; said ACM comprising 
a microprocessor unit coupled to a mass memory stor

age device; 
an integrated interface controller and bridge unit to 60 

output address and data bits ofPCI bus transaction in 
serial form, said integrated interface controller and 
bridge unit directly coupled to said microprocessor 
unit; 

a main memory coupled to said microprocessor unit 65 

through said integrated interface controller and 
bridge unit; and 

33. The method of claim 31 further comprises entering the 
user password from a keyboard coupled to the console. 

34. A method for operating a computer system, said method 
comprising: 

inserting an attached computer module ( "ACM") into a 
bay of a console in a modular computer system, said 
console comprising an integrated LCD display, and a 
first low voltage differential signal (LVDS) channel com
prising two sets of unidirectional serial channels that 
transmit data in opposite directions, said ACM compris
ing 
a microprocessor unit coupled to a mass memory stor

age device; 
a peripheral bridge to output address and data bits of 

Peripheral Component Interconnect (PC!) bus trans
action in serial form, said peripheral bridge coupled 
to said microprocessor unit without any intervening 
PC! bus; 

a main memory coupled to said microprocessor unit 
through said peripheral bridge; and 

a second LVDS channel comprising two sets of unidi
rectional serial channels that transmit data in oppo-
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site directions, said second LVDS channel extending 
from said peripheral bridge to convey said address 
and data bits ofPCI bus transaction in serial form; 

applying power to said computer system and said ACM to 
execute a security program, said security program being 
stored in said mass memory storage device; and 

prompting for a user password from a user on the LCD 
display. 

35. The method of claim 34 wherein said mass memory 
storage device comprises a flash memory. 

36. The method of claim 34 further comprises entering the 
user password from a keyboard coupled to the console. 

37. A computer module, said module comprising: 

10 

an enclosure, said enclosure being insertable into a con
sole, said console comprising a LAN communication 15 

device, and a first channel comprising two low voltage 
differential signal (LVDS), unidirectional serial chan
nels that transmit in opposite directions; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 20 

integrated circuit chip; 
a peripheral bridge in said enclosure, said peripheral 

bridge directly coupled to said central processing unit 
without any intervening Peripheral Component Inter
connect (PC!) bus, said peripheral bridge comprising 25 

an interface controller to transmit and receive address 
and data bits ofPCI bus transaction in serial form; 

a second channel in said enclosure, said second channel 
comprising two LVDS, unidirectional serial channels 
that transmit in opposite directions, said second channel 30 

extending from said peripheral bridge to convey said 
address and data bits of PC! bus transaction in serial 
form; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; and 35 

30 
serial bit stream a/Peripheral Component Interconnect (PC!) 
bus address and data transaction. 

42. The computer module of claim 40 further comprising a 
security program configured to manage a user's access privi
lege of data based on said password. 

43. A computer module comprising: 
an enclosure being insertable into a console; said console 

comprising an LCD display, and a first channel com
prising two sets of low voltage differential signal 
(LVDS), unidirectional serial channels that transmit 
encoded data of Peripheral Component Interconnect 
(PC!) bus transaction in opposite directions; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

an integrated interface controller and bridge unit in said 
enclosure, said integrated interface controller and 
bridge unit configured to output address and data bits of 
PC! bus transaction in serial form, said integrated inter
face controller and bridge unit coupled to said central 
processing unit without any intervening PC! bus; 

a main memory in said enclosure, said main memory 
coupled to said central processing unit through said 
integrated interface controller and bridge unit; and 

a second channel in said enclosure, said second channel 
comprising two sets of LVDS, unidirectional serial 
channels that transmit data in opposite directions, said 
second channel extending/rom said integrated interface 
controller and bridge unit to convey said address and 
data bits ofPCI bus transaction in serial form; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; and 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of said 
hard disk drive. 

a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of said 
hard disk drive. 

38. The computer module of claim 37 wherein said first 
channel communicates an encoded serial bit stream of PC! 
bus address and data transaction. 

44. The computer module of claim 43 wherein the computer 
40 module further comprises an interface device that couples to 

the LVDS channels in the console. 

39. The computer module of claim 3 7 wherein the computer 
module further comprises an interface device that couples to 
said second channel. 

40. A computer module comprising: 
an enclosure insertable into a console to form a functional 

computer, said console comprising two sets of low volt
age differential signal (LVDS), unidirectional serial bit 
channels to transmit data in opposite directions; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a hard disk drive in said enclosure, said hard disk drive 
being coupled to said central processing unit; 

a peripheral bridge in said enclosure, said peripheral 
bridge directly coupled to said central processing unit 
without any intervening Peripheral Component Inter
connect (PC!) bus, said peripheral bridge comprising 

45 

50 

55 

an interface controller coupled to the LVDS channels; 60 

and 
a programmable memory device in said enclosure, said 

programmable memory device being configurable to 
store a password for preventing unauthorized use of said 
hard disk drive. 

41. The computer module of claim 40 wherein the low 
voltage differential signal channels communicate an encoded 

65 

45. The computer module of claim 43 wherein the program
mable memory device comprise a flash memory. 

46. A computer module comprising: 
an enclosure configured to be inserted into a console to 

form a functional computer; said console comprises a 
first channel comprising two sets of low voltage differ
ential signal (LVDS), serial channels transmitting data 
in opposite directions; 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 

a peripheral bridge in said enclosure, said peripheral 
bridge configured to communicate address and data bits 
of Peripheral Component Interconnect (PC!) bus trans
action in serial form, said peripheral bridge directly 
coupled to said central processing unit without any 
intervening PC! bus; 

a second channel in said enclosure, said second channel 
comprising two sets ofLVDS, serial channels transmit
ting data in opposite directions, said second channel 
extending from said peripheral bridge to convey said 
address and data bits of PC! bus transaction in serial 
form; 

a hard disk drive in said enclosure, said hard disk drive 
coupled to said central processing unit; 
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a programmable memory device in said enclosure, said 
programmable memory device being configurable to 
store a password for preventing unauthorized use of said 
hard disk drive; and 

an interface device coupled to at least one of said first 
channel and said second channel. 

47. The computer module of claim 46 wherein the console 
further comprises a LAN communication device wherein the 
computer module communicates to an external LAN network 
through the console. 

48. A computer module comprising: 
10 

an enclosure insertable into a console comprising a Uni
versal Serial Bus (USB) and an interface controller 
coupled to a first channel comprising two sets of low 
voltage differential signal (LVDS), unidirectional chan- 15 

nels configured to communicate data in opposite direc
tions; 

32 
a peripheral bridge directly coupled to said micropro

cessor unit without any intervening Peripheral Com
ponent Interconnect (PC!) bus; and 

a low voltage differential signal (LVDS) channel com
prising two sets of unidirectional, multiple serial bit 
channels configured to communicate data in opposite 
directions, said LVDS channel extending from said 
peripheral bridge to convey address and data bits of 
PC! bus transaction in serial form; 

applying power to said computer system and said ACM 
executing a security program, said security program 
being stored in said mass memory storage device; 

communicating from the computer module to the console 
through serial bit lines transmitting data packets in Uni
versal Serial Bus (USB) protocol; 

prompting for a user password from a user on a LCD 
display; and 

wherein the mass storage device comprises a flash memory. 
51. A method for operating a computer system, said method 

a central processing unit in said enclosure, said central 
processing unit comprising a microprocessor based 
integrated circuit chip; 20 comprising: 

an integrated interface controller and bridge unit in said 
enclosure, said integrated interface controller and 
bridge unit configured to output address and data bits of 
Peripheral Component Interconnect (PC!) bus transac
tion in serial form, said integrated interface controller 25 

and bridge unit directly coupled to said central process
ing unit without any intervening PC! bus; 

a second channel in said enclosure, said second channel 
comprising two sets of LVDS, unidirectional channels 
configured to communicate data in opposite directions, 30 

said second channel extending from said integrated 
interface controller and bridge unit to convey said 
address and data bits of PC! bus transaction in serial 
form; 

a hard disk drive in said enclosure, said hard disk drive 35 

being coupled to said central processing unit; and 
a programmable memory device in said enclosure, said 

programmable memory device being configurable to 
store a password for preventing unauthorized use of said 
hard disk drive. 

49. The computer module of claim 48 wherein the console 
further comprises a power supply that supplies power to the 
computer module upon insertion. 

50. A method for operating a computer system, said method 
comprising: 

40 

45 

inserting an attached computer module ( "ACM") into a 
bay of a console of a modular computer system, said 
console comprising a LAN communication device, and 
differential signal, unidirectional serial channels con
figured to communicate data in opposite directions, and 
said ACM comprising 
a microprocessor unit coupled to a mass memory stor

age device comprising a flash memory; 
a peripheral bridge directly coupled to said micropro

cessor unit without any intervening Peripheral Com
ponent Interconnect (PC!) bus; and 

a low voltage differential signal (LVDS) channel com-
prising at least two unidirectional, differential signal 
pairs configured to communicate data in opposite 
directions, said LVDS channel extending from said 
peripheral bridge to convey address and data bits of 
PC! bus transaction in serial form; 

applying power to said computer system and said ACM 
executing a security program, said security program 
being stored in said mass memory storage device; 

communicating from the computer module to the console 
through serial bit lines transmitting data packets in Uni
versal Serial Bus (USB) protocol; 

prompting for a user password from a user on a display 
coupled to the console. 

52. The method of claim 51 further comprises entering the 
user password from a keyboard coupled to the console. 

inserting an attached computer module ( "ACM ") into a 
bay of a console of a modular computer system, said 
console comprising two sets of differential signal, uni
directional serial channels configured to communicate 
data in opposite directions, and said ACM comprising 
a microprocessor unit coupled to a mass memory stor-

53. The method of claim 51 ,further comprising communi
cating said address and data bits ofPCI bus transaction data 

so in 10 bit packets through said LVDS channel. 

age device; * * * * * 
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DATA SECURITY METHOD AND DEVICE 
FOR COMPUTER MODULES 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

2 
limitations. These computing devices have expensive display 
technology. In fact, these devices often have a smaller flat 
panel display that has poor viewing characteristics. Addition
ally, these devices also have poor input devices such as 
smaller keyboards and the like. Furthermore, these devices 
have limited common platforms to transfer information to and 
from these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 

10 upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com
puters is that the user must often purchase both the desktop 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,643, 777. The reissue appli
cations are U.S. application Ser. Nos. 11/056,604 (a parent 
reissue application), Ser. No. 111545,056 (which is a continu
ation reissue of the parent reissue application), and Ser. No. 
12/561,138 (the present application, which is a continuation 
reissue of the parent reissue application). 

This application is a continuation reissue of U.S. applica
tionSer. No. ll/056,604jiledFeb. 10, 2005 now U.S. Pat. No. 
RE41,092, which is a reissue of U.S. Pat. No. 6,643,777, 
which are incorporated herein by reference. 

15 and laptop to have "total" computing power, where the desk
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 
significant amount of time transferring software and data 

BACKGROUND OF THE INVENTION 

20 between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 
the portable computer. Alternatively, the user often must use 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box. 
Merely by way of example, the present invention is applied to 

25 floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por
table and desktop computer is that the user has to spend a modular computing environment for desk top computers, 

but it will be recognized that the invention has a much wider 
range of applicability. It can be applied to other portable or 
modular computing applications. 

30 money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because pro-

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive including memory in the 
giga-byte range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 40 

DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 

35 gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 
wasted. 

or 17 inches or 19 inches in diameter. High resolution flat 45 

panel displays are also used with PCs. 
Many external or peripheral devices can be used with the 

PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 
Corporation of Utah. Other storage devices include external 50 

hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 
devices such as a printer and other output means. Moreover, 55 

the PC can include special audio output devices such as 
speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 
a typewriter format. The keyboard also has the length and 60 

width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a cursor on the display from one location to 
another location. 

Other types of computing devices include portable com- 65 

puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have many 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. The docking station typically includes a separate moni
tor, keyboard, mouse, and the like and is generally incompat-
ible with other desktop PCs. The docking station is also 
generally not compatible with portable computers of other 
vendors. Another drawback to this approach is that the por
table computer typically has lower performance and func
tionality than a conventional desktop PC. For example, the 
processor of the portable is typically much slower than pro
cessors in dedicated desktop computers, because of power 
consumption and heat dissipation concerns. As an example, it 
is noted that at the time of drafting of the present application, 
some top-of-the-line desktops include 400 MHz processors, 
whereas top-of-the-line notebook computers include 266 
MHz processors. 

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 
can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have propri-
etary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 
vendor for future upgrades, support, and the like. 

To date, most personal computers provide data file security 
through software only. A wide variety of removable storage 
media are available for a personal computer. These removable 
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media do not provide any access security protection in hard
ware. Data encryption program often must be used for pro
tection. Such program is cumbersome to handle for the user 
requiring extra cost and time. Data encryption is more com
monly used for communication over an unprotected network 

4 
selects the predetermined security status, which can be one of 
many. The method then operates the computer module based 
upon the security status. 

or the Internet. Having a large number of frequently used files 
managed by encryption software is not practical. Without 
software security program, any file can be read and copied 
illegally from a hard disk drive on a PC or any removable 
media. 

In a further alternative embodiment, the present invention 
provides a method for identifying a user for a computer mod
ule. The method includes inserting a computer module into a 
console; and initiating a security program in memory of the 
computer module. The method prompts a plurality of input 
fields corresponding to respective input information on a user 

10 interface to be provided by a user of the computer module. 
Next, the method inputs the input information into the user 
interface of the computer module. The input information 
includes a user (e.g., owner) name, a user (e.g., owner) pass-

PC architecture generally allows freedom of data flow 
between memory and peripheral devices within the allowed 
memory and I/0 address spaces. In conventional PC archi
tecture, a peripheral bus, i.e. PCI bus, is used to control all 
data transactions among peripheral devices. PCI bus allows 
any device to be a bus master and perform data transaction 
with another device. Also when a software program is in 
control, it can move data between any two devices. There is no 
hardware or protocol security mechanism on a standard 
peripheral bus such as PCI Bus to detect or block data trans
actions. Operating system may have individual files read or 
write protected. These types of special security feature 
require significant additional user interaction to control. This 
is too cumbersome for a typical user to manage. There is no 
mechanism in current PCs to allow access to the primary hard 
disk drive and yet prevent copying of its content. The con
ventional PC is a single machine that does not have a mecha
nism to perform security ID matching in hardware. 

15 word, a business name, a business password, and a location. 
Still further, the present invention provides a system for 

secured information transactions, e.g., data security, elec
tronic commerce, private communications. The system 
includes a console comprising a peripheral controller housed 

20 in the console. A user identification input device (e.g., key
board, retinal reader, finger print reader, voice recognition 
unit) is coupled to the peripheral controller. The user identi
fication input device is provided for user identification data of 
the user. The system has an attached computer module 

25 coupled to the console. The attached computer module has a 
security memory device (e.g., flash memory device) stored 
with the user identification data. 

Thus, what is needed are computer systems that provide 30 

improved security features to prevent illegal or unauthorized 
access to information. 

SUMMARY OF THE INVENTION 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre-

35 vents illegal or unauthorized use during transit. The present 
invention is also implemented using conventional technolo
gies that can be provided in the present computer system in an 
easy and efficient marmer. Depending upon the embodiment, 

According to the present invention, a technique including a 
method and device for securing a computer module in a 
computer system is provided. In an exemplary embodiment, 
the present invention provides a security system for an 40 
attached computer module ("ACM"). In an embodiment, the 
ACM inserts into a computer module bay (CMB) within a 
peripheral console to form a functional computer. A security 
program reads an identification number in a security memory 
device to determine a security level of the ACM according to 45 

one embodiment. 
In a specific embodiment, the present invention provides a 

system for secured information transactions. The system has 
a console (e.g., computer housing) comprising a peripheral 
controller housed in the console; and a security memory 50 

device (e.g., flash memory device) coupled to the peripheral 
controller. The system also has an attached computer module 
(i.e., a removable module with memory and microprocessor) 
coupled to the console. The attached computer module has a 
host interface controller housed within the attached computer 55 

module to interface to the security memory device through 
the peripheral controller. 

In an alternative embodiment, the present invention pro
vides a security protection method for a computer module. 
The method includes steps or acts of inserting the computer 60 

module into a console. Once the module has been inserted, the 
method initiates a security program in the module to read a 
security identification of the console and to read a security 
identification of the computer module. Based upon a relation
ship of the console identification and the computer module 65 

identification, a predetermined security status is determined 
from, for example, a look up table or the like. The method then 

one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 
specification and are described more particularly below. 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
according to an embodiment of the present invention; 

FIG. 3 is a simplified top-view diagram of a computer 
module according to an embodiment of the present invention; 

FIG. 4 is a simplified illustration of security systems 
according to embodiments of the present invention; 

FIG. 5 is a simplified diagram of a computer module in a 
console according to an embodiment of the present invention; 

FIG. 6 is a simplified diagram of a security method for a 
module according to an embodiment of the present invention; 
and 

FIG. 7 is a simplified diagram of a method according to an 
embodiment of the present invention. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present application. 

FIG. 9 depicts a peripheral console configuration. 
FIG. 10 is a block diagram of one embodiment of a com

puter system employing the present invention. 
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FIG. 11 is a block diagram of an attached computing 
module (ACM). 

FIG. 12 is a block diagram of a peripheral console 
(PCON). 

FIG. 13 is a block diagram of one embodiment of a com
puter system using the interface of the present invention. 

FIG. 14 is a detailed block diagram of one embodiment of 
the host interface controller of the present invention. 

FIG. 15 is a detailed block diagram of one embodiment of 
the PIC of the present invention. 10 

FIG. 16 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

FIG. 17 is a partial block diagram of a computer system 
using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 15 

FIG. 18 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

6 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre
vious FIG. for easy reading. The computer module 10 
includes key 11, which is insertable into keyhole 13 of the 
lock. The lock has at least two position, including a latched or 
closed position and an unlatched or open position. The 
latched position secures the ACM to the computer module 
bay. The unlatched or open position allows the ACM to be 
inserted into or removed from the computer bay module. As 
shown, the ACM also has a slot or opening 14, which allows 
the latch to move into and out of the ACM. The ACM also has 
openings 17 in the backside for an electrical and/or mechani
cal connection to the computer module bay, which is con
nected to the console. 

FIG. 3 is a simplified top-view diagram 10 of a computer 
module for computer system according to an embodiment of 
the present invention. This diagram is merely an illustration FIG. 19 shows an attached computer module with Inte

grated CPUINB!Graphics and Integrated HICISB. 
FIG. 20 shows an attached computer module with single 

chip fully integrated: CPU, Cache, Core Logic, Graphics 
controller and Interface controller. 

20 and should not limit the scope of the claims herein. One of 
ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus
trates the top-view of the module 10, where the backside 
components (e.g., Host Interface Controller) are depicted in 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

FIG. 1 is a simplified diagram of a computer system 1 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 
of components that are removable. Some of these compo
nents (or modules) can be used in different computers, work
stations, computerized television sets, and portable or laptop 
units. 

25 dashed lines. The layout diagram has a first portion, which 
includes a central processing unit ("CPU") module 400, and 
a second portion, which includes a hard drive module 420. A 
common printed circuit board 437 houses these modules and 
the like. Among other features, the ACM includes the central 

30 processing unit module 400 with a cache memory 405, which 
is coupled to a north bridge unit 421, and a host interface 
controller 401. The host interface controller includes a lock 
control403. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 

35 connectors 17. Here, the CPU module is spatially located near 
connector 17. 

In the present embodiment, ACM 10 includes computer 40 

components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 
(i.e., CMB) 40 is an opening or slot in the desktop console. 
The CMB houses the ACM and provides communication to 45 

and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
aligmnent mechanism for mating a portion oftheACM to the 
console. The CMB further has thermal heat dissipation sinks, 
electrical connection mechanisms, and the like. Some details 50 

of the ACM can be found in co-pending U.S. patent applica
tion Ser. Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998 
commonly assigned, and hereby incorporated by reference 
for all purposes. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, host interface controller 401 is coupled 
to BIOS/flash memory 405. Additionally, the host interface 
controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The present invention has a host 
interface controller that has lock control403 to provide secu
rity features to the present ACM. Furthermore, the present 
invention uses a flash memory that includes codes to provide 
password protection or other electronic security methods. 

The second portion of the attached computer module has 
the hard drive module 420. Among other elements, the hard 
drive module includes north bridge 421, graphics accelerator 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 
parallel aligument with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 

In a preferred embodiment, the present system has a secu- 55 

rity system, which includes a mechanical locking system, an 
electrical locking system, and others. The mechanical locking 
system includes at least a key 11. The key 11 mates with key 
hole 13 in a lock, which provides a mechanical latch 15 in a 
closed position. The mechanical latch, in the closed position, 60 

mates and interlocks the ACM to the computer module bay. 
The mechanical latch, which also has an open position, allows 
the ACM to be removed from the computer module bay. 
Further details of the mechanical locking system are shown in 
the FIG. below. 

In a specific embodiment, north bridge unit 421 often 
65 couples to a computer memory, to the graphics accelerator 

423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples to 

FIG. 2 is a simplified diagram of a computer module 10 
according to an embodiment of the present invention. This 
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a graphics memory 423, and other elements. IDE controller 
429 generally supports and provides timing signals necessary 
for the IDE bus. In the present embodiment, the IDE control
ler is embodied as a 643U2 PCI-to IDE chip from CMD 
Technology, for example. Other types of buses than IDE are 
contemplated, for example EIDE, SCSI, USB, and the like in 
alternative embodiments of the present invention. 

8 
5) Computer Module Bay, interface device and connectors 

toACM, 
6) Flash memory with security ID, 
7) Power supply or battery system, and other devices. 
The Computer Module Bay (CMB) is an opening in a 

peripheral console that receives ACM. CMB provides 
mechanical protection and electrical connection to ACM. The 
Computer Module Interface bus is made up of3 bus compo
nents: video bus, peripheral data bus, and power bus. Video 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi
ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Washington. Other operating systems, such as WindowsNT, 
MacOSS, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 420 includes a hard disk drive. The 

10 Bus consists of video output of graphics devices, i.e. analog 
RGB and control signals for monitor, or digital video signals 
to drive flat panel displays. Power bus supplies the power for 
ACM. Peripheral data bus is a high speed, compressed, 
peripheral bridge bus managed by a Host Interface Controller 

15 in ACM and a peripheral Interface Controller in peripheral 
console. In some embodiments, all peripheral data transac
tion passes through the interface controllers. 

hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 20 

disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

In a specific embodiment, the present invention provides a 25 

file and data protection security system and method for a 
removable computer module or ACM. ACM contains the 
primary hard disk drive (HDD) where the operating system, 
application programs, and data files reside. The security sys
tem is used to prevent illegal access and copying of any file 30 

residing on the HDD inside ACM. An ACM is a self-con
tained computing device that can be armed with security 
software and hardware to protect its owner's private files and 
data. ACM docks with a computer bay in a wide variety of 
peripheral consoles. The combinedACM and peripheral con- 35 

sole function as a personal computer. A computer module 
interface bus connects ACM and peripheral device. In some 
embodiments, allACM data passes through computer module 
interface (CMI) bus to reach any device in the peripheral 
console, i.e. floppy drive, removable media, secondary hard 40 

disk drive, modem, and others. CMI bus data transfer is 
controlled by a pair of interface controllers on either side of 
the bus. This partitioning of a personal computer offer a way 
of protecting against illegal access of data residing within 
ACM by guarding data transaction through the computer 45 

module interface bus. 
In a specific embodiment, a securedACM has an enclosure 

that includes the following components: 
1)ACPU, 
2) Main memory, 
3) A primary Hard Disk Drive (HDD), 
4) Operating System, application software, data files on 

primary HDD, 
5) Interface circuitry and connectors to peripheral console, 
6) Flash memory used for storing security code and ID, 
7) Data detection and control circuitry to manage data flow 

to peripheral console, 
8) Circuit board connecting the above components, and 

others. 

50 

55 

A peripheral console includes some of the following ele- 60 

ments: 
1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. CRT monitor, or integrated LCD 

display, 

The implementation of the secured ACM generally 
includes the following elements: 

1) A programmable Flash memory controlled by the 
Peripheral Interface Controller containing the security 
ID for the peripheral console, 

2) A programmable Flash memory controlled by the Host 
Interface Controller containing hardware specific secu
rity code and ID for the computer module, 

3) A data detection and control circuitry within Host Inter
face Controller to detect and manage data going out of 
ACM,and 

4) A low level hardware dependent security code to per
form security ID matching, hardware programming to 
manage data flow, 

5) A high-level security program to manage user interface, 
program security ID, program security level, and other 
functions. 

The hardware and software implementation allow more 
flexibility in the level of security protection offered to an 
ACM owner. Some examples of security levels are: 

1) No access-Security IDs do not match according to 
owner's requirement. The Host Interface Controller 
blocks all peripheral data traffic between ACM and 
peripheral console except for keyboard and mouse, 

2) Peripheral Read-only-No files can be written to any 
peripheral devices. All peripheral devices in peripheral 
console are managed as Read-only devices. The primary 
hard disk drive in ACM can be accessed freely, 

3) Limited access--Certain peripheral devices are allowed 
read/write access, i.e. modem, and other devices are 
Read-only, i.e. removable media devices, 

4) Full access-No restriction, and others. 
Upon power up, the low level security code is executed to 

compare security ID between the respective flash memory 
between ACM and peripheral console. Typical security ID 
can include: 

1) User ID 
2) User password 
3) User Access privilege 
4) Business ID 
5) Business password 
6) Equipment ID 
7) Equipment access privilege, and any other security IDs. 
The user through the security program can activate differ-

ent levels of password protection, which can be stored in a 
look up table. The company through the security program can 
control different levels of access privilege of a user, a business 

3) Removable storage media subsystem, e.g. Floppy drive, 
CD ROM drive, 

4) Communication device, e.g. LAN or modem, 

65 group, or equipment. The security code then program the 
security level allowed by the access privilege determined by 
the security ID matching result. For example, if an unidenti-
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fied peripheral console is detected upon power up by the low 
level security code, e.g. a home unit, the access privilege can 
set to Peripheral Read-only. With Read-only access privilege 
for all peripheral devices in peripheral console, the data 
detection and control circuitry is programmed to monitor all 
data traffic going to the peripheral console. Any memory 
block transfer to peripheral console will be detected and 
blocked. Under this mode, a user can use the computer with 
free access to the primary HD D inACM. Any files can be read 
from other storage media in the peripheral console. But no 10 

files from the primary HDD can be copied to another media. 
The data detection circuitry separately monitors peripheral 

bus operation type and memory address range being 
accessed. A specific address range for memory accesses and 
for I/0 accesses can be programmed for the data detection 15 

circuitry to flag a match. A data blocking circuitry is triggered 
by the detection circuitry when a match occurs, and blank out 
the data that is being sent to the peripheral console. For the 
security system to be effective, a [temper] tamper resistant 
enclosure must be used to prevent removal of the hard disk 20 

drive and the flash memory inside ACM. Further details are 
shown throughout the present specification and more particu
larly below. 

10 
information of John Doe, for example. Depending upon the 
console used by the user, the security system can provide 
partial or full access to information on servers via network as 
well as an attached computer module. Information can also be 
limited to read only for certain information sources such as a 
server, a hard drive, a floppy drive, and others. 

In a specific embodiment, the present invention also pro-
vides a security feature fortheACM 307. Here, the user of the 
ACM can be granted access to information in the ACM if the 
correct security identification information 319 is provided to 
the combination of ACM and console. Once the correct infor-
mation is provided, the user can access the information on the 
hard drive of the ACM, which can be for private use. Other 
levels of access and security can also be provided depending 
upon the application. 

FIG. 5 is a simplified diagram 500 of a computer module in 
a console according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The block diagram 500 includes an attached 
computer module 501 and a peripheral console 503, as well as 
other elements as desired. These elements have a variety of 
features such as those noted above, as well as others. In the 
present diagram, different reference numerals are used to 
show the operation of the present system. 

The block diagram 500 illustrates attached computer mod-
ule 501. The module 501 has a central processing unit 502, 
which communicates to a north bridge 541, by way of a CPU 
bus 527. The north bridge couples to main memory 523 via 
memory bus 529. The main memory can be any suitable high 
speed memory device or devices such as dynamic random 
access memory ("DRAM") integrated circuits and others. 
The DRAM includes at least 32 Meg. or 64 Meg. and greater 

FIG. 4 is a simplified illustration of security systems 300 
according to embodiments of the present invention. This 25 

illustration is merely an example, which should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The systems show various examples of ways to imple
ment the present invention. Here, a user relies upon certain 30 

consoles to access information. A company's shared portable 
console 325 can access general company information 303. 
Selected security identification information 315 is entered 
into the shared console to access the information via a net
work. The information generally includes owner, owner pass
word, business, business password, console type, location, 
and access privilege information, which is displayed on a user 
display. The owner is generally the user name. Owner pass
word is the user password. The business is the business unit 
name and business password is the business unit password. 
The console type can be portable for laptops, notebooks, and 
the like. Alternatively, the console type can be a desktop. The 
location generally specifies the desktop location or address 
for a networked system. Alternatively, the location can also be 

35 of memory, but can also be less depending upon the applica
tion. Alternatively, the main memory can be coupled directly 
with the CPU in some embodiments. The north bridge also 
couples to a graphics subsystem 515 via bus 542. The graph
ics subsystem can include a graphics accelerator, graphics 

a home location. Access privilege can be categorized into 
many different levels. For example, the user can access gen
eral company information, but not information directed to 
other business units. The user can also be limited to access 
his/her private information, which is company related. Many 
other types of information can be restricted or accessed 
depending upon the embodiment. 

Other types of access can be granted depending upon the 
consoles. For example, various consoles include, among oth
ers, a console at a user's home, e.g., "John Doe's," a console 
in the user's office 329, a console in a co-worker's office 331, 
which the user can access. The access from John Doe's home 
console uses security identification 317 and provides 
restricted access 305. The user's use of the module 307 can be 
from a variety of consoles and is accessed using security 
identification 319. Here, access privilege is private, which 
allows the user to access private personal information or 
private company information that the user has created. The 
user's access from his office relies upon security identifica
tion 321, which grants access to private information and 
general company information. The co-worker's console can 
also be used with security identification 323, which allows the 
user to access general company information but not private 

40 memory, and other devices. Graphics subsystem transmits a 
video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive 509 that serves as a main memory unit for 

45 programs and the like. The hard disk can be any suitable drive 
that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 2lf2 inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 

so by way of a hard disk drive controller and bus lines 502 and 
531. The hard disk drive controller couples to the north bridge 
by way of the host PCI bus 531, which connects bus 537 to the 
north bridge. The hard disk includes computer codes that 
implement a security program according to the present inven-

55 tion. Details of the security program are provided below. 
The attached computer module also has a flash memory 

device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the device. 
The flash memory device generally permits the storage of 

60 such password without a substantial use of power, even when 
disconnected. As merely an example, the flash memory 
device has at least 512 kilobits or greater of memory, or 1 
megabits or greater of memory. The flash memory device can 
store a security identification number or the like. The flash 

65 memory device is generally non-volatile and can preserve 
information even when the power is turned off, for example. 
The flash memory generally has at least 128 kilo bits storage 
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cells or more. The flash memory can be any product such as a 
W29C020 product made by a company called Winbond of 
Taiwan, but can also be others. The flash memory cell and 
user identification will be more fully described below in 
reference to the FIGS. A host interface controller 507 com
munications to the north bridge via bus 535 and host PCI bus. 
The host interface controller also has a data control511. Host 
interface controller 507 communicates to the console using 
bus 513, which couples to connection 515. 

12 
address range data can also transfer 625 to the CPU/cache 
combination. The LAN memory and 1/0 address range data 
can also transfer 626 to the CPU/cache combination. Key
board data can also transfer 627 to the CPU/cache combina
tion. To write data from the module into any one of these 
external elements, the data security program interfaces with 
the data detection and control circuit to determine of such data 
should be transferred to any one of the external elements. As 
noted, the external elements include, among others, second-

10 ary hard disk, and removable drive. Here, the data security 
program checks the security identification number with other 
numbers to determine the security access level. There are 
many other ways that the present invention can be imple-

Peripheral console 503 includes a variety of elements to 
interface to the module 501, display 551, and network 553. 
The console forms around south bridge 571, which couples to 
bus 563, which couples to bus 561. Bus 561 is in communi
cation with network card 555, which is a local area network 
for Ethernet, for example. South bridge also couples through 15 

control569 to peripheral interface controller 567, which also 
commnnicates to bus 561. Peripheral interface controller also 
couples to host interface controller through connection 515 
and bus 513. The peripheral console has a primary removable 
drive 559 connected to south bridge through bus 575. South 
bridge also couples to secondary hard disk through bus 577. 

mented. These methods are described more fully below. 
FIG. 7 is a simplified diagram 700 of a method according to 

an embodiment of the present invention. This diagram is 
merely an illustration which should not limit the scope of the 
claims herein. One of ordinary skill in the art would recognize 
other variations, modifications, and alternatives. The present 

20 method begins at power up, which is step 701. The present 
method reads a security code, which has been entered by a 
user, for example, in step 703. The security code can be a 
string of characters, including numbers and letters. The secu
rity code is preferably a mixture of numbers and letters, which 

In a specific embodiment, the peripheral console also has a 
serial EEPROM memory device 575, which is coupled to the 
peripheral interface controller. The memory device can store 
a security identification number or the like. The memory 
device is generally non-volatile and can preserve information 
even when the power is turned off, for example. The memory 
generally has at least 16 kilobits of storage cells or more. 
Preferably, the memory device is a 16 kilobit device or 64 
megabit device or greater, depending upon the application. 
The memory can be any product such as a X24320 product 
made by a company called Xicor, but can also be others. The 
memory cell and user identification will be more fully 
described below in reference to the FIGS. 

FIG. 6 is a simplified diagram of a security method 600 for 

25 are at least about 6 characters in length, but is not limited. 
The present method reads (step 703) the security code, 

which has been entered. Next, the security code is compared 
with a stored code, which is in flash memory or the like (step 
705). If the compared code matches with the stored code, the 

30 method resumes to step 708. Alternatively, the method goes to 
step 707 via branch 706 where no access is granted. When no 
access is granted, all data are blocked out from the user that 
attempts to log onto the system. Alternatively, the method 
determines if a certain level of access is granted, step 708. 

35 Depending upon the embodiment, the present method can 
grant full access, step 710, via branch 716. The present 
method allows full access based upon information stored in 
the flash memory device. Alternatively, the method can allow 
the user to access a limited amount of information. 

a module according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The present method shows an example of how 40 

the present security method can be implemented. The present 
method uses a combination of software 601 and hardware 
603, which is in the computer module. A plurality of external 
devices can be accessed depending upon the embodiment. 
These external devices include a secondary hard drive 618, a 
removable drive 619, a network (e.g., LAN, modem) device 
621, and others. A keyboard 623 is also shown, which can act 
locally. 

Here, the present method allows for at least one or more 
than two levels of access. In a specific embodiment, the 
present method allows for the user of the module to access 
peripheral storage (step 711). The access privilege is read
only. The user can read information on the peripheral storage 

45 including hard disks and the like. Once the user accesses the 
storage, the method data control, step 719, takes over, where 
the hardware prevents the user from accessing other informa
tion, step 721. In a specific embodiment, the method can 
allow information to be removed from the peripheral storage. The software 601 includes an operating system 609, appli

cation programs 607, and a data security and initialization 
program 605. Other programs can also exist. Additionally, 
some of these programs may not exist. Preferably, the data 
security and initialization program exists. This data security 
and initialization program is initiated once the attached com
puter module is inserted into the console. The program inter
face and oversees a variety of hardware features, which will 
be used to control access to the external devices, for example. 
Of course, the particular configuration of the software will 
depend upon the application. 

50 If the method allows for data to be removed, step 723, the 
method goes through branch 731 to let data out, which can 
occur through the module. Alternatively, the method goes to 
block data (step 725) via branch 733. Depending upon the 
embodiment, the method returns to the decision block, step 

55 723. Alternatively, the method traverses branch 714 to a 
peripheral read-only process, step 712. The read-only process 
programs data control, step 713. Next, the hardware takes 
over (step 715). The method blocks all data from being 
accessed by the user, step 717. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present invention. This dia
gram is merely an example which should not limit the scope 
of the claims herein. One of ordinary skill in the art would 
recognize many other variations, modifications, and alterna-

Hardware features can be implemented using a primary 60 

hard disk 611 coupled to a CPU/cache combination, which 
includes a main memory. The main memory is often a volatile 
memory such as dynamic random access memory. Data from 
any one of the external devices can enter the CPU/cache 
combination. For example, the secondary hard disk memory 
and I/0 address range data is transferred 624 to the CPU/ 
cache combination. The removable drive memory and I/0 

65 tives. The system 800 includes an attached computer module 
801, which can be inserted into one of a plurality of console 
devices to create a "plug and play" operation. For example, 
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the console device can be peripheral console 801 or periph
eral console 805. Each peripheral console can have similar or 
different connection characteristics. Peripheral console 803 
couples to a local area network using Ethernet 817. Peripheral 
console 805 couples to a DSL line 827 through a DSL modem 
825. Other consoles can also be included to use other types of 
networks such as ADSL, Cable Modem, wireless, Token 
Ring, and the like. 

14 
FIG. 10 is a block diagram of the components in one 

computer system. The computer system comprises an 
attached computer module (ACM) J 000, a peripheral console 
(PCON) JOOJ, and the interconnection apparatus J003 
between them. TheACM J 000 includes the central processing 
unit (CPU) 1010, system memory J020, high performance 
devices J 050, primary mass storage J 030, and related inter
face and support circuitry 1040. The PCON J OOJ includes 
primary display JOll, primary input J02J, secondary mass As shown, the attached computer module has elements 

such as a memory region 807, which stores BIOS informa
tion, a security code, and a security identification number on 
a flash memory device or the like. The memory region 
couples to a central processing region 809, which can include 
CPU, chipset, cache memory, graphics, and a hard disk drive, 

10 storage J 05J, other devices J 061, expansion slots J 071, the 
primary power supply 103J, and related interface and sup
port circuitry J 04J. The interconnection apparatus J 003 
includes circuitry to convey power and operational signals 
between the ACM 1000 and PCON J 001. 

as well as other features. The central processing region 15 

couples to a host interface controller, which interfaces the 
attached computer module to one of the peripheral consoles. 
Any of the above information can also be included in the 
attached computer module. 

Each peripheral console also has a variety of elements. 20 

These elements include a region 813, 821, which has a flash 
memory device with a security identification number, a pass
word, access information, access privileges, internet service 
provider access information, as well as other features, which 
were previously noted. The peripheral console also has an 25 

interface controller 815, 823, which couples region 813, 821, 
respectively to a networking device 817, 825. The networking 
device can be an Ethernet card 817, which allows communi
cation to the local area network 819. Alternatively, the net
working device can be a DST, modem 825, which allows 30 

communication to a DSL (or ADSL) phone line. Other types 
of networking device can also be used, depending upon the 
application. 

Each console provides a selected connection based upon 
set of predefined factors. These factors include communica- 35 

tion hardware information so that software in attached com
puter module can read and allow a connection to a network. 
Here, access information can be provided to the user. Infor
mation about connection information will also be included. 

Within the ACM J 000, the CPU J OJ 0 executes instructions 
and manipulates data stored in the system memory J 020. The 
CPU J OJ 0 and system memory J 020 represent the user's core 
computing power. The core computing power may also 
include high performance devices J 050 such as advanced 
graphics processor chips that greatly increase overall system 
performance and which, because of their speed, need to be 
located close to the CPU J OJ 0. The primary mass storage 
J 030 contains persistent copies of the operating system soft
ware, application software, configuration data, and user 
data. The software and data stored in the primary mass stor
age device J 030 represent the user's computing environment. 
Interface and support circuitry J 040 primarily includes inter
face chips and signal busses that interconnect the CPU J OJ 0, 
system memory J 020, high performance devices J 050, and 
primary mass storage J 030. The interface and support cir
cuitry J 040 also connects ACM-resident components with the 
ACM-to-PCON interconnection apparatus J 003 as needed. 

Within the PCON J001, the primary display component 
J OJJ may include an integrated display device or connection 
circuitry for an external display device. This primary display 
device J OJJ may be, for example, an LCD, plasma, or CRT 
display screen used to display text and graphics to the user for 
interaction with the operating system and application soft
ware. The primary display component J OJJ is the primary 
output of the computer system, i.e., the paramount vehicle by 
which programs executing on the CPU J OJ 0 can communi-
cate toward the user. 

The primary input component J 02J of the PCON 100J may 
include an integrated input device or connection circuitry for 

This connection information includes telephone numbers, 40 

account numbers, passwords (local), or a company password. 
The console and module combination will take care of 
charges, etc. based upon time bases. Module will have credit 
card information, but will have security. In a specific embodi
ment, the module inserts into the console. The module then 
asks the console which hardware will be used. If the hardware 

45 attachment to an external input device. The primary input 
J 02J may be, for example, a keyboard, touch screen, keypad, 
mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component J02J is 

is an Ethernet connect, the module configures connection 
information to access the Ethernet connection. Alternatively, 
if the hardware requires a DSL connection, the module con
figures connection information to access the DSL connection. 
Other configuration information such as company server 
information, password, can also be provided. 

A personal computer system that comprises two physically 
separate units and the interconnection between them is dis
closed. The first unit, an attached computing module (ACM), 
contains the core computing power and environment for a 
computer user. The second unit, a peripheral console 
(PCON), contains the power supply and primary input and 
output devices for the computer system. AnACM and aPCON 
are coupled with one another to form a fully functional per
sonal computer system. 

FIG. 9 depicts a notebook computer PCON configuration. 
The opening of the computer bay 992 is visible at the side of 
the PCON unit 900. The PCON 900 provides an integrated 
LCD display panel 9J 0 as the user's primary display device. 
The PCON 900 provides an integrated keyboard 922 as the 
user's primary input device. 

50 the paramount vehicle by which programs executing on the 
CPU J 010 receive signals from the user. 

The PCON J OOJ may contain secondary mass storage 
J 05J to provide additional high capacity storage for data and 
software. Secondary mass storage J 05J may have fixed or 

55 removable media and may include, for example, devices such 
as diskette drives, hard disks, CD-ROM drives, DVD drives, 
and tape drives. 

The PCON 100J may be enhanced with additional capa
bility through the use of integrated "Other Devices" J 06J or 

60 add-on cards inserted into the PCON's expansion slots J 07J. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry J 04J primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 

65 within the PCON J001. The interface and support circuitry 
J 04J also connects ?CON-resident components with the 
ACM-to-PCON interconnection apparatus J 003 as needed. 
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Importantly, the PCON J OOJ houses the primary power J7J8 conveyed from the peripheral console (PCON) by the 
supply J 03J. The primary power supply J 03J has sufficient CPU-to-PCON interconnection J700. 
capacitytopowerboththePCON100JandtheACMJOOOfor FIG. J2 is a block diagram of a peripheral console 
normal operation. Note that the ACM J 000 may include a (PCON). A peripheral console couples with an ACM to form 
secondary ''power supply" in the form, for example, of a an operating personal computer system. The peripheral con-
small battery. Such a power supply would be included in the sole (PCON) supplies an ACM with primary input, display, 
ACM 1000 to maintain, for example, a time-of-day clock, and power supply; the ACM supplies the core computing 
configuration settings when the ACM J 000 is not attached to power and environment of the user. In the presently described 
a PCON, or machine state when moving an active ACM embodiment the physical PCON package J200 contains the 
immediately from one PCON to another. The total energy 10 PCONfunctional components J20J and the PCON side of the 
stored in such a battery would, however, be insufficient to ACM-to-PCON Interconnection J800. The PCON functional 
sustain operation of the CPU JOJO at its rated speed, along components J20J comprise primary display J2JO, a primary 
with the memory J020 and primary mass storage J030, for input J220, a primary power supply J230, interface and 
more than afraction of an hour, ifthe battery were able to support J240, secondary mass storage J250, other devices 
deliver the required level of electrical current at all. 15 J260, and expansion slots J2 70. 

FIG. JJ is a block diagram of an attached computing The PCON side of the ACM-to-PCON Interconnection 
module (ACM) JJ 00. The physical ACM package JJ 00 con- J800 comprises a Peripheral Interface Controller (PIC) com-
tains the ACMfunctional components JJ OJ and the ACM side ponent J840, a PCON connector component J850, console-
of the ACM-to-PCON Interconnection J700. The ACM JJ OJ type component J842, and flash memory device J848. The 
comprises a CPU component JJJ 0, a system memory com- 20 PIC J840 and connector J850 components couple the PCON 
ponent JJ20, a primary mass storage component JJ30, a high functional components J20J with the signals of an ACM-to-
performance devices components JJ50, and an interface and PCON interface bus J8J 0 used to operatively connect an 
support component JJ40. ACM with a PCON. The ACM-to-PCON interface bus J8J 0 

The ACM side of the ACM-to-PCON Interconnection J700 comprises conveyance for electrical power J8J4 and signals 
comprises a Host Interface Controller (HI C) component 25 for a peripheral bus J8J2, video J8J6, video port J8J7, and 
J720and anACM connector component J730. TheHIC J720 console-type J8J8. The preferred ACM-to-PCON Intercon-
and connector J730 components couple the ACMfunctional nection J800 is described in detail in the U.S. patent appli-
components JJ 00 with the signals of anACM-to-PCON inter- cation entitled "A Communication Channel and Interface 
face bus J710 used to operatively connect an ACM with a Devices for Bridging Computer Interface Buses," already 
PCON. The ACM-to-PCON interface bus J7J 0 comprises 30 incorporated herein by reference. 
conveyance for electrical power J7J4 and signals for a Connector component J850 may be selected to mate 
peripheral bus J712, video J716, video port J717, and con- directly with the connector component J730 of an ACM 
sole type J7J8. The preferred ACM-to-PCON Interconnec- (shown in FIG. JJ). Alternatively, connector component J850 
tion J700 is described in detail in a companion U.S. patent may be selected to mate with, for example, the connector on 
application Ser. No. 09/J49,882, entitled "A Communication 35 one end of a cable intervening between the PCON and an 
Channel and Interface Devices for Bridging Computer Inter- ACM in a particular embodiment. The ACM-to-PCON inter-
face Buses," by the same inventor, filed on Sep. 8, J998, and connection described in the aforementioned companion 
hereby incorporated by reference. The preferred ACM-to- patent application has the advantage of providing reliable 
PCON interconnection J700 includes circuitry to transmit signal conveyance across low cost cables. 
and receive parallel bus information from multiple signal 40 Flash memory device J848 provides non-volatile storage. 
paths as a serial bit stream on a single signal path. This This storage may be accessible to devices in both the ACM 
reduces the number of physical signal paths required to and the PCON, including the host interface controller and the 
traverse the interconnection J700. Further, employing low- peripheral interface controller J840 to which it is connected. 
voltage differential signaling (LVDS) on the bit stream data As such, .flash memory J848 may be used to store configura-
paths provides very reliable, high-speed transmission across 45 tion and security data to facilitate an intelligent mating 
cables. This represents a further advantage of the present between an ACM and a PCON that needs no participation of 
invention. the CPU. 

Clocking circuitry JJ44 generates clock signals for distri- The secondary mass storage component J250 of the PCON 
bution to other components within theACM JJ 00 that require functional circuitry J20J of the presently described embodi-
a timing and synchronization clock source. The CPU JJJO is 50 mentcomprisesdiskettedrive J254, harddiskdrive J252, and 
one such component. Often, the total power dissipated by a CD-ROM drive J256. Secondary mass storage J250 gener-
CPU is directly proportional to the frequency of its main clock ally provides low-cost, non-volatile storage for data files 
signal. The presently described embodiment oftheACM 1100 which may include software program files. Data files stored 
includes circuitry that can vary the frequency of the main on secondary mass storage J2 50 are not part of a computer 
CPU clock signal conveyed to the CPU JJJ 0 via signal path 55 user's core computing power and environment. Secondary 
JJ62, in response to a signal received from the host interface mass storage J250 may be used to store, for example, seldom 
controller (HIC) J720 via signal path JJ6J. The generation used software programs, software programs that are used 
and variable frequency control of clocking signals is well only with companion hardware devices installed in the same 
understood in the art. By varying the frequency, the power peripheral console J200, or archival copies of data files that 
consumption of the CPU 1110 (and thus the entire ACM 60 are maintained in primary mass storage 1130 of an ACM 
JJ 00) can be varied. (shown in FIG. JJ). Storage capacities for secondary mass 

The variable clock rate generation may be exploited to storage J2 50 devices may vary from the J. 44 megabytes of the 
match the CPU power consumption to the available electrical 3.5-inch high density diskette drive J254, to more than 10 
power. Circuitry in the host interface controller (HI C) J720of gigabytes for a large format (5-inch) hard disk drive J252. 
the presently described embodiment adjusts the frequency 65 Hard disk drive J252 employs fixed recording media, while 
control signal sent via signal path JJ6J to the clocking cir- diskette drive J254 and CD-ROM drive J256 employ remov-
cuitry JJ44, based on the "console type" information signal able media. Diskette drive J254 and hard disk drive J252 
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support both read and write operations (i.e., data stored on which transmit data in opposite directions such that one set of 
their recording media may be both recalled and modified) bit channels transmits serial bits from the HIC to the PIC 
while CD-ROM drive 1256 supports only read operations. while the other set transmits serial bits from the PIC to the 

Two PC! or PCI-like buses are interfaced using a non-PCI HI C. For each cycle of the PC! clock, each bit channel of the 
or non-PCI-like channel. PC! control signals are encoded interface channel transmits a packet of serial bits. 
into control bits, and the control bits, rather than the control The HIC and PIC each include a bus controller to interface 
signals that they represent, and are transmitted on the inter- with the first and second computer interface buses, respec-
face channel. At the receiving end, the control bits represent- tively, and to manage transactions that occur therewith. The 
ing control signals are decoded back into PC! control signals HIC and PIC also include a translator coupled to the bus 
prior to being transmitted to the intended PC! bus. 10 controller to encode control signals from the first and second 

The fact that control bits rather than control signals are 
computer interface buses, respectively, into control bits and 

transmitted on the interface channel allows using a smaller 
to decode control bits from the interface channel into control number of signal channels and a correspondingly small num-

ber of conductive lines in the interface channel than would signals. Additionally, the HIC and PIC each include a trans-
otherwise be possible. This is because the control bits can be 15 mitter and a receiver coupled to the translator. The transmit-
more easily multiplexed at one end of the interface channel ter converts parallel bits into serial bits and transmits the 
and recovered at the other end than control signals. This serial bits to the interface channel. The receiver receives 
relatively small number of signal channels used in the inter- serial bits from the interface channel and converts them into 
face channel allows using LVDS channels for the interface. As parallel bits. 
mentioned above, an LVDS channel is more cable friendly, 20 FIG. 13 is a block diagram of one embodiment of a com-
faster, consumes less power, and generates less noise than a puter system 1300 using the interface of the present invention. 
PC! bus channel. Therefore, an LVDS channel is advanta- Computer system 1300 includes an attached computer mod-
geouslyusedfortheheretounusedpurposeofinterfacingPCI ule (ACM) 1305 and a peripheral console 1310, which are 
or PCI-like buses. The relatively smaller number of signal described in greater detail in the application ofWilliam W. Y. 
channels in the interface also allows using connectors having 25 Chu, Ser. No. 09/149,548, for "Personal Computer Periph-
smaller pins counts. As mentioned above an interface having era! Console With Attached Computer Module "filed on Sep. 
a smaller number of signal channels and, therefore, a smaller 8, 1998 and incorporated herein by reference. The ACM 1305 
number of conductive lines is less bulky and less expensive and the peripheral console 1310 are interfaced through an 
than one having a larger number of signal channels. Simi- exchange interface system (XIS) bus 1315. The XIS bus 1315 
larly, connectors having a smaller number of pins are also 30 includes power bus 1316, video bus 1317 and peripheral bus 
less expensive and less bulky than connectors having a larger (XPBus) 1318, which is also herein referred to as an interface 
number of pins. channel. The power bus 1316 transmits power between ACM 

In one embodiment, the present invention encompasses an 1305 and peripheral console 1310. In a preferred embodi-
apparatus for bridging a first computer interface bus and a ment power bus 1316 transmits power at voltage levels of 3.3 
second computer interface bus, in a microprocessor based 35 volts, 5 volts and 12 volts. Video bus 1317 transmits video 
computer system where each of the first and second computer signals between the ACM 1305 and the peripheral console 
interface buses have a number of parallel multiplexed 1310. In a preferred embodiment, the video bus 1317 trans-
address/data bus lines and operate at a clock speed in a mits analog Red Green Blue (RGB) video signals for color 
predetermined clock speed range having a minimum clock monitors, digital video signals (such as Video Electronics 
speed and a maximum clock speed. The apparatus comprises 40 Standards Association (VESA) Plug and Display's Transition 
an interface channel having a clock channel and a plurality of Minimized Differential Signaling (TMDS) signals for flat 
bit channels for transmitting bits; a first interface controller panel displays), and television (TV) and/or super video 
coupled to the first computer interface bus and to the interface (S-video) signals. The XPBus 1318 is coupled to host inter-
channel to encode first control signals from the first computer face controller (HI C) 1319 and to peripheral interface con-
interface bus into first control bits to be transmitted on the 45 troller (PIC) 1320, which is also sometimes referred to as a 
interface channel and to decode second control bits received bay interface controller. 
from the interface channel into second control signals to be In the embodiment shown in FIG. 13, HIC 1319 is coupled 
transmitted to the first computer interface bus; and a second to an integrated unit 1321 that includes a CPU, a cache and 
interface controller coupled to the interface channel and the a north bridge. In another embodiment, a CPU and north 
second computer interface bus to decode the first control bits 50 bridge are separate rather than integrated units. In yet 
from the interface channel into third control signals to be another embodiment, the HIC and PIC are integrated with the 
transmitted on the second computer interface bus and to north and south bridges, respectively, such that integrated 
encodefourthcontrolsignalsfromthesecondcomputerinter- HIC and north bridge unit includes an HIC and a north 
face bus into the second control bits to be transmitted on the bridge, while integrated PIC and south bridge unit includes a 
interface channel. 55 PIC and a south bridge. 

In one embodiment, the first and second interface control- FIG. 14 is a detailed block diagram of one embodiment of 
lers comprise a host interface controller (HI C) and a periph- the HIC of the present invention. As shown in FIG. 14, HIC 
era! interface controller (PIC), respectively, the first and sec- 1600 comprises bus controller 1610, translator 1620, trans-
ondcomputerinterfacebusescompriseaprimaryPCianda mitter 1630, receiver 1640, a PLL 1650, an address/data 
secondary PC! bus, respectively, and the interface channel 60 multiplexer (AID MUX) 1660, a read/write controller (RDI 
comprises an LVDS channel. WR Cntl) 1670, a video serial to parallel converter 1680 and 

In a preferred embodiment, the interface channel has a a CPU control & general purpose input/output latch/driver 
plurality of serial bit channels numbering fewer than the (CPU CNTL & GPIO latch/driver) 1690. 
number of parallel bus lines in each of the PC! buses and HIC 1600 is coupled to an optional flash memory BIOS 
operates at a clock speed higher than the clock speed at which 65 configuration unit 1601. Flash memory unit 1601 stores basic 
any of the bus lines operates. More specifically, the interface input output system (BIOS) and PC! configuration informa-
channel includes two sets of unidirectional serial bit channels tion and supplies the BIOS and PC! configuration informa-
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tion to AID MUX 1660 and RDIWR Control 1670, which 
control the programming, read, and write of flash memory 
unit 1601. 

Bus controller 1610 is coupled to the host PC! bus, which 

20 
PDRO to PDR3 and the PCNR lines are sent synchronously 
within every clock cycle of the PCKR. Some of the examples of 
control information that may be sent in the reverse direction, 
i.e., on PCNR line, include a request to switch data bus 
direction because of a pending operation (such as read data 
available), a control signal change in the target requiring 
communication in the reverse direction, target busy, and 
transmission error detected. 

The XPBus which includes lines PCK, PDO to PD3, PCN, 

is also referred to herein as the primary PC! bus, and man
ages PC! bus transactions on the host PC! bus. Bus controller 
1610 includes a slave (target) unit 1611 and a master unit 
1616. Both slave unit 1611 and master unit 1616 each include 
two first in first out (FIFO) buffers, which are preferably 
asynchronous with respect to each other since the input and 
output of the two FIFOs in the master unit 1616 as well as the 
two FIFOs in the slave unit 1611 are clocked by different 
clocks, namely the PC! clock and the PCK. Additionally, slave 
unit 1611 includes encoder 1622 and decoder 1623, while 
master unit 1616 includes encoder 1627 and decoder 1628. 
The FIFOs 1612, 1613, 1617 and 1618 manage data transfers 
between the host PC! bus and the XPBus, which in the 
embodiment shown in FIG. 14 operate at 33 MHz and 66 
MHz, respectively. PC! address/data (AD) from the host PC! 
bus is entered into FIFOs 1612 and 1617 before they are 
encoded by encoders 1622 and 1627. Encoders 1622 and 
162 7 format the PC! address/ data bits to a form more suitable 
for parallel to serial conversion prior to transmittal on the 
XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 1623 and 1628 to a form 
more suitable for transmission on the host PC! bus. 

10 PCKR, PDRO to PDR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 
P DO toP D3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 

15 unidirectional set of lines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 
slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a .fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 

20 fixed transmitter/master whereas the HIC is a fixed receiver/ 
slave. The LVDS lines ofXPBus, a cable friendly and remote 
system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 

The multiplexed parallel AID bits and some control bits 
input to transmitter 1630 are serialized by parallel to serial 
converters 1632 of transmitter 1630 into 10 bit packets. These 
bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial 
converter 1633 into 10 bit packets and sent out on control line 
PCN of the XPBus. 

25 PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 
forms ofbit based lines. For example, in another embodiment, 
the XPBus lines may be IEEE 1394 lines. 

It is to be noted that although each of the lines PCK, PDO 
30 to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 

FIG. 15 is a detailed block diagram of one embodiment of 
the PIC of the present invention. PIC 11100 is nearly identical 35 

to HIC 1600 in its function, except that HIC 1600 interfaces 
the host PC! bus to the XPBus while PIC 11100 interfaces the 
secondary PC! bus to the XPBus. Similarly, the components 

VP Dis referred to as a line, in the singular rather than plural, 
each such line may contain more than one physical line. For 
example, in the embodiment shown in FIG. 16, each of lines 
PCK, PDO to PD3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 
conductive, is herein used interchangeably with a signal or bit 
channel of one or more physical lines for transmitting a 
signal. In the case of non-differential signal lines, generally 
only one physical line is used to transmit one signal. However, 
in the case of differential signal lines, a pair of physical lines 
is used to transmit one signal. For example, a pair of physical 
lines together transmit a signal in a bit line or bit channel in 
an LVDS or IEEE 13 94 interface. 

A bit based line (i.e., a bit line) is a line for transmitting 
serial bits. Bit based lines typically transmit bit packets and 
use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

In the embodiment shown in FIG. 13, HIC 1319 is coupled 
to an integrated unit 1321 that includes a CPU, a cache and 
a north bridge. In another embodiment, such as that shown in 
FIG. 17, the CPU 1705 and north bridge 1710 are separate 
rather than integrated units. In yet another embodiment, such 

in PIC 11100 serve the same function as their corresponding 
components inHIC 1600. Reference numbers for components 40 

in PIC 11100 have been selected such that a component in 
PIC 11100 and its corresponding component in HIC 1600 
have reference numbers having the same two least significant 
digits. Thus for example, the bus controller in PIC 11100 is 
referenced as bus controller 11110 while the bus controller in 45 

HIC 1600 is referenced as bus controller 1610. As many of the 
elements in PIC 11100 serve the same functions as those 
served by their corresponding elements in HIC 1600 and as 
the functions of the corresponding elements in HIC 1600 have 
been described in detail above, the function of elements of 50 

PIC 11100 having corresponding elements in HIC 1600 will 
not be further described herein. Reference may be made to the 
above description of FIG. 14 for an understanding of the 
functions of the elements ofPIC 11100 having corresponding 
elements in HIC 1600. 

FIG. 16 is a schematic diagram of lines PCK, PDO to PD3, 
and PCN. These lines are unidirectional LVDS lines for trans
mitting clock signals and bits from the HIC to the PIC. The 
bits on the PDO to PD3 and the PCN lines are sent synchro
nously within every clock cycle of the PCK. Another set of 60 

lines, namely PCKR, P DRO toP DR3, and PCNR, are used to 
transmit clock signals and bits from the PIC to HI C. The lines 
used for transmitting information from the PIC to the HIC 
have the same structure as those shown in FIG. 16, except that 
they transmit data in a direction opposite to that in which the 65 

lines shown in FIG. 16 transmit data. In other words they 
transmit information from the PIC to the HI C. The bits on the 

55 as that shown in FIG. 18, the HIC and PIC are integrated with 
the north and south bridges, respectively, such that integrated 
HIC and north bridge unit 1805 includes an HIC and a north 
bridge, while integrated PIC and south bridge unit 1810 
includes a PIC and a south bridge. FIG. 19 shows an attached 
computer module with integrated CPUINB!Graphics 1915 
and Integrated HICISB 1920. FIG. 20 shows an attached 
computer module with single chip 2025 fully integrated: 
CPU, Cache, Core Logic, Graphics controller and Interface 
controller. 

Although the functionality above has been generally 
described in terms of a specific sequence of steps, other steps 
can also be used. Here, the steps can be implemented in a 
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combination of hardware, firmware, and software. Either of 
these can be further combined or even separated. Depending 
upon the embodiment, the functionality can be implemented 
in a number of different ways without departing from the 
spirit and scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. 

While the above is afull description of the specific embodi
ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 10 

and illustrations should not be taken as limiting the scope of 
the present invention which is defined by the appended 
claims. 

What is claimed is: 
[1. A security protection method for a computer module, 15 

said method comprising: 
inserting the computer module into a console; 
initiating a security program in said module to read a secu

rity identification of said console and to read a security 
identification of said computer module; 

determining of a predetermined security status based upon 
a relationship of said console identification and said 
computer module identification; 

selecting said predetermined security status; and 

20 

operating said computer module based upon said security 25 

status.] 
[2. The method of claim 1 wherein said predetermined 

security status disables a network access to the computer 
module.] 

[3. The method of claim 1 wherein said predetermined 30 

security status disables a secondary storage of information 
from said computer module to substantially prevent informa
tion to be transferred from a memory of the computer module 
to said secondary storage.] 

[4. The method of claim 1 wherein said security program is 35 

provided in a system BIOS.] 
[5. The method of claim 1 wherein said step of initiating 

reads said security identification of said computer module 
from a flash memory device.] 

[6. The method of claim 1 wherein said step of initiating 40 

reads said security identification of said console from a flash 
memory device.] 

22 
receiving connection information from the computer con

sole; 
configuring the connection program to adapt to the con

nection information; and 
establish a connection between the computer module and a 

server coupled to the network.] 
[12. The method of claim 11 wherein the connection infor

mation comprises a connection protocol for providing the 
connection.] 

[13. The method of claim 12 wherein the connection pro
tocol is selected from TCP/IP, or mobile IP.] 

14. A system for information transaction, the system com-
prising: 

a console comprising 
a first low voltage differential signal channel comprising 

two sets of unidirectional, multiple serial bit channels 
to transmit data in opposite directions, 

a first interface controller coupled to the first low voltage 
differential signal channel to communicate an 
encoded serial bit stream of Peripheral Component 
Interconnect ("PC!") bus transaction, 

a power supply, and 
a hard disk drive housed in the console; and 

a computer module coupled to the console, the computer 
module comprising 
a central processing unit, 
a peripheral bridge directly coupled to the central pro

cessing unit without any intervening PC! bus, the 
peripheral bridge comprising a second interface con
troller, 

a second differential signal channel extending directly 
from the second interface controller, the second dif
ferential signal channel comprising two sets of unidi
rectional, serial bit channels to transmit data in oppo
site directions, 

a mass storage device coupled to the central processing 
unit through the peripheral bridge, and 

a security mechanism to provide access protection for 
the computer module, 

wherein the computer module is configured to receive 
power from the power supply. 

15. The system of claim 14, wherein the computer module 
further comprises a computing environment for a user. [7. The method of claim 1 wherein said console is selected 

from a desktop home computing device, an office desktop 
computing device, a mobile computing device, a television 
sot-top computing device, and a co-worker's computing 
device.] 

16. The system of claim 14, wherein the computer module 
45 is coupled to the console through serial bit stream data paths 

employing low voltage differential signaling. 

[8. A system for secured information transactions, the sys
tem comprising: 

a console comprising a peripheral controller housed in the 50 

console; 
a user identification input device coupled to the peripheral 

controller, the user identification input device being pro
vided for user identification data; and 

an attached computer module coupled to the console, the 55 

attached computer module comprising a security 
memory device stored with the user identification data.] 

[9. The system of claim 8 wherein the user identification 
input device is a finger print reader.] 

[10. The system of claim 8 wherein the user identification 60 

input device is a voice processing device.] 
[11. A method for operating a module computer into one of 

a plurality of network systems, the method comprising: 
providing a computer module, the module comprising a 

connection program; 
inserting the computer module into a computer console, the 

computer console having access to a network; 

65 

17. A system for information transaction, the system com-
prising: 

a console comprising 
an integrated Liquid Crystal Display and 
a first low voltage differential signal channel comprising 

two sets of unidirectional, multiple serial bit channels 
to communicate an encoded serial bit stream of 
Peripheral Component Interconnect ("PC!") bus 
transaction in opposite directions; and 

a computer module coupled to the console in a ''plug and 
play" operation, the computer module comprising 
a central processing unit, 
a peripheral bridge directly coupled to the central pro

cessing unit without any intervening PC! bus, the 
peripheral bridge comprising an interface controller 
that is integrated with the peripheral bridge, 

a second differential signal channel extending directly 
from the interface controller, the second differential 
signal channel comprising two sets of unidirectional, 
serial bit channels to transmit data in opposite direc
tions, 
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a mass storage device coupled to the central processing 
unit, and 

wherein the interface controller is configured to commu
nicate a differential signaling serial bit stream with 
the console through the second differential signal 
channel. 

18. The system of claim 17, wherein the computer module 
further comprises a computing environment for a user. 

19. The system of claim 17, wherein the computer module 
further comprises a hardware dependent security code to 10 

perform security identification matching. 
20. A system for information transaction, the system com

prising: 
a console comprising 

a power supply, 15 

a first low voltage differential signal channel comprising 
two sets of unidirectional, serial bit channels to trans
mit data in opposite directions, and 

a removable media drive housed in the console; and 
a computer module coupled to the console, the computer 20 

module comprising 
a central processing unit comprising an interface con

troller, 
a mass storage device coupled to the central processing 

unit, and 25 

a second low voltage differential signal channel extend
ing directly from the interface controller, the second 
low voltage differential signal channel comprising 
two sets of unidirectional, serial bit channels to trans-
mit data in opposite directions, and 30 

wherein the interface controller is coupled to the console 
through the second low voltage differential signal 
channel, 

wherein the computer module is configured to receive 
power from the power supply. 35 

21. The system of claim 20, wherein the first low voltage 
differential signal channel and the second low voltage differ
ential signal channel are configured to transmit data in 1 O-bit 
packets. 

22. The system of claim 20, wherein the computer module 40 

further comprises a computing environment for a user. 
23. The system of claim 20, wherein the first low voltage 

differential signal channel is coupled to the second low volt
age differential signal channel upon coupling of the computer 
module to the console. 45 

24. A system to connect a computer module to a network, 
the system comprising: 

a console comprising 
a power supply, 
a first low voltage differential signal channel comprising 50 

two sets of unidirectional, multiple serial bit channels 
to communicate an encoded serial bit stream of 
Peripheral Component Interconnect ("PC!") bus 
transaction in opposite directions, and 

an Ethernet controller to provide access to a network; 55 

and 
a computer module coupled to the console and powered by 

the power supply, the computer module comprising 
a central processing unit comprising an integrated inter-

face controller, 60 

a second low voltage differential signal channel directly 
coupled to the integrated interface controller, the sec
ond low voltage differential signal channel compris
ing two sets of unidirectional, serial bit channels to 
transmit data in opposite directions, 65 

a mass storage device coupled to the central processing 
unit, and 

24 
a connection software code, 

wherein, upon coupling to the console, the computer mod
ule is configured to establish a connection to the network 
using the connection software code. 

25. The system of claim 24, wherein the computer module 
is coupled to the console in a ''plug and play" operation. 

26. The system of claim 24, wherein the computer module 
further comprises a computing environment for a user. 

2 7. An information transaction system comprising: 
a console comprising 

an integrated keyboard, 
an integrated Liquid Crystal Display, 
a first low voltage differential signal channel comprising 

two sets of unidirectional, serial bit channels to trans
mit data in opposite directions, and 

an interface controller coupled to the first low voltage 
differential signal channel to communicate an 
encoded serial bit stream of Peripheral Component 
Interconnect ("PC!") bus transaction; and 

a computer module coupled to the console in a ''plug and 
play" operation, the computer module comprising 
a central processing unit, 
a peripheral bridge coupled to the central processing 

unit without any intervening PC! bus, 
a second low voltage differential signal channel coupled 

to the peripheral bridge, the second low voltage dif
ferential signal channel comprising two sets of unidi
rectional, serial bit channels to transmit data in oppo
site directions, and 

a mass storage device comprising a flash memory. 
2 8. The system of claim 2 7, wherein the central processing 

unit comprises an integrated circuit chip to operate on a 
varying clock frequency to vary a power consumption of the 
integrated circuit chip while in operation. 

29. The system of claim 27, wherein the computer module 
further comprises a computing environment for a user. 

30. The system of claim 2 7, wherein the peripheral bridge 
is directly coupled to the second low voltage differential sig
nal channel to communicate a serial bit stream to the console. 

31. A system for information transaction, the system com
prising: 

a console comprising 
an integrated keyboard, 
an integrated Liquid Crystal Display, and 
a first low voltage differential signal channel comprising 

two sets of unidirectional, serial bit channels to trans
mit data in opposite directions; and 

a computer module coupled to the console, the computer 
module comprising 
a central processing unit, 
a peripheral bridge directly coupled to the central pro

cessing unit without any intervening Peripheral Com
ponent Interconnect bus, the peripheral bridge com
prising an interface controller, 

a mass storage device comprising a flash memory, and 
a second low voltage differential signal channel extend

ing directly from the interface controller, the second 
low voltage differential signal channel comprising 
two sets of unidirectional, serial bit channels to trans
mit data in opposite directions, 

wherein the interface controller is coupled to the console 
through the second low voltage differential signal chan
nel, 

wherein the first low voltage differential signal channel is 
coupled to the second low voltage differential signal 
channel upon coupling of the computer module to the 
console. 
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32. The system of claim 31, wherein the computer module 
further comprises a security program to specify a security 
identification. 

33. The system of claim 31, wherein the computer module 
further comprises a computing environment for a user. 

34. An information transaction system comprising: 
a console comprising 

a power supply, 
a first low voltage differential signal channel comprising 

two sets of unidirectional, serial bit channels to trans- 10 

mit data in opposite directions, and 
a removable media drive housed in the console; and 

a computer module coupled to the console, the computer 
module comprising 
an integrated interface controller and central process

ing unit configured as a single chip, 
a flash memory comprising a security identification to 

provide access protection for the computer module, 
and 

15 

20 
a second low voltage differential signal channel extend

ing directly from the integrated interface controller 
and central processing unit, the second low voltage 
differential signal channel comprising two sets of uni
directional, serial bit channels to transmit data in 25 

opposite directions, 
wherein the integrated interface controller and central 

processing unit is coupled to the console through the 
second low voltage differential signal channel, 

wherein the computer module is configured to receive 30 

power from the power supply. 
35. The system of claim 34, wherein the computer module 

further comprises a computing environment for a user. 
36. The system of claim 34, wherein the first low voltage 

differential signal channel is coupled to the second low volt- 35 

age differential signal channel upon coupling of the computer 
module to the console. 

37. (Twice Amended) A method to connect a computer 
module to a network, the method comprising: 

providing a computer module, the computer module com- 40 

prising (a) a central processing unit and (b) a storage 
device comprising a connection program; 

inserting the computer module into a computer console in 
a ''plug and play" operation, the computer console com
prising (a) a low voltage differential signal channel com- 45 

prising two sets of unidirectional, multiple serial bit 
channels to communicate an encoded serial bit stream of 
Peripheral Component Interconnect ("PC!") bus trans
action in opposite directions and (b) a networking 
device to provide access to an external network; 50 

receiving connection information from the computer con
sole to the computer module; and 

using the connection program, establishing a connection 
between the computer module and the external network. 

38. The method of claim 3 7, further comprising coupling 55 

the computer module to the low voltage differential signal 
channel. 

39. The method of claim 3 7, wherein establishing the con
nection between the computer module and the external net
work comprises communicating with the external network 60 

through Ethernet. 
40. A computer system comprising: 
a console comprising 

a power supply and 
a first low voltage differential signal channel comprising 65 

two sets of unidirectional, serial bit channels to trans
mit data in opposite directions; and 

26 
a computer module coupled to the console, the computer 

module comprising 
a central processing unit to operate on a varying clock 

frequency to vary a power consumption of the central 
processing unit while in operation, 

a mass storage unit coupled to the central processing 
unit, 

a second low voltage differential signal channel com
prising two sets of unidirectional, serial bit channels 
to transmit data in opposite directions, and 

a peripheral bridge directly coupled to the central pro
cessing unit without any intervening Peripheral Com
ponent Interconnect bus, the peripheral bridge com
prising an interface controller to output a serial bit 
stream that is conveyed over the second low voltage 
differential signal channel, 

wherein the interface controller is coupled to the console 
through the second low voltage differential signal chan
nel, 

wherein the computer module is configured to receive 
power from the power supply. 

41. The computer system of claim 40, wherein the computer 
module further comprises a computing environment for a 
user. 

42. The computer system of claim 40, wherein the first low 
voltage differential signal channel is coupled to the second 
low voltage differential signal channel upon coupling of the 
computer module to the console for data communication. 

43. The computer system of claim 40, wherein the computer 
module is configured for insertion into the console as a ''plug 
and play" operation. 

44. A system to connect a computer module to a network, 
the system comprising: 

a console comprising 
a power supply and 
a connection to a network; and 

a computer module coupled to the console in a ''plug and 
play" operation, the computer module comprising 
a processing unit, 
a low voltage differential signal channel comprising two 

sets of unidirectional, multiple serial bit channels to 
transmit data in opposite directions, 

a peripheral bridge comprising an interface controller 
coupled to the low voltage differential signal channel 
to communicate an encoded serial bit stream of 
address and data of Peripheral Component Intercon
nect ("PC!") bus transaction, the peripheral bridge 
coupled to the processing unit without any interven
ing PC! bus, and 

a mass storage device comprising a connection pro
gram, 

wherein the computer module is configured to receive 
power from the power supply, and the connection pro
gram is configured to establish communication with the 
network through the console. 

45. The system of claim 44, wherein the processing unit 
comprises an integrated circuit chip to operate on a varying 
clock frequency to vary a power consumption of the inte
grated circuit chip while in operation. 

46. The system of claim 44, wherein the connection to the 
network comprises an Ethernet connection. 

47. The system of claim 44, wherein the computer module 
further comprises a computing environment for a user. 

48. A computer system comprising: 
a console comprising a power supply; and 
a computer module coupled to the console, the computer 

module comprising 
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a central processing unit, 
a low voltage differential signal channel comprising two 

sets of unidirectional, multiple serial bit channels to 
transmit data in opposite directions, 

an integrated interface controller and bridge unit 
coupled to the low voltage differential signal channel 
to communicate an encoded serial bit stream of 
address and data of Peripheral Component Intercon
nect ("PC!") bus transaction, the integrated interface 
controller and bridge unit directly coupled to the cen- 10 

tral processing unit without any intervening PC! bus, 
and 

a mass storage device coupled to the central processing 
unit, 

wherein the computer module is configured to receive 
power from the power supply, and the computer module 

15 

28 
a low voltage differential signal channel comprising two 

sets of unidirectional, multiple serial bit channels to 
transmit data in opposite directions, 

a peripheral bridge comprising an interface controller 
coupled to the low voltage differential signal channel 
to communicate an encoded serial bit stream of 
Peripheral Component Interconnect ("PC!") bus 
transaction, the interface controller coupled to the 
central processing unit without any intervening PC! 
bus, and 

a mass storage unit storing a security program and a first 
user identification data, 

wherein the security program is configured to receive a 
second user identification data via the keyboard, per
form a comparison of the first user identification data 
and the second user identification data, and permit 
access to the computer module based on the compari-
son. is configured to communicate, through Ethernet, to a 

local area network upon coupling of the computer mod
ule to the console. 

49. The computer system of claim 48, wherein the computer 
module is configured for insertion into the console as a ''plug 
and play" operation. 

56. The computer system of claim 55, wherein the security 
20 program is further configured to identify a predetermined 

security status and control a level of access privilege to the 
computer module. 

50. The computer system of claim 48, wherein the mass 
storage device is a first mass storage device, and the console 25 

further comprises a second mass storage device coupled to 
the computer module and configured to receive power from 
the power supply. 

51. The computer system of claim 48, wherein the central 
processing unit is configured to operate on a varying clock 30 

frequency to vary a power consumption of the central pro
cessing unit while in operation. 

52. A computer system comprising: 
a console comprising a power supply; and 
a computer module coupled to the console, the computer 

module comprising 
a central processing unit to operate on a varying clock 

frequency to vary a power consumption of the central 
processing unit while in operation, 

a low voltage differential signal channel comprising two 
sets of unidirectional, multiple serial bit channels to 
transmit data in opposite directions, 

35 

40 

a peripheral bridge comprising an interface controller 
coupled to the low voltage differential signal channel 45 

to communicate an encoded serial bit stream of 
Peripheral Component Interconnect ("PC!") bus 
transaction, the interface controller coupled to the 
central processing unit without any intervening PC! 
bus, and 50 

a graphics controller coupled to the central processing 
unit, 

wherein the computer module is configured to receive 
power from the power supply. 

53. Thecomputersystemofclaim52, whereinthecomputer 55 

module further comprises a core computing environment for 
a user. 

57. The computer system of claim 55, wherein the central 
processing unit is configured to operate on a varying clock 
frequency to vary a power consumption of the central pro
cessing unit while in operation. 

58. An information system comprising: 
a console comprising 

a power supply and 
a first low voltage differential signal channel comprising 

two sets of unidirectional, serial bit channels to trans-
mit data in opposite directions; and 

a computer module coupled to the console, the computer 
module comprising 
a central processing unit comprising an integrated inter

face controller, 
a mass storage device coupled to the central processing 

unit, 
a graphics controller coupled to the central processing 

unit, and 
a second low voltage differential signal channel extend

ing directly from the central processing unit, the sec
ond low voltage differential signal channel compris
ing two sets of unidirectional, serial bit channels to 
transmit data in opposite directions, 

wherein the interface controller is coupled to the console 
through the second low voltage differential signal chan
nel, 

wherein the computer module is configured to receive 
power from the power supply. 

59. The information system of claim 58, wherein the first 
low voltage differential signal channel is coupled to the sec
ond low voltage differential signal channel for data commu-
nication upon coupling of the computer module to the con
sole. 

60. The information system of claim 58, wherein the com
puter module is configured for insertion into the console as a 
''plug and play" operation. 54. The computer system of claim 52, wherein the computer 

module is configured for insertion into the console as a ''plug 
and play" operation. 

61. The system of claim 14, wherein the encoded serial bit 
60 stream comprises 10 bit packets. 

55. A computer system for secured information transac-
tion, the computer system comprising: 

a console to connect to a network; 
a keyboard coupled to the console; and 
a computer module coupled to the console, the computer 65 

module comprising 
a central processing unit, 

62. The system of claim 61, wherein the first interface 
controller is configured to output encoded PC! address and 
data bits in serial form that are conveyed over the first low 
voltage differential signal channel. 

63. The system of claim 14, wherein the second interface 
controller is integrated with the peripheral bridge as a single 
integrated unit. 
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64. The system of claim 17, wherein the encoded serial bit 
stream ofPCI bus transaction comprises information to per
mit decoding to create a PC! bus transaction across the first 
low voltage differential signal channel. 

65. The system of claim 17, wherein the mass storage 
device is coupled to the central processing unit through the 
peripheral bridge. 

66. The system of claim 20, wherein the central processing 
unit and the interface controller are integrated in a single 
chip. 10 

67. The system of claim 66, wherein the central processing 
unit comprises a graphics subsystem integrated in the single 
chip. 

68. The system of claim 2 4, wherein the encoded serial bit 
stream comprises encoded PC! address and data bits in serial 

15 

form that are conveyed over the first low voltage differential 
signal channel as 10 bit packets. 

69. The system of claim 24, wherein the integrated inter
face controller is configured to output a serial bit stream that 
is conveyed over the second low voltage differential signal 

20 

channel as data packets. 
70. The system of claim 69, wherein the serial bit stream 

comprises information of Universal Serial Bus protocol. 
. 71. The system of claim 30, wherein the peripheral bridge 
zs configured to output the serial bit stream that is conveyed 

25 

over the second low voltage differential signal channel as 
data packets. 

72. The system of claim 71, wherein the serial bit stream 
comprises information of Universal Serial Bus protocol. 

30 
80. The computer system of claim 40, wherein the interface 

controller is integrated with the peripheral bridge as a single 
integrated unit. 

81. The computer system of claim 80, wherein the serial bit 
stream is conveyed over the second low voltage differential 
signal channel as 10 bit packets. 

82. The computer system of claim 80, wherein the serial bit 
stream comprises information of Universal Serial Bus proto
col. 

83. The system of claim 44, wherein the encoded serial bit 
stream comprises 10 bit packets. 

84. The system of claim 83, wherein the interface controller 
is configured to output the encoded serial bit stream that is 
conveyed over the low voltage differential signal channel. 

85. The computer system of claim 48, wherein the inte
grated interface controller and bridge unit is configured as a 
single integrated unit. 

86. The computer system of claim 85, wherein the inte
grated interface controller and bridge unit is configured to 
output the encoded serial bit stream as 10 bit packets that are 
conveyed over the low voltage differential signal channel. 

87. The computer system of claim 52, wherein the periph
eral bridge is directly coupled to the central processing unit 
without any intervening PC! bus. 

88. The computer system of claim 8 7, wherein the interface 
controller is configured to output the encoded serial bit 
stream as 10 bit packets that are conveyed over the low 
voltage differential signal channel. 

89. The computer system of claim 88, wherein the encoded 
serial bit stream comprises information to permit decoding to 
create a PC! bus transaction across the low voltage differen
tial signal channel. 

73. The system of claim 31, wherein the interface controller 
30 

is i~tegrated with the peripheral bridge as a single integrated 
unzt. 

90. The computer system of claim 55, wherein the periph
eral bridge is directly coupled to the central processing unit 

35 without any intervening PC! bus. 

7 4. The system of claim 7 3, wherein the interface controller 
is configured to output a serial bit stream that is conveyed 
over the second low voltage differential signal channel as 10 
bit packets. 

75. The system of claim 34, wherein the integrated inter
face controller and central processing unit comprises a 
graphics subsystem integrated in the single chip. 

76. The system of claim 34, wherein the integrated inter
face controller and central processing unit is configured to 
output a serial bit stream that is conveyed over the second low 
voltage differential signal channel as data packets. 

77. The system of claim 76, wherein the serial bit stream 
comprises information of Universal Serial Bus protocol. 

78. The method of claim 3 7Jurther comprising conveying, 
over the low voltage differential signal channel, the encoded 
serial bit stream as 10 bit packets. 

79. The method of claim 7 8, wherein conveying the encoded 
serial bit stream comprises conveying information to permit 
decoding to create a PC! bus transaction across the low 
voltage differential signal channel. 

91. The computer system of claim 90, wherein the interface 
controller is integrated with the peripheral bridge as a single 
integrated unit. 

92. The computer system of claim 91, wherein the encoded 
40 serial bit stream comprises encoded PC! address and data 

bits in serial form. 
93. The information system of claim 58, wherein the inte

grated interface controller is configured to output a serial bit 
stream that is conveyed over the second low voltage differen-

45 tial signal channel. 
94. The information system of claim 93, wherein the serial 

bit stream is conveyed over the second low voltage differential 
signal channel as 10 bit packets. 

95. The information system of claim 93, wherein the serial 
50 bit stream comprises information of Universal Serial Bus 

protocol. 

* * * * * 
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DATA SECURITY METHOD AND DEVICE 
FOR COMPUTER MODULES 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

2 
limitations. These computing devices have expensive display 
technology. In fact, these devices often have a smaller flat 
panel display that has poor viewing characteristics. Addition
ally, these devices also have poor input devices such as 
smaller keyboards and the like. Furthermore, these devices 
have limited common platforms to transfer information to and 
from these devices and other devices such as PCs. 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 

10 upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com
puters is that the user must often purchase both the desktop 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,643, 777. The reissue appli
cations are U.S. application Ser. Nos. 11/056,604 (a parent 
reissue application and now U.S. Pat. No. Re. 41,092), 
111545,056 (the present application, which is a continuation 
reissue of the parent reissue application), and 12/561,138 
(which is a continuation reissue of the parent reissue appli
cation). 

This application is a continuation reissue of U.S. applica
tion Ser. No. 11/056,604, which is a reissue of U.S. Pat. No. 
6,643, 777, which are incorporated herein by reference. 

15 and laptop to have "total" computing power, where the desk
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 
significant amount of time transferring software and data 

BACKGROUND OF THE INVENTION 

20 between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 
the portable computer. Alternatively, the user often must use 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box. 
Merely by way of example, the present invention is applied to 

25 floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por
table and desktop computer is that the user has to spend a modular computing environment for desk top computers, 

but it will be recognized that the invention has a much wider 
range of applicability. It can be applied to other portable or 
modular computing applications. 

30 money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host 
processors, graphics accelerators, and the like. Because pro-

Many desktop or personal computers, which are com
monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive including memory in the 
giga-byte range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 
random access memory device, which is commonly termed 40 

DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 

35 gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 
wasted. 

or 17 inches or 19 inches in diameter. High resolution flat 45 

panel displays are also used with PCs. 
Many external or peripheral devices can be used with the 

PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 
Corporation of Utah. Other storage devices include external 50 

hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 
devices such as a printer and other output means. Moreover, 55 

the PC can include special audio output devices such as 
speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 
a typewriter format. The keyboard also has the length and 60 

width for easily inputting information by way of keys to the 
computer. The mouse also has a sufficient size and shape to 
easily move a cursor on the display from one location to 
another location. 

Other types of computing devices include portable com- 65 

puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have many 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. The docking station typically includes a separate moni
tor, keyboard, mouse, and the like and is generally incompat-
ible with other desktop PCs. The docking station is also 
generally not compatible with portable computers of other 
vendors. Another drawback to this approach is that the por
table computer typically has lower performance and func
tionality than a conventional desktop PC. For example, the 
processor of the portable is typically much slower than pro
cessors in dedicated desktop computers, because of power 
consumption and heat dissipation concerns. As an example, it 
is noted that at the time of drafting of the present application, 
some top-of-the-line desktops include 400 MHz processors, 
whereas top-of-the-line notebook computers include 266 
MHz processors. 

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 
can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have propri-
etary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 
vendor for future upgrades, support, and the like. 

To date, most personal computers provide data file security 
through software only. A wide variety of removable storage 
media are available for a personal computer. These removable 
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media do not provide any access security protection in hard
ware. Data encryption program often must be used for pro
tection. Such program is cumbersome to handle for the user 
requiring extra cost and time. Data encryption is more com
monly used for communication over an unprotected network 

4 
selects the predetermined security status, which can be one of 
many. The method then operates the computer module based 
upon the security status. 

In a further alternative embodiment, the present invention 
provides a method for identifying a user for a computer mod
ule. The method includes inserting a computer module into a 
console; and initiating a security program in memory of the 
computer module. The method prompts a plurality of input 
fields corresponding to respective input information on a user 

or the Internet. Having a large number of frequently used files 
managed by encryption software is not practical. Without 
software security program, any file can be read and copied 
illegally from a hard disk drive on a PC or any removable 
media. 10 interface to be provided by a user of the computer module. 

Next, the method inputs the input information into the user 
interface of the computer module. The input information 
includes a user (e.g., owner) name, a user (e.g., owner) pass-
word, a business name, a business password, and a location. 

Still further, the present invention provides a system for 
secured information transactions, e.g., data security, elec
tronic commerce, private communications. The system 
includes a console comprising a peripheral controller housed 
in the console. A user identification input device (e.g., key-

PC architecture generally allows freedom of data flow 
between memory and peripheral devices within the allowed 
memory and I/0 address spaces. In conventional PC archi
tecture, a peripheral bus, i.e. PCI bus, is used to control all 

15 
data transactions among peripheral devices. PCI bus allows 
any device to be a bus master and perform data transaction 
with another device. Also when a software program is in 
control, it can move data between any two devices. There is no 
hardware or protocol security mechanism on a standard 
peripheral bus such as PCI Bus to detect or block data trans
actions. Operating system may have individual files read or 
write protected. These types of special security feature 
require significant additional user interaction to control. This 

20 board, retinal reader, finger print reader, voice recognition 
unit) is coupled to the peripheral controller. The user identi
fication input device is provided for user identification data of 
the user. The system has an attached computer module 
coupled to the console. The attached computer module has a 

is too cumbersome for a typical user to manage. There is no 
mechanism in current PCs to allow access to the primary hard 
disk drive and yet prevent copying of its content. The con
ventional PC is a single machine that does not have a mecha
nism to perform security ID matching in hardware. 

25 security memory device (e.g., flash memory device) stored 
with the user identification data. 

Thus, what is needed are computer systems that provide 30 

improved security features to prevent illegal or unauthorized 
access to information. 

SUMMARY OF THE INVENTION 

Numerous benefits are achieved using the present inven-
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub-
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 

35 invention is also implemented using conventional technolo
gies that can be provided in the present computer system in an 
easy and efficient manner. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 

According to the present invention, a technique including a 
method and device for securing a computer module in a 
computer system is provided. In an exemplary embodiment, 
the present invention provides a security system for an 40 
attached computer module ("ACM"). In an embodiment, the 
ACM inserts into a computer module bay (CMB) within a 
peripheral console to form a functional computer. A security 
program reads an identification number in a security memory 
device to determine a security level of the ACM according to 45 

one embodiment. 
In a specific embodiment, the present invention provides a 

system for secured information transactions. The system has 

advantages or benefits are described throughout the present 
specification and are described more particularly below. 

These and other embodiments of the present invention, as 
well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
50 according to an embodiment of the present invention; 

a console (e.g., computer housing) comprising a peripheral 
controller housed in the console; and a security memory 
device (e.g., flash memory device) coupled to the peripheral 
controller. The system also has an attached computer module 
(i.e., a removable module with memory and microprocessor) 
coupled to the console. The attached computer module has a 
host interface controller housed within the attached computer 55 

module to interface to the security memory device through 
the peripheral controller. 

In an alternative embodiment, the present invention pro
vides a security protection method for a computer module. 
The method includes steps or acts of inserting the computer 60 

module into a console. Once the module has been inserted, the 
method initiates a security program in the module to read a 
security identification of the console and to read a security 
identification of the computer module. Based upon a relation
ship of the console identification and the computer module 65 

identification, a predetermined security status is determined 
from, for example, a look up table or the like. The method then 

FIG. 3 is a simplified top-view diagram of a computer 
module according to an embodiment of the present invention; 

FIG. 4 is a simplified illustration of security systems 
according to embodiments of the present invention; 

FIG. 5 is a simplified diagram of a computer module in a 
console according to an embodiment of the present invention; 

FIG. 6 is a simplified diagram of a security method for a 
module according to an embodiment of the present invention; 
and 

FIG. 7 is a simplified diagram of a method according to an 
embodiment of the present invention. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present application. 

FIG. 9 is a block diagram of one embodiment of a computer 
system using the interface of the present invention. 

FIG. 10 is a detailed block diagram of one embodiment of 
the host interface controller of the present invention. 
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FIG. 11 is a schematic diagram of the signal lines PCK, 
PDO to PD3, and PCN. 

FIG. 12 is a detailed block diagram of one embodiment of 
the PIC of the present invention. 

FIG. 13 is a partial block diagram of a computer system 
using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

6 
openings 17 in the backside for an electrical and/or mechani
cal connection to the computer module bay, which is con
nected to the console. 

FIG. 3 is a simplified top-view diagram 10 of a computer 
module for computer system according to an embodiment of 
the present invention. This diagram is merely an illustration 
and should not limit the scope of the claims herein. One of 
ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus-

FIG. 14 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 
and peripheral interface controllers, respectively. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

10 trates the top-view of the module 10, where the backside 
components (e.g., Host Interface Controller) are depicted in 
dashed lines. The layout diagram has a first portion, which 
includes a central processing unit ("CPU") module 400, and 
a second portion, which includes a hard drive module 420. A 

FIG. 1 is a simplified diagram of a computer system 1 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 

15 common printed circuit board 437 houses these modules and 
the like. Among other features, the ACM includes the central 
processing unit module 400 with a cache memory 405, which 
is coupled to a north bridge unit 421, and a host interface 
controller 401. The host interface controller includes a lock 

20 control403. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 
connectors 17. Here, the CPU module is spatially located near 
connector 17. of components that are removable. Some of these compo

nents (or modules) can be used in different computers, work
stations, computerized television sets, and portable or laptop 25 

units. 
In the present embodiment, ACM 10 includes computer 

components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 30 

(i.e., CMB) 40 is an opening or slot in the desktop console. 
The CMB houses the ACM and provides communication to 
and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
aligmnent mechanism for mating a portion oftheACM to the 35 

console. The CMB further has thermal heat dissipation sinks, 
electrical connection mechanisms, and the like. Some details 
of the ACM can be found in co-pending U.S. patent applica
tion Ser. Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998 
commonly assigned, and hereby incorporated by reference 40 

for all purposes. 
In a preferred embodiment, the present system has a secu

rity system, which includes a mechanical locking system, an 
electrical locking system, and others. The mechanical locking 
system includes at least a key 11. The key 11 mates with key 45 

hole 13 in a lock, which provides a mechanical latch 15 in a 
closed position. The mechanical latch, in the closed position, 
mates and interlocks the ACM to the computer module bay. 
The mechanical latch, which also has an open position, allows 
the ACM to be removed from the computer module bay. 50 

Further details of the mechanical locking system are shown in 
the FIG. below. 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora-
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, host interface controller 401 is coupled 
to BIOS/flash memory 405. Additionally, the host interface 
controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The present invention has a host 
interface controller that has lock control403 to provide secu
rity features to the present ACM. Furthermore, the present 
invention uses a flash memory that includes codes to provide 
password protection or other electronic security methods. 

The second portion of the attached computer module has 
the hard drive module 420. Among other elements, the hard 
drive module includes north bridge 421, graphics accelerator 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 
parallel aligument with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 

In a specific embodiment, north bridge unit 421 often 
couples to a computer memory, to the graphics accelerator 
423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples to 

FIG. 2 is, a simplified diagram of a computer module 10 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre
vious FIG. for easy reading. The computer module 10 
includes key 11, which is insertable into keyhole 13 of the 
lock. The lock has at least two position, including a latched or 
closed position and an unlatched or open position. The 
latched position secures the ACM to the computer module 
bay. The unlatched or open position allows the ACM to be 
inserted into or removed from the computer bay module. As 
shown, the ACM also has a slot or opening 14, which allows 
the latch to move into and out oftheACM. TheACM also has 

55 a graphics memory 423, and other elements. IDE controller 
429 generally supports and provides timing signals necessary 
for the IDE bus. In the present embodiment, the IDE control
ler is embodied as a 643U2 PCI-to IDE chip from CMD 
Technology, for example. Other types of buses than IDE are 

60 contemplated, for example EIDE, SCSI, USB, and the like in 
alternative embodiments of the present invention. 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi-

65 ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Washington. Other operating systems, such as WindowsNT, 
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MacOSS, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 
typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 420 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 
disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 10 

storage unit 240 may also support other interfaces than IDE. 
In a specific embodiment, the present invention provides a 

file and data protection security system and method for a 
removable computer module or ACM. ACM contains the 
primary hard disk drive (HDD) where the operating system, 15 

application programs, and data files reside. The security sys
tem is used to prevent illegal access and copying of any file 
residing on the HDD inside ACM. An ACM is a self-con
tained computing device that can be armed with security 
software and hardware to protect its owner's private files and 20 

data. ACM docks with a computer bay in a wide variety of 
peripheral consoles. The combinedACM and peripheral con
sole function as a personal computer. A computer module 
interface bus connects ACM and peripheral device. In some 
embodiments, allACM data passes through computer module 25 

interface (CMI) bus to reach any device in the peripheral 
console, i.e. floppy drive, removable media, secondary hard 
disk drive, modem, and others. CMI bus data transfer is 
controlled by a pair of interface controllers on either side of 
the bus. This partitioning of a personal computer offer a way 30 

of protecting against illegal access of data residing within 
ACM by guarding data transaction through the computer 
module interface bus. 

In a specific embodiment, a securedACM has an enclosure 
that includes the following components: 

1)ACPU, 
2) Main memory, 
3) A primary Hard Disk Drive (HDD), 
4) Operating System, application software, data files on 

35 

8 
peripheral bridge bus managed by a Host Interface Controller 
in ACM and a peripheral Interface Controller in peripheral 
console. In some embodiments, all peripheral data transac
tion passes through the interface controllers. 

The implementation of the secured ACM generally 
includes the following elements: 

1) A programmable Flash memory controlled by the 
Peripheral Interface Controller containing the security 
ID for the peripheral console, 

2) A programmable Flash memory controlled by the Host 
Interface Controller containing hardware specific secu
rity code and ID for the computer module, 

3) A data detection and control circuitry within Host Inter
face Controller to detect and manage data going out of 
ACM,and 

4) A low level hardware dependent security code to per
form security ID matching, hardware programming to 
manage data flow, 

5) A high-level security program to manage user interface, 
program security ID, program security level, and other 
functions. 

The hardware and software implementation allow more 
flexibility in the level of security protection offered to an 
ACM owner. Some examples of security levels are: 

1) No access-Security IDs do not match according to 
owner's requirement. The Host Interface Controller 
blocks all peripheral data traffic between ACM and 
peripheral console except for keyboard and mouse, 

2) Peripheral Read-only-No files can be written to any 
peripheral devices. All peripheral devices in peripheral 
console are managed as Read-only devices. The primary 
hard disk drive in ACM can be accessed freely, 

3) Limited access--Certain peripheral devices are allowed 
read/write access, i.e. modem, and other devices are 
Read-only, i.e. removable media devices, 

4) Full access-No restriction, and others. 
Upon power up, the low level security code is executed to 

compare security ID between the respective flash memory 
between ACM and peripheral console. Typical security ID 

primary HDD, 40 can include: 
5) Interface circuitry and connectors to peripheral console, 
6) Flash memory used for storing security code and ID, 
7) Data detection and control circuitry to manage data flow 

to peripheral console, 

1) User ID 
2) User password 
3) User Access privilege 
4) Business ID 

8) Circuit board connecting the above components, and 45 

others. 
5) Business password 
6) Equipment ID 

A peripheral console includes some of the following ele
ments: 

1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. CRT monitor, or integrated LCD 

display, 
3) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive, 
4) Communication device, e.g. LAN or modem, 
5) Computer Module Bay, interface device and connectors 

toACM, 
6) Flash memory with security ID, 
7) Power supply or battery system, and other devices. 
The Computer Module Bay (CMB) is an opening in a 

peripheral console that receives ACM. CMB provides 
mechanical protection and electrical connection to ACM. The 
Computer Module Interface bus is made up of3 bus compo
nents: video bus, peripheral data bus, and power bus. Video 
Bus consists of video output of graphics devices, i.e. analog 
RGB and control signals for monitor, or digital video signals 
to drive flat panel displays. Power bus supplies the power for 
ACM. Peripheral data bus is a high speed, compressed, 

7) Equipment access privilege, and any other security IDs. 
The user through the security program can activate differ

ent levels of password protection, which can be stored in a 
so look up table. The company through the security program can 

control different levels of access privilege of a user, a business 
group, or equipment. The security code then program the 
security level allowed by the access privilege determined by 
the security ID matching result. For example, if an unidenti-

55 fied peripheral console is detected upon power up by the low 
level security code, e.g. a home unit, the access privilege can 
set to Peripheral Read-only. With Read-only access privilege 
for all peripheral devices in peripheral console, the data 
detection and control circuitry is progrmed to monitor all 

60 data traffic going to the peripheral console. Any memory 
block transfer to peripheral console will be detected and 
blocked. Under this mode, a user can use the computer with 
free access to the primary HDD inACM. Any files can be read 
from other storage media in the peripheral console. But no 

65 files from the primary HDD can be copied to another media. 
The data detection circuitry separately monitors peripheral 

bus operation type and memory address range being 
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accessed. A specific address range for memory accesses and 
for I/0 accesses can be programmed for the data detection 
circuitry to flag a match. A data blocking circuitry is triggered 
by the detection circuitry when a match occurs, and blank out 
the data that is being sent to the peripheral console. For the 
security system to be effective, a [temper] tamper resistant 
enclosure must be used to prevent removal of the hard disk 
drive and the flash memory inside ACM. Further details are 
shown throughout the present specification and more particu-
larly below. 10 

10 
hard drive of the ACM, which can be for private use. Other 
levels of access and security can also be provided depending 
upon the application. 

FIG. 5 is a simplified diagram 500 of a computer module in 
a console according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The block diagram 500 includes an attached 
computer module 501 and a peripheral console 503, as well as 
other elements as desired. These elements have a variety of 
features such as those noted above, as well as others. In the 
present diagram, different reference numerals are used to 
show the operation of the present system. 

The block diagram 500 illustrates attached computer mod
ule 501. The module 501 has a central processing unit 502, 
which communicates to a north bridge 541, by way of a CPU 
bus 527. The north bridge couples to main memory 523 via 
memory bus 529. The main memory can be any suitable high 
speed memory device or devices such as dynamic random 
access memory ("DRAM") integrated circuits and others. 
The DRAM includes at least 32 Meg. or 64 Meg. and greater 
of memory, but can also be less depending upon the applica
tion. Alternatively, the main memory can be coupled directly 

FIG. 4 is a simplified illustration of security systems 300 
according to embodiments of the present invention. This 
illustration is merely an example, which should not limit the 
scope of the claims herein. One of ordinary skill in the art 

15 
would recognize other variations, modifications, and alterna
tives. The systems show various examples of ways to imple
ment the present invention. Here, a user relies upon certain 
consoles to access information. A company's shared portable 
console 325 can access general company information 303. 20 

Selected security identification information 315 is entered 
into the shared console to access the information via a net
work. The information generally includes owner, owner pass
word, business, business password, console type, location, 
and access privilege information, which is displayed on a user 
display. The owner is generally the user name. Owner pass
word is the user password. The business is the business unit 
name and business password is the business unit password. 
The console type can be portable for laptops, notebooks, and 
the like. Alternatively, the console type can be a desktop. The 
location generally specifies the desktop location or address 
for a networked system. Alternatively, the location can also be 

25 with the CPU in some embodiments. The north bridge also 
couples to a graphics subsystem 515 via bus 542. The graph
ics subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 
video signal to an interface connector, which couples to a 

a home location. Access privilege can be categorized into 
many different levels. For example, the user can access gen
eral company information, but not information directed to 
other business units. The user can also be limited to access 
his/her private information, which is company related. Many 
other types of information can be restricted or accessed 
depending upon the embodiment. 

Other types of access can be granted depending upon the 
consoles. For example, various consoles include, among oth
ers, a console at a user's home, e.g., "John Doe's," a console 
in the user's office 329, a console in a co-worker's office 331, 
which the user can access. The access from John Doe's home 

30 display, for example. 
The attached computer module also includes a primary 

hard disk drive 509 that serves as a main memory unit for 
programs and the like. The hard disk can be any suitable drive 
that has at least 2 GB and greater. As merely an example, the 

35 hard disk is a Marathon 2250 (2.25 GB, 2 lf2 inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 502 and 
531. The hard disk drive controller couples to the north bridge 

40 byway ofthehostPCI bus 531, which connects bus 537 to the 
north bridge. The hard disk includes computer codes that 
implement a security program according to the present inven
tion. Details of the security program are provided below. 

console uses security identification 317 and provides 45 

restricted access 305. The user's use of the module 307 can be 

The attached computer module also has a flash memory 
device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the device. 

from a variety of consoles and is accessed using security 
identification 319. Here, access privilege is private, which 
allows the user to access private personal information or 
private company information that the user has created. The 
user's access from his office relies upon security identifica
tion 321, which grants access to private information and 
general company information. The co-worker's console can 
also be used with security identification 323, which allows the 
user to access general company information but not private 
information of John Doe, for example. Depending upon the 
console used by the user, the security system can provide 
partial or full access to information on servers via network as 
well as an attached computer module. Information can also be 
limited to read only for certain information sources such as a 
server, a hard drive, a floppy drive, and others. 

The flash memory device generally permits the storage of 
such password without a substantial use of power, even when 
disconnected. As merely an example, the flash memory 

50 device has at least 512 kilobits or greater of memory, or 1 
megabits or greater of memory. The flash memory device can 
store a security identification number or the like. The flash 
memory device is generally non-volatile and can preserve 
information even when the power is turned off, for example. 

55 The flash memory generally has at least 128 kilo bits storage 
cells or more. The flash memory can be any product such as a 
W29C020 product made by a company called Winbond of 
Taiwan, but can also be others. The flash memory cell and 
user identification will be more fully described below in 

60 reference to the FIGS. A host interface controller 507 com-

In a specific embodiment, the present invention also pro
vides a security feature fortheACM 307. Here, the user of the 
ACM can be granted access to information in the ACM if the 
correct security identification information 319 is provided to 65 

the combination of ACM and console. Once the correct infor
mation is provided, the user can access the information on the 

munications to the north bridge via bus 535 and host PCI bus. 
The host interface controller also has a data control511. Host 
interface controller 507 communicates to the console using 
bus 513, which couples to connection 515. 

Peripheral console 503 includes a variety of elements to 
interface to the module 501, display 551, and network 553. 
The console forms around south bridge 571, which couples to 
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bus 563, which couples to bus 561. Bus 561 is in communi
cation with network card 555, which is a local area network 
for Ethernet, for example. South bridge also couples through 
control569 to peripheral interface controller 567, which also 
communicates to bus 561. Peripheral interface controller also 
couples to host interface controller through connection 515 
and bus 513. The peripheral console has a primary removable 
drive 559 connected to south bridge through bus 575. South 
bridge also couples to secondary hard disk through bus 577. 

In a specific embodiment, the peripheral console also has a 
serial EEPROM memory device 575, which is coupled to the 
peripheral interface controller. The memory device can store 
a security identification number or the like. The memory 
device is generally non-volatile and can preserve information 
even when the power is turned off, for example. The memory 
generally has at least 16 kilobits of storage cells or more. 
Preferably, the memory device is a 16 kilobit device or 64 
megabit device or greater, depending upon the application. 
The memory can be any product such as a X24320 product 
made by a company called Xicor, but can also be others. The 
memory cell and user identification will be more fully 
described below in reference to the FIGS. 

FIG. 6 is a simplified diagram of a security method 600 for 
a module according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The present method shows an example of how 
the present security method can be implemented. The present 
method uses a combination of software 601 and hardware 
603, which is in the computer module. A plurality of external 
devices can be accessed depending upon the embodiment. 
These external devices include a secondary hard drive 618, a 
removable drive 619, a network (e.g., LAN, modem) device 
621, and others. A keyboard 623 is also shown, which can act 
locally. 

The software 601 includes an operating system 609, appli
cation programs 607, and a data security and initialization 
program 605. Other programs can also exist. Additionally, 
some of these programs may not exist. Preferably, the data 
security and initialization program exists. This data security 
and initialization program is initiated once the attached com
puter module is inserted into the console. The program inter
face and oversees a variety of hardware features, which will 
be used to control access to the external devices, for example. 
Of course, the particular configuration of the software will 
depend upon the application. 

Hardware features can be implemented using a primary 
hard disk 611 coupled to a CPU/cache combination, which 
includes a main memory. The main memory is often a volatile 
memory such as dynamic random access memory. Data from 
any one of the external devices can enter the CPU/cache 
combination. For example, the secondary hard disk memory 
and I/0 address range data is transferred 624 to the CPU/ 
cache combination. The removable drive memory and I/0 
address range data can also transfer 625 to the CPU/cache 
combination. The LAN memory and 1/0 address range data 
can also transfer 626 to the CPU/cache combination. Key
board data can also transfer 627 to the CPU/cache combina-

12 
many other ways that the present invention can be imple
mented. These methods are described more fully below. 

FIG. 7 is a simplified diagram 700 of a method according to 
an embodiment of the present invention. This diagram is 
merely an illustration which should not limit the scope of the 
claims herein. One of ordinary skill in the art would recognize 
other variations, modifications, and alternatives. The present 
method begins at power up, which is step 701. The present 
method reads a security code, which has been entered by a 

10 user, for example, in step 703. The security code can be a 
string of characters, including numbers and letters. The secu
rity code is preferably a mixture of numbers and letters, which 
are at least about 6 characters in length, but is not limited. 

The present method reads (step 703) the security code, 
15 which has been entered. Next, the security code is compared 

with a stored code, which is in flash memory or the like (step 
705). If the compared code matches with the stored code, the 
method resumes to step 708. Alternatively, the method goes to 
step 707 via branch 706 where no access is granted. When no 

20 access is granted, all data are blocked out from the user that 
attempts to log onto the system. Alternatively, the method 
determines if a certain level of access is granted, step 708. 
Depending upon the embodiment, the present method can 
grant full access, step 710, via branch 716. The present 

25 method allows full access based upon information stored in 
the flash memory device. Alternatively, the method can allow 
the user to access a limited amount of information. 

Here, the present method allows for at least one or more 
than two levels of access. In a specific embodiment, the 

30 present method allows for the user of the module to access 
peripheral storage (step 711). The access privilege is read
only. The user can read information on the peripheral storage 
including hard disks and the like. Once the user accesses the 
storage, the method data control, step 719, takes over, where 

35 the hardware prevents the user from accessing other informa
tion, step 721. In a specific embodiment, the method can 
allow information to be removed from the peripheral storage. 
If the method allows for data to be removed, step 723, the 
method goes through branch 731 to let data out, which can 

40 occur through the module. Alternatively, the method goes to 
block data (step 725) via branch 733. Depending upon the 
embodiment, the method returns to the decision block, step 
723. Alternatively, the method traverses branch 714 to a 
peripheral read-only process, step 712. The read-only process 

45 programs data control, step 713. Next, the hardware takes 
over (step 715). The method blocks all data from being 
accessed by the user, step 717. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present invention. This dia-

50 gram is merely an example which should not limit the scope 
of the claims herein. One of ordinary skill in the art would 
recognize many other variations, modifications, and alterna
tives. The system 800 includes an attached computer module 
801, which can be inserted into one of a plurality of console 

55 devices to create a "plug and play" operation. For example, 
the console device can be peripheral console 801 or periph
eral console 805. Each peripheral console can have similar or 
different connection characteristics. Peripheral console 803 
couples to a local area network using Ethernet 817. Peripheral 
console 805 couples to a DSL line 827 through a DSL modem 
825. Other consoles can also be included to use other types of 
networks such as ADSL, Cable Modem, wireless, Token 
Ring, and the like. 

tion. To write data from the module into any one of these 60 

external elements, the data security program interfaces with 
the data detection and control circuit to determine of such data 
should be transferred to any one of the external elements. As 
noted, the external elements include, among others, second
ary hard disk, and removable drive. Here, the data security 
program checks the security identification number with other 
numbers to determine the security access level. There are 

As shown, the attached computer module has elements 
65 such as a memory region 807, which stores BIOS informa

tion, a security code, and a security identification number on 
a flash memory device or the like. The memory region 
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couples to a central processing region 809, which can include 
CPU, chipset, cache memory, graphics, and a hard disk drive, 
as well as other features. The central processing region 
couples to a host interface controller, which interfaces the 
attached computer module to one of the peripheral consoles. 
Any of the above information can also be included in the 
attached computer module. 

Each peripheral console also has a variety of elements. 
These elements include a region 813, 821, which has a flash 
memory device with a security identification number, a pass
word, access information, access privileges, internet service 
provider access information, as well as other features, which 
were previously noted. The peripheral console also has an 
interface controller 815, 823, which couples region 813, 821, 
respectively to a networking device 817, 825. The networking 
device can be an Ethernet card 817, which allows communi
cation to the local area network 819. Alternatively, the net
working device can be a DSL modem 825, which allows 
communication to a DSL (or ADSL) phone line. Other types 
of networking device can also be used, depending upon the 
application. 

Each console provides a selected connection based upon 

14 
smaller number of conductive lines is less bulky and less 
expensive than one having a larger number of signal chan
nels. Similarly, connectors having a smaller number of pins 
are also less expensive and less bulky than connectors having 
a larger number of pins. 

In a preferred embodiment, the interface channel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PC! buses and 
operates at a clock speed higher than the clock speed at which 

10 any of the bus lines operate. More specifically., the interface 
channel includes two sets of unidirectional serial bit channels 
which transmit data in opposite directions such that one set of 
bit channels transmits serial bits from the host interface con
troller (HIC) to the peripheral interface controller (PIC) 

15 while the other set transmits serial bits from the PIC to the 
HIC. For each cycle of the PC! clock, each bit channel of the 
interface channel transmits a packet of serial bits. 

FIG. 9 is a block diagram of one embodiment of a computer 
system 900 using the interface of the present invention. Com-

20 puter system 900 includes an ACM 905 and a peripheral 
console 9J 0, which are described in greater detail in the 
application of William W. Y. Chu for "Personal Computer 
Peripheral Console With Attached Computer Module" filed 
concurrently with the present application on Sep. 8, J998, 

set of predefined factors. These factors include communica
tion hardware information so that software in attached com
puter module can read and allow a connection to a network. 
Here, access information can be provided to the user. Infor
mation about connection information will also be included. 
This connection information includes telephone numbers, 
account numbers, passwords (local), or a company password. 
The console and module combination will take care of 30 

25 now U.S. Pat. No. 6,2J6,J85, and incorporated herein by 
reference. The ACM 905 and the peripheral console 9J 0 are 
interfaced through an exchange interface system (XIS) bus 
9J5. The XIS bus 9J5 includes power bus 9J6, video bus 9J7 
andperipheral bus (XPBus) 9J8, which is also herein referred 
to as an interface channel. The power bus 9J6 transmits 
power between ACM 905 and peripheral console 9J 0. In a charges, etc. based upon time bases. Module will have credit 

card information, but will have security. In a specific embodi
ment, the module inserts into the console. The module then 
asks the console which hardware will be used. If the hardware 

preferred embodiment power bus 9J6 transmits power at 
voltage levels of 3. 3 volts, 5 volts and J2 volts. Video bus 9J7 
transmits video signals between the ACM 905 and the periph-

is an Ethernet connect, the module configures connection 
information to access the Ethernet connection. Alternatively, 
if the hardware requires a DSL connection, the module con
figures connection information to access the DSL connection. 
Other configuration information such as company server 
information, password, can also be provided. 

35 era! console 9J 0. In a preferred embodiment, the video bus 
9J7 transmits analog Red Green Blue (RGB) video signals for 
color monitors, digital video signals (such as Video Electron
ics Standards Association (VESA) Plug and Display's Tran
sition Minimized Differential Signaling (TMDS) signals for 

Embodiments in accordance with the present invention 
may interface two PC! or PCI-like buses using a non-PCI or 
non-PCI-like channel. In accordance with embodiments of 
the present invention, PC! control signals are encoded into 
control bits and the control bits, rather than the control sig
nals that they represent, are transmitted on the interface 
channel. At the receiving end, the control bits representing 
control signals are decoded back into PC! control signals 
prior to being transmitted to the intended PC! bus. 

40 flat panel displays), and television (TV) and/or super video 
(S- Video) signals. The XPBus 9J8 is coupled to host interface 
controller (HIC) 9J9 and to peripheral interface controller 
(PIC) 920, which is also sometimes referred to as a bay 
interface controller. In the embodiment shown in FIG. 9, HIC 

45 9J9 is coupled to an integrated unit 92J that includes a CPU, 
a cache and a north bridge. 

FIG. J 0 is a detailed block diagram of one embodiment of 
the host interface controller (HI C) of the present invention. As 
shown in FIG. J 0, HIC J 000 comprises bus controller J OJ 0, 

50 translator J 020, transmitter J 030, receiver 1040, a PLL 
J 050, an address/data multiplexer (AID MUX) J 060, a read/ 
write controller (RDIWR Cntl) J 070, a video serial to parallel 
converter J 080 and a CPU control & general purpose input/ 

The fact that control bits rather than control signals are 
transmitted on the interface channel allows using a smaller 
number of signal channels and a correspondingly small num
ber of conductive lines in the interface channel than would 
otherwise be possible. This is because the control bits can be 
more easily multiplexed at one end of the interface channel 55 

and recovered at the other end than control signals. This 
relatively small number of signal channels used in the inter
face channel allows using low voltage differential signal 
(LVDS) channels for the interface. An LVDS channel is more 
cable friendly,faster, consumes less power, and generates less 
noise than a PC! bus channel, which is used in the prior art to 
interface two PC! buses. Therefore, the present invention 
advantageously uses an LVDS channel for the hereto unused 
purpose of interfacing PC! or PC!-like buses. The relatively 
smaller number of signal channels in the interface also allows 65 

using connectors having smaller pins counts. An interface 
having a smaller number of signal channels and, therefore, a 

output latch/driver (CPU CNTL & GPIO latch/driver) J 090. 
HIC 1000 is coupled to an optional flash memory BIOS 

configuration unit J OOJ. Flash memory unit J OOJ stores basic 
input output system (BIOS) and PC! configuration informa
tion and supplies the BIOS and PC! configuration informa
tion to AID MUX J 060 and RDIWR Control 1070, which 

60 control the programming, read, and write of flash memory 
unit 100J. 

Bus controller J OJ 0 is coupled to the host PC! bus, which 
is also referred to herein as the primary PC! bus, and man
ages PC! bus transactions on the host PC! bus. Bus controller 
J OJ 0 includes a slave (target) unit J OJJ and a master unit 
J OJ6. Both slave unit J OJJ and master unit J OJ6 each include 
two first in first out (FIFO) buffers, which are preferably 
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asynchronous with respect to each other since the input and 
output of the two FIFOs in the master unit J OJ6 as well as the 
two FIFOs in the slave unit J OJJ are clocked by different 
clocks, namely the PC! clock and the PCK. Additionally, slave 
unit J011 includes encoder J022 and decoder J023, while 
master unit 10J6 includes encoder 1027 and decoder J028. 
The FIFOs J OJ2, J OJ3, J OJ7 and J OJ8 manage data transfers 
between the host PC! bus and the XPBus, which in the 
embodiment shown in FIG. J 0 operate at 33 MHz and 66 
MHz, respectively. PC! address/data (AD) from the host PC! 
bus is entered into FIFOs 10J2 and J OJ7 before they are 
encoded by encoders J022 and J023. Encoders 1022 and 

16 
Transmitter J 030 receives multiplexed parallel address/ 

data (AID) bits and control bits from translator J 020 on the 
AD[3J::O] out and the CNTL out lines, respectively. Trans
mitter J 030 also receives a clock signal from PLL J 050. PLL 
J 050 takes a reference input clock and generates PCK that 
drives the XPBus. PCK is asynchronous with the PC! clock 
signal and operates at 66 MHz, twice the speed of the PC! 
clock of 33 MHz. The higher speed is intended to accommo
date at least some possible increases in the operating speed of 

10 future PC! buses. As a result of the higher speed, the XPBus 
may be used to interface two PC! or PCI-like buses operating 
at 66 MHz rather than 33 MHz or having 64 rather than 32 
multiplexed address/data lines. J 023 format the PC! address/ data bits to a form more suitable 

for parallel to serial conversion prior to transmittal on the 
15 

XPBus. Similarly, address and data information from the 
receivers is decoded by decoders 1023 and J028 to a form 
more suitable for transmission on the host PC! bus. Thereaf-

The multiplexed parallel AID bits and some control bits 
input to transmitter J030 are serialized by parallel to serial 
converters J 032 of transmitter J 030 into J 0 bit packets. These 
bit packets are then output on data lines PDO to PD3 of the 
XPBus. Other control bits are serialized by parallel to serial ter the decoded data and address information is passed 

through FIFOs J OJ3 and J OJ8 prior to being transferred to 
the host PC! bus. FIFOs JOJ2, 1013, J017 and 10J8, allow 
bus controller J OJ 0 to handle posted and delayed PC! trans
actions and to provide deep buffering to store PC! transac
tions. 

Bus controller J OJ 0 also comprises slave read/write con
trol (RDIWR Cntl) J OJ4 and master read/write control (RDI 
WR Cntl) J OJ5. RDIWR controls J OJ4 and J OJ5 are involved 
in the transfer ofPCI control signals between bus controller 
J 010 and the host PC! bus. 

Bus controller J OJ 0 is coupled to translator J 020. Trans
lator J020 comprises encoders J022 and J027, decoders 
J 023 and J 028, control decoder & separate data path unit 
J 024 and control encoder & merge data path unit 1025. As 
discussed above encoders J 022 and J 027 are part of slave 
data unit 1011 and master data unit J OJ6, respectively, 
receive PC! address and data information from FIFOs J OJ2 
and 10J7, respectively, and encode the PC! address and data 
information into a form more suitable for parallel to serial 
conversion prior to transmittal on the XPBus. Similarly, 
decoders 1023 and J 028 are part of slave data unit J 011 and 
master data unit J OJ6, respectively, and format address and 
data information from receiver J 040 into a form more suit
able for transmission on the host PC! bus. Control encoder & 
merge data path unit J025 receives PC! control signals from 
the slave RDIWR controlJOJ4 and master RDIWR control 
J OJ5. Additionally, control encoder & merge data path unit 
J 025 receives control signals from CPU CNTL & GPIO latch/ 
driver J 090, which is coupled to the CPU and north bridge 
(not shown in FIG. J 0). Control encoder & merge data path 
unit J 025 encodes PC! control signals as well as CPU control 
signals and north bridge signals into control bits, merges 
these encoded control bits and transmits the merged control 
bits to transmitter J 030, which then transmits the control bits 
on the data lines PDO to PD3 and control line PCN of the 
XPBus. Examples of control signals include PC! control sig
nals and CPU control signals. A specific example of a control 
signal is FRAME# used in PC! buses. A control bit, on the 
other hand is a data bit that represents a control signal. 
Control decoder & separate data path unit J 024 receives 
control bits from receiver J 040 which receives control bits on 
data lines PDRO to PDR3 and control line PCNR of the 
XPBus. Control decoder & separate data path unit J024 
separates the control bits it receives from receiver J 040 into 
PC! control signals, CPU control signals and north bridge 
signals, and decodes the control bits into PC! control signals, 
CPU control signals, and north bridge signals all of which 
meet the relevant timing constraints. 

20 converter J 033 into J 0 bit packets and send out on control line 
PCN of the XPBus. 

The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
PCNR, and the video data and clock lines, VPD and VPCK, 
are not limited to being LVDS lines, as they may be other 

25 forms ofbit based lines. For example, in another embodiment, 
the XPBus lines may be IEEE J394 lines. 

It is to be noted that although each of the lines PCK, PDO 
to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
VP Dis referred to as a line, in the singular rather than plural, 

30 each such line may contain more than one physical line. For 
example, in the embodiment shown in FIG. JJ, each of lines 
PCK, PDO to PD3 and PCN includes two physical lines 
between each driver and its corresponding receiver. The term 
line, when not directly preceded by the terms physical or 

35 conductive, is herein used interchangeably with a signal or bit 
channel which may consist of one or more physical lines for 
transmitting a signal. In the case of non-differential signal 
lines, generally only one physical line is used to transmit one 
signal. However, in the case of differential signal lines, a pair 

40 of physical lines is used to transmit one signal. For example, 
a bit line or bit channel in an LVDS or IEEE J3 94 interface 
consists of a pair of physical lines which together transmit a 
signal. 

A bit based line (i.e., a bit line) is a line for transmitting 
45 serial bits. Bit based lines typically transmit bit packets and 

use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE J394 line, and a Universal 
Serial Bus (USB) line. 

FIG. J2 is a detailed block diagram of one embodiment of 
50 the PIC of the present invention. PIC J200 is nearly identical 

to HIC 600 in its function, except that HIC 600 interfaces the 
host PC! bus to the XPBus while PIC J200 interfaces the 
secondary PC! bus to the XPBus. Similarly, the components 
in PIC J200 serve the same function as their corresponding 

55 components in HIC 600. Reference numbers for components 
in PIC J200 have been selected such that a component in PIC 
J200 and its corresponding component in HIC 600 have 
reference numbers that differ by 500 and have the same two 
least significant digits. Thus for example, the bus controller in 

60 PIC J200 is referenced as bus controller J2J 0 while the bus 
controller in HIC 600 is referenced as bus controller 6J 0. As 
many of the elements in PIC J200 serve the same functions as 
those served by their corresponding elements in HIC 600 and 
as the functions of the corresponding elements in HIC 600 

65 have been described in detail above, the function of elements 
of PIC J200 having corresponding elements in HIC 600 will 
not be further described herein. Reference may be made to the 
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above description of FIG. 6 for an understanding of the 
functions of the elements of PIC 1200 having corresponding 
elements in HIC 600. 

18 
upon the embodiment, the functionality can be implemented 
in a number of different ways without departing from the 
spirit and scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. 

While the above is a full description of the specific embodi
ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 

As suggested above, there are also differences between HIC 
600 and PIC 1200. Some of the differences between HIC 600 
and PIC 1100 include the following. First, receiver 1240 in 
PIC 1200, unlike receiver 640 in HIC 600, does not contain a 
synchronization unit. As mentioned above, the synchroniza
tion unit in HIC 600 synchronizes the PCKR clock to the PCK 
clock locally generated by PLL 650. PIC 1100 does not 
locally generate a PCK clock and therefore, it does not have 

10 the present invention which is defined by the appended 
claims. 

a locally generated PCK clock with which to synchronize the 
PCK clock signal that it receives from HIC 600. Another 
difference between PIC 1200 and HIC 600 is the fact that PIC 
1200 contains a video parallel to serial converter 1289 15 

whereas HIC 600 contains a video serial to parallel converter 
680. Video parallel to serial converter 12 89 receives 16 bit 
parallel video capture data and video control signals on the 
Video Port Data [0::15] and Video Port Control lines, respec
tively, from the video capture circuit (not shown in FIG. 12) 20 

and converts them to a serial video data stream that is trans
mitted on the VPD line to the HIC. The video capture circuit 
may be any type of video capture circuit that outputs a 16 bit 
parallel video capture data and video control signals. 
Another difference lies in the fact that PIC 1200, unlike HIC 25 

600, contains a clock doubler 1282 to double the video clock 
rate of the video clock signal that it receives. The doubled 
video clock rate is fed into video parallel to serial converter 
12 82 through buffer 12 83 and is sent to serial to parallel 
converter 680 through buffer 12 84. Additionally, reset control 30 

unit 1235 in PIC 1200 receives a reset signal from the CPU 
CNTL & GPIO latch/driver unit 1190 and transmits the reset 
signal on the RESET# line to the HIC 600 whereas reset 
control unit 645 of HIC 600 receives the reset signal and 
forwards it to its CPU CNTL & GPIO latch/driver unit 690 35 

because, in the above embodiment, the reset signal RESET# is 
unidirectionally sent from the PIC 1200 to the HIC 600. 

What is claimed is: 
[1. A security protection method for a computer module, 

said method comprising: 
inserting the computer module into a console; 
initiating a security program in said module to read a secu

rity identification of said console and to read a security 
identification of said computer module; 

determining of a predetermined security status based upon 
a relationship of said console identification and said 
computer module identification; 

selecting said predetermined security status; and 
operating said computer module based upon said security 

status.] 
[2. The method of claim 1 wherein said predetermined 

security status disables a network access to the computer 
module.] 

[3. The method of claim 1 wherein said predetermined 
security status disables a secondary storage of information 
from said computer module to substantially prevent informa
tion to be transferred from a memory of the computer module 
to said secondary storage.] 

[ 4. The method of claim 1 wherein said security program is 
provided in a system BIOS.] 

[5. The method of claim 1 wherein said step of initiating 
reads said security identification of said computer module 
from a flash memory device.] 

The XPBus which includes lines PCK, PDO to PD3, PCN, 
PCKR, P DRO toP DR3, and PCNR, has two sets of unidirec
tional lines transmitting clock signals and bits in opposite 
directions. The first set of unidirectional lines includes PCK, 

[6. The method of claim 1 wherein said step of initiating 
reads said security identification of said console from a flash 

40 memory device.] 
[7. The method of claim 1 wherein said console is selected 

from a desktop home computing device, an office desktop 
computing device, a mobile computing device, a television 
sot-top computing device, and a co-worker's computing 

45 device.] 

P DO toP D3, and PCN. The second set of unidirectional lines 
includes PCKR, PDRO to PDR3, and PCNR. Each of these 
unidirectional set of lines is a point-to-point bus with a fixed 
transmitter and receiver, or in other words a fixed master and 
slave bus. For the first set of unidirectional lines, the HIC is a 
fixed transmitter/master whereas the PIC is a fixed receiver/ 
slave. For the second set of unidirectional lines, the PIC is a 
fixed transmitter/master whereas the HIC is a fixed receiver/ 
slave. The LVDS lines ofXPBus, a cable friendly and remote 50 

system I/0 bus, transmit fixed length data packets within a 
clock cycle. 

In the embodiment shown in FIG. 9, HIC 919 is coupled to 
an integrated unit 921 that includes a CPU, a cache and a 
north bridge. In another embodiment, such as that shown in 55 

FIG. 13, the CPU 1305 and north bridge 1310 are separate 
rather than integrated units. In yet another embodiment, such 
as that shown in FIG. 14, the HIC and PIC are integrated with 
the north and south bridges, respectively, such that integrated 
HIC and north bridge unit 1405 includes an HIC and a north 60 

bridge, while integrated PIC and south bridge unit 1410 
includes a PIC and a south bridge. 

Although the functionality above has been generally 
described in terms of a specific sequence of steps, other steps 
can also be used. Here, the steps can be implemented in a 65 

combination of hardware, firmware, and software. Either of 
these can be further combined or even separated. Depending 

[8. A system for secured information transactions, the sys
tem comprising: 

a console comprising a peripheral controller housed in the 
console; 

a user identification input device coupled to the peripheral 
controller, the user identification input device being pro
vided for user identification data; and 

an attached computer module coupled to the console, the 
attached computer module comprising a security 
memory device stored with the user identification data.] 

[9. The system of claim 8 wherein the user identification 
input device is a finger print reader.] 

[10. The system of claim 8 wherein the user identification 
input device is a voice processing device.] 

[11. A method for operating a module computer into one of 
a plurality of network systems, the method comprising: 

providing a computer module, the module comprising a 
connection program; 

inserting the computer module into a computer console, the 
computer console having access to a network; 

receiving connection information from the computer con
sole; 
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configuring the connection program to adapt to the con
nection information; and 

establish a connection between the computer module and a 
server coupled to the network.] 

[12. The method of claim 11 wherein the connection infor
mation comprises a connection protocol for providing the 
connection.] 

[13. The method of claim 12 wherein the connection pro
tocol is selected from TCP/IP, or mobile IP.] 

14. A system for secured information transactions, the 10 

system comprising: 
a console comprising a network controller housed in the 

console; 
a user identification input device coupled to the network 

15 
controller; and 

an attached computer module coupled to the console, the 
attached computer module comprising 
a central processing unit, 
a device stored with a user identification data, 
a security program providing password protection for 

access to the computer module based on the user 
identification data, 

20 

20 
23. The system of claim 16 wherein the network controller 

comprises an Ethernet controller. 
24. A method comprising: 
providing a computer module, the module comprising 

a central processing unit, 
a connection program, 
an integrated interface controller and bridge unit to 

output an encoded serial bit stream of address and 
data bits of Peripheral Component Interconnect 
(PC!) bus transaction, the integrated interface con
troller and bridge unit coupled to the central process-
ing unit without any intervening PC! bus, and 

a low voltage differential signal channel coupled to the 
integrated interface controller and bridge unit to con
vey the encoded serial bit stream ofPCI bus transac
tion; 

inserting the computer module into a computer console, 
the computer console having access to a network; 

receiving connection information from the computer con
sole; 

configuring the connection program to adapt to the con
nection information; and 

establishing a connection between the computer module 
and a server coupled to the network, 

wherein the low voltage differential signal channel further 
comprises two sets of unidirectional serial bit channels 
which transmit data in opposite directions. 

an integrated interface controller and bridge unit to 
communicate an encoded serial bit stream of address 25 

and data bits of Peripheral Component Interconnect 
(PC!) bus transaction, the integrated interface con
troller and bridge unit directly coupled to the central 
processing unit, and 

25. The method of claim 24 wherein the connection 
between the computer module and the server comprises an 

30 Ethernet connection. a low voltage differential signal channel coupled to the 
integrated interface controller and bridge unit to con
vey the encoded serial bit stream ofPCI bus transac
tion, 

wherein the low voltage differential signal channel com
prises two sets of unidirectional serial bit channels 35 

which transmit data in opposite directions. 
15. The system of claim 14 wherein the encoded serial bit 

stream comprises 10 bit packets. 
16. The system of claim 14 wherein the integrated interface 

controller and bridge unit is coupled to the central processing 40 

unit without any intervening PC! bus. 
17. The system of claim 16 wherein the integrated interface 

controller and bridge unit comprises a north bridge and an 
interface controller integrated with the north bridge, and the 
low voltage differential signal channel extends from the inter- 45 

face controller to convey the encoded serial bit stream ofPCI 
bus transaction. 

18. The system of claim 16 further comprising a peripheral 
component coupled to the central processing unit through the 
low voltage differential signal channel. 

19. The system of claim 16 wherein the attached computer 
module further comprises a main memory coupled to the 
central processing unit through the integrated interface con
troller and bridge unit. 

50 

20. The system of claim 16 wherein the integrated interface 55 

controller and bridge unit is configured to output encoded 
PC! address and data bits in serial form that are conveyed 
over the low voltage differential signal channel. 

21. The system of claim 16 wherein the encoded serial bit 
stream ofPCI bus transaction comprises information to per- 60 

mit decoding to create a PC! bus transaction across the low 
voltage differential signal channel. 

22. The system of claim 16 wherein the low voltage differ
ential signal channel comprises a first plurality of unidirec
tional, differential signal pairs to convey data in a first direc- 65 

tion and a second plurality of unidirectional, differential 
signal pairs to convey data in a second, opposite direction. 

26. The method of claim 24 wherein the connection proto
col is TCPIIP. 

2 7. The method of claim 24 further comprising conveying, 
over the low voltage differential signal channel, the encoded 
serial bit stream of PC! bus transaction as 10 bit packets. 

2 8. The method of claim 2 7 wherein conveying the encoded 
serial bit stream ofPCI bus transaction comprises conveying 
information to permit decoding to create a PC! bus transac
tion across the low voltage differential signal channel. 

29. A system of connecting a computer module to a net
work, the system comprising: 

a console having access to a network; 
a computer module inserted into the console and powered 

by the console, the computer module comprising 
a central processing unit, 
a peripheral bridge coupled to the central processing 

unit without any intervening Peripheral Component 
Interconnect (PC!) bus, the peripheral bridge com
prising an interface controller to communicate an 
encoded serial bit stream of address and data bits of 
PC! bus transaction, 

a low voltage differential signal channel extending from 
the interface controller to convey the encoded serial 
bit stream ofPCI bus transaction, and 

a connection program receiving connection information 
from the console, configuring the connection program 
to adapt to the connection information, and establish
ing a connection between the computer module and a 
server coupled to the network, 

wherein the low voltage differential signal channel com
prises two sets of unidirectional serial bit channels 
which transmit data in opposite directions. 

30. The system of claim 29 wherein the encoded serial bit 
stream comprises 10 bit packets. 

31. The system of claim 29 wherein the interface controller 
is integrated with the peripheral bridge as a single integrated 
unit. 
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32. The system of claim 31 wherein the peripheral bridge 
comprises a north bridge. 

33. The system of claim 32 further comprising a south 
bridge coupled to the north bridge through the low voltage 
differential signal channel. 

34. The system of claim 31 wherein the interface controller 
is coupled to the central processing unit without any inter
vening PC! bus. 

35. The system of claim 31 wherein each of the unidirec
tional serial bit channels corresponds to a point-to-point link. 10 

36. A system for secured information transactions, the 
system comprising: 

a console comprising a network communication controller 
housed in the console; 

a user identification input device coupled to the console, 
the user identification input device being provided for 
user identification data; and 

an attached computer module coupled to the console, the 
attached computer module comprising 
a central processing unit, 
a security program, 

15 

20 

22 
a user identification input device coupled to the console, 

the user identification input device being provided for 
user identification data; and 

an attached computer module that inserts into the console 
in a ''plug and play" operation, the attached computer 
module comprising 
a security program providing password protection for 

data content within said attached computer module, 
a security memory device stored with the user identifi

cation data, and 
an interface controller coupled to the console through 

serial bit based lines; 
wherein the interface controller transfers data between the 

computer module and the console in Universal Serial 
Bus (USB) protocol. 

45. The system of claim 44 wherein said attached computer 
module inserts into the console and is powered by the console 
to form a functional computer. 

46. The system of claim 44 wherein the attached computer 
module has a tamper resistant enclosure. 

47. The system of claim 44 wherein the security memory 
device comprises of flash memory. a peripheral bridge directly coupled to the central pro

cessing unit, the peripheral bridge comprising an 
interface controller, the peripheral bridge and the 
interface controller configured as a single integrated 
unit, and 

48. The system of claim 44 wherein the console further 
25 comprises an integrated interface controller and bridge unit 

to transmit and receive encoded serial bits ofPCI bus trans
action over the LVDS channel. 

a low voltage differential signal channel that comprises 
two sets of unidirectional serial bit channels in oppo
site directions which transmit data in 10 bit packets, 30 

the low voltage differential signal channel coupled to 
the interface controller; 

wherein said security program receives the user identifi
cation data from the console, determines a predeter
mined security status, and operating said computer 35 

module based upon said security status. 
37. The system of claim 36 wherein the data packets com

prise an encoded bit stream of address and data bits of 
Peripheral Component Interconnect (PC!) bus transaction. 

38. The system of claim 3 7 wherein the interface controller 40 

is configured to transmit and receive encoded PC! address 
and data bits over the low voltage differential signal channel. 

39. The system of claim 38 wherein the interface controller 
is coupled to the central processing unit without any inter
vening PC! bus. 

40. The system of claim 38 wherein the peripheral bridge 
comprises a north bridge. 

41. The system of claim 40 further comprising a south 
bridge coupled to the north bridge. 

45 

42. The system of claim 41 wherein the south bridge is 50 

coupled to the north bridge through the low voltage differen
tial signal channel. 

43. The system of claim 38 wherein the low voltage differ
ential signal channel comprises two sets of unidirectional, 
multiple serial bit channels to convey data in opposite direc- 55 

tions, and each of the unidirectional, multiple serial bit chan
nels corresponds to a point-to-point link. 

44. A system for secured information transactions, the 
system comprising: 

a computer console comprising 
a network communication controller housed in the con

sole, 

60 

a low voltage differential signal (LVDS) channel com
prising two sets of multiple unidirectional serial 
channels that transmit encoded address and data bits 65 

of Peripheral Component Interconnect (PC!) bus 
transaction in opposite directions, and 

4 9. The system of claim 48 wherein the encoded serial bits 
ofPCI bus transaction comprise information to permit decod
ing to create a PC! bus transaction. 

50. A system for secured information transactions, the 
system comprising: 

a console comprising a network communication controller 
housed in the console; 

a user input device coupled to the console, the user input 
device being provided for user identification data; and 

an attached computer module inserted into the console, the 
attached computer module comprising 
a central processing unit, 
a peripheral bridge directly coupled to the central pro

cessing unit without any intervening Peripheral Com
ponent Interconnect (PC!) bus, the peripheral bridge 
comprising an integrated interface controller to com
municate an encoded serial bit stream of address and 
data bits of PC! bus transaction, 

a low voltage differential signal channel extending from 
the integrated interface controller to convey the 
encoded serial bit stream ofPCI bus transaction, and 

a mass storage unit storing a security program and user 
identification data; 

wherein the security program receives the user identifica
tion data from the input device, matches the stored user 
identification data and permits external access to the 
computer module, 

wherein the low voltage differential signal channel com
prises two sets of unidirectional serial bit channels 
which transmit data in opposite directions, and each of 
the unidirectional serial bit channels corresponds to a 
point-to-point link 

51. The system of claim 50 wherein the security program 
further determines a predetermined security status, and con
trols different levels of access privilege to said attached com
puter module. 

52. The system of claim 50 wherein the encoded serial bit 
stream comprises 10 bit packets. 

53. The system of claim 50 wherein the peripheral bridge 
comprises a north bridge. 
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54. The system of claim 50 wherein the integrated interface 
controller is coupled to the central processing unit without 
any intervening PC! bus, and the integrated interface con
troller is configured to output encoded address and data bits 
of PC! bus transaction in serial form that are conveyed over 
the low voltage differential signal channel. 

24 
an attached computer module coupled to the console, the 

attached computer module comprising 
a security memory device stored with the user identifi

cation data, 
a central processing unit, 

55. The system of claim 50 wherein the low voltage differ
ential signal channel comprises a first plurality of unidirec
tional, differential signal pairs to convey data in a first direc
tion and a second plurality of unidirectional, differential 10 

signal pairs to convey data in a second, opposite direction. 

an integrated interface controller and bridge unit to 
communicate an encoded serial stream of address 
and data bits of Peripheral Component Interconnect 
(PC!) bus transaction as 10 bit packets, the integrated 
interface controller and bridge unit directly coupled 
to the central processing unit, and 

a low voltage differential signal channel coupled to the 
56. A system comprising: 
a console housing a network controller and a low voltage 

differential signal serial channel for communicating 
encoded address and data bits of Peripheral Component 

15 

Interconnect (PC!) bus transaction; 

integrated interface controller and bridge unit to con
vey the encoded serial stream ofPCI bus transaction, 
the low voltage differential signal channel comprising 
two sets of unidirectional serial bit channels which 
transmit data in opposite directions. 

a user identification input device coupled to the console; 
and 

an attached computer module coupled to the console, the 
attached computer module comprising 
a device stored with a user identification data, 
a security program providing protection for access to the 

computer module based on the user identification 
data, and 

an interface controller coupled to the console for com
municating data in a serial bit stream 

wherein the low voltage differential signaz' serial channel 
further comprises two sets of unidirectional serial bit 
channels which transmit data in opposite directions. 

57. The system of claim 56 wherein the encoded address 
and data bits of PC! bus transaction comprise 10 bit data 
packets. 

61. The system of claim 60 wherein the integrated interface 
controller and bridge unit is coupled to the central processing 

20 unit without any intervening PC! bus. 
62. The system of claim 61 wherein the integrated interface 

~ontroller and bridge unit comprises a north bridge and an 
znterface controller integrated with the north bridge, and the 
low voltage differential signal channel extends from the inter-

25 face controller to convey the encoded serial stream ofPCI bus 
transaction. 

63. The system of claim 61 wherein the attached computer 
module further comprises a main memory coupled to the 
central processing unit through the integrated interface con-

30 troller and bridge unit. 
64. The system of claim 61 wherein the integrated interface 

controller and bridge unit is configured to output encoded 
PC! address and data bits in serial form that are conveyed 
over the low voltage differential signal channel. 

58. The system of claim 56 wherein the computer module 
further comprises a flash memory mass storage device. 

59. The system of claim 56 wherein the serial bit stream 
35 

transmits data packets in Universal Serial Bus (USB) proto
col. 

65. The system of claim 61 wherein the encoded serial 
stream ofPCI bus transaction comprises information to per
mit decoding to create a PC! bus transaction across the low 
voltage differential signal channel. 

60. A system for secured information transactions, the 
system comprising: 

a console comprising a peripheral controller housed in the 
console; 

a user identification input device coupled to the peripheral 
c~ntroller, the user identification input device being pro
vzdedfor user identification data; and 

~6. TJ:e system of claim 61 wherein the low voltage differ-
40 entzal szgnal channel comprises a first plurality of unidirec

t~onal, differential signal pairs to convey data in a first direc
tzon and a second plurality of unidirectional, differential 
signal pairs to convey data in a second, opposite direction. 

* * * * * 
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Pin No. Symbol Signal Standard 
P2 PDRO+ LVDS 
P3 PDRO ·· LVDS 
P5 PDR1+ LVDS 
P6 PDR1 - LVDS 
P8 PDR2+ LVDS "pg ··-----------------------

PDR2- LVDS 
P11 PCKR+ LVDS 
P12 PCKR- LVDS 

W••••••••w••••~ 

P15 PDR3+ LVDS 
Pi6 PDR3- LVDS 
P18 PCNR+ LVDS -
P19 PCNR- LVDS 
P24 PDO + LVDS ... -·-~·· 

P25 PDO - LVDS 
P27 PD1+ LVDS 
P28 PD1 - LVDS 
P30 PD2+ LVDS 
P31 PD2 - LVDS -
P33 PCK+ LVDS 
P34 PCK - LVDS 
P37 PD3 + LVDS 
P38 PD3 - LVDS 
P40 PCN + LVDS 
P41 PCN- LVDS 
P13 Confiq 0 Static 3.3v orGND 
P35 Confiq 1 Static 3.3v or GND 
P1 P4 P7 P10 
P14 PH P23 P26 
f-'?_~)_E_~?,_E~§,_E_~-~--- GND -------------------- GND -------------------------------- ------------------

FIG. 21 

Description 
Peripheral data reverse 0 + 
Peripheral data reverse 0 -
Peripheral data reverse 1 + 
Peripheral data reverse 1 -
Peripheral data reverse 2 + 
Peripheral data reverse 2 -
Peripheral clock reverse + 

I Peripheral dock reverse -
Peripheral data reverse 3 + 

! Peripheral data reverse 3 -
Peripheral control reverse + 
Peripheral control reverse -

Periphera! data 0 + 
Peripheral data 0 -
Peripheral data 1 + 
Peripheral data 1 -
Peripheral data 2 + 
Peripheral data 2 -

Peripheral clock + 
Peripheral clock -

Peripheral data 3 + 
Peripheral data 3 -
Peripheral control + 
Peripheral Control -

Confiouration bit 0 
Contiouration bit 1 

Ground . 
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Pin No. Symbol Signal 
V2 Red Video AnaloQ 
V4 Green Video Analoq 
V6 Blue Video Analog 
VS HSYNC 
V9 VSYNC 
V11 DDC2 SCL 
V12 DDC2 SDA 

~~------

V14 TV-CV/CNTL 0 
V15 SV Y/CNTL 1 
V16 SV C/CNTL 2 
V24 DO+ TMDS 
V25 DO - TMDS 
V27 CL.K + TMDS --
V28 CLK- TMDS 
V30 01 + TMDS 
V31 01 - TMDS ------
V33 02 + TMDS 
V34 02 - TMDS 
V37 VPCK+ LVOS 
V38 VPCK- lVDS 
V40 VPD+ lVDS 
V41 VPD- LVOS 
V13 Confia 2 
V35 Config 3 
V1,V3,V5,V7, GND 
V10,V23.V26, 
V29,V32.V36, 
V39,V42,V43, 
V44 

Standard Description 
VIdeo 
Video 
Video : 

Horizontal Sync 
Vertical Sync 

VESA DOC std 2 DOC Clock 
VESA DOC std 2 DOC Data 

~----------------------

TV Composite V:deo 
Super Video SV Lurninance or Control 1 
Super Vide9 SV Chrominance or Control 2 
VESAP & D Data 0 + 
VESAP & D Data 0 ·· 
VESAP & D Clock+ 
VESAP& D Ciock -
VESAP& D Data 1 + 
VESAP& D Data 1 ------------
VESAP & D Data 2 + 
VESAP & D Data 2 -

Video Port Pixel Clock + 
Video Port Pixel Clock -
Video Port Pixel Data + 
Video Port Pixel Data -

3.3v or GND Confiquration bit 2 
3.3v or GND ConfiQuration bit 3 

GND Ground 
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I 
! 

FIG. 22 

~ 
00 
• 
~ 
~ 
~ 
~ = ~ 

~ 
~ 
N 

~-....l 

N 
0 .... 
(.H 

rFJ 

=('D 
('D ..... 
N 
N 
0 ..... 
N 
.j;o. 

d 
rJl 

~ 
~ 
~ 

~ 
0'1 
00 

~ 

Case 6:13-cv-00641   Document 1-10   Filed 09/09/13   Page 25 of 40 PageID #:  452



U.S. Patent Aug. 27, 2013 Sheet 23 of 24 US RE44,468 E 

Symbol Signal Data Rate Description 
1 PDt1 RTN GN[ 

12 PDO + :=ivnr:h To PCK _J_Q_;s__(j_Ock rate Cnmouter to Perioheral LVD" Data 0 + 
3 PDO - Comouter to PeriPheral LVDS Data 0 
4 PD1 RTN GND 
5 ____ f::QJ.j- Svnch. To PCK 10 :< clock rate Con1Q_uter to Perl!:2heral LVDS Data i + 
6 PD·J - Com outer to Perioi:erallVDS Data i -
7 PD2 .BitL. ___ GND ' 
8 PD2+ Svnd1 ToPCK 10 :< clock rate Computer lo Peooheral LVDS Data 2 + 
9 PD2 - ___ Q_Q.l1J.QJ!!.!2I lo Perl!:2heral LVDS Data 2 -
"10 PD3 RTN GND 
n PD3+ Svnct1. To PCK 1 0 x clock rate Coll]_Q_uler to Perioheral LVOS Data 3 + 
·:2 PD3 - Computer JQ.PeriQtleral L\fDS Data 3 -
'i3 PCK RTN GND 
14 PCK+ Clock Clock rate Compuier io Peripheral LVDS Clock+ 
15 PCK Computer !o Peripheral LVDS Clock -

PCN RTN---- -----------
GND 16 

i7 --------------T'cr·:r~:---- Synch. To PCK 1 0 >< deck mte Com!)u!er to PeriQ.heral LVDS Control+ 
18 PCN Computer lo Periot1eral LVDS Control -
1"9"" ---- PORO RTN GND 
20 PDRO +-- Synch To PCKR 10 :< clock rate Peript;eral !o Com_Q_uter LVDS Data 0 + 
21 PDRO - Peripheral to Computer LVDS Data 0 -
22 PDR1 .RTN GND 

~ PDR1 + Synch. To PCKR i 0 x clock rate Peripheral to Compul~I:~~~§J?.~~a--r+ 
:24 PDR'1 Peripherai to Computer LVDS Data 1 
:25 PDR2 RTN GND 
26 PDR2 + Synch. To PCKR 10 x clock rate Peripheral to Computer LVDS DataT+ 
2'1 PDR2 Peripheral to Computer LVDS Data 2 
28 PDR3 RTN GND 
29 PDR3 + Synch To PCK.R."-- ---------1-Cl x clock rate Peripheral to Computer LVDS Data 3 + 
30 PDR3 : Peripheral to Computer l.VDS Data 3 -

~--------------------- ~--~ 

31 PCI<R RTN GND 
32 PGKR+ Reverse Dir Clock 

........... ~ 
Clock rate Peripheral to Computer LVD:S Clock+ 

~n PCKR -
.......................................... _______ 

Peripheral to vomputer LVDS Clock -
l34 PCNR RTN GND 
13~ PCNR + -~:t~!~_f:l_,)Q __ t'_~_IS!:L _________ l[\_~_[Qf,~ rate 1-'enpheral to computer L\/IJ;.)t:;ontrol+ 
136 PCNR " Peripheral to Computer LVDS Control .. 
37 RESET# Asynchronous Reset 

FIG. 23 
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ID bits lPO P1 P2 P3 
xxoo 
XX10 
0001 
1001 
0101 
1 1 0 1 ment without PCI resoonse 
0011 Reserved 
1 0 11 Reserved 
0 111 In itiaUzation 
1 1 1 1 NOOP 

FIG. 24 
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DATA SECURITY METHOD AND DEVICE 
FOR COMPUTER MODULES 

Matter enclosed in heavy brackets [ ] appears in the 
original patent but forms no part of this reissue specifica
tion; matter printed in italics indicates the additions 
made by reissue. 

2 
computer. The mouse also has a sufficient size and shape to 
easily move a cursor on the display from one location to 
another location. 

Other types of computing devices include portable com
puting devices such as "laptop" computers and the like. 
Although somewhat successful, laptop computers have many 
limitations. These computing devices have expensive display 
technology. In fact, these devices often have a smaller flat 
panel display that has poor viewing characteristics. Addition-

10 ally, these devices also have poor input devices such as 
smaller keyboards and the like. Furthermore, these devices 
have limited common platforms to transfer information to and 
from these devices and other devices such as PCs. 

Notice: More than one reissue application has been filed 
for the reissue of U.S. Pat. No. 6,643, 777. The reissue appli
cations are U.S. application Ser. No. 11/056,604 (a parent 
reissue application), Ser. No. 111545,056 (which is a reissue 
continuation of the parent reissue application), Ser. No. 15 

12/561,138 (which is a reissue continuation of the parent 
reissue application), Ser. No. 13/294,108 (which is a reissue 
continuation of U.S. application Ser. No. 12/561,138), and 
Ser. No. 13/562,210 (the present application, which is a reis-

20 
sue continuation ofU.S. application Ser. No. 13/294,108). 

This application is a reissue continuation of U.S. applica
tion Ser. No. 13/294,108, which is a reissue continuation of 
U.S. application Ser. No. 12/561,138, which is a reissue con
tinuation of U.S. application Ser. No. 11/056,604, which is a 25 
reissue of U.S. Pat. No. 6,643, 777, which are incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

Up to now, there has been little common ground between 
these platforms including the PCs and laptops in terms of 
upgrading, ease-of-use, cost, performance, and the like. 
Many differences between these platforms, probably some
what intentional, has benefited computer manufacturers at the 
cost of consumers. A drawback to having two separate com
puters is that the user must often purchase both the desktop 
and laptop to have "total" computing power, where the desk-
top serves as a "regular" computer and the laptop serves as a 
"portable" computer. Purchasing both computers is often 
costly and runs "thousands" of dollars. The user also wastes a 
significant amount of time transferring software and data 
between the two types of computers. For example, the user 
must often couple the portable computer to a local area net
work (i.e., LAN), to a serial port with a modem and then 
manually transfer over files and data between the desktop and 

The present invention relates to computing devices. More 
particularly, the present invention provides a method and 
device for securing a personal computer or set-top box. 
Merely by way of example, the present invention is applied to 
a modular computing environment for desk top computers, 
but it will be recognized that the invention has a much wider 
range of applicability. It can be applied to other portable or 
modular computing applications. 

30 the portable computer. Alternatively, the user often must use 
floppy disks to "zip" up files and programs that exceed the 
storage capacity of conventional floppy disks, and transfer the 
floppy disk data manually. 

Another drawback with the current model of separate por-
35 table and desktop computer is that the user has to spend 

money to buy components and peripherals the are duplicated 
in at least one of these computers. For example, both the 
desktop and portable computers typically include hard disk 
drives, floppy drives, CD-ROMs, computer memory, host Many desktop or personal computers, which are com

monly termed PCs, have been around and used for over ten 
years. The PCs often come with state-of-art microprocessors 
such as the Intel Pentium™ microprocessor chips. They also 
include a hard or fixed disk drive including memory in the 
giga-byte range. Additionally, the PCs often include a random 
access memory integrated circuit device such as a dynamic 45 

random access memory device, which is commonly termed 
DRAM. The DRAM devices now provide up to millions of 
memory cells (i.e., mega-bit) on a single slice of silicon. PCs 
also include a high resolution display such as cathode ray 
tubes or CRTs. In most cases, the CRTs are at least 15 inches 50 

or 17 inches or 19 inches in diameter. High resolution flat 
panel displays are also used with PCs. 

40 processors, graphics accelerators, and the like. Because pro
gram software and supporting programs generally must be 
installed upon both hard drives in order for the user to operate 
programs on the road and in the office, hard disk space is often 
wasted. 

Many external or peripheral devices can be used with the 
PCs. Among others, these peripheral devices include mass 
storage devices such as a Zip TM Drive product sold by Iomega 55 

Corporation of Utah. Other storage devices include external 
hard drives, tape drives, and others. Additional devices 
include communication devices such as a modem, which can 
be used to link the PC to a wide area network of computers 
such as the Internet. Furthermore, the PC can include output 60 

devices such as a printer and other output means. Moreover, 
the PC can include special audio output devices such as 
speakers the like. 

PCs also have easy to use keyboards, mouse input devices, 
and the like. The keyboard is generally configured similar to 65 

a typewriter format. The keyboard also has the length and 
width for easily inputting information by way of keys to the 

One approach to reduce some of these drawbacks has been 
the use of a docking station with a portable computer. Here, 
the user has the portable computer for "on the road" use and 
a docking station that houses the portable computer for office 
use. The docking station typically includes a separate moni
tor, keyboard, mouse, and the like and is generally incompat
ible with other desktop PCs. The docking station is also 
generally not compatible with portable computers of other 
vendors. Another drawback to this approach is that the por
table computer typically has lower performance and func
tionality than a conventional desktop PC. For example, the 
processor of the portable is typically much slower than pro-
cessors in dedicated desktop computers, because of power 
consumption and heat dissipation concerns. As an example, it 
is noted that at the time of drafting of the present application, 
some top-of-the-line desktops include 400 MHz processors, 
whereas top-of-the-line notebook computers include 266 
MHz processors. 

Another drawback to the docking station approach is that 
the typical cost of portable computers with docking stations 
can approach the cost of having a separate portable computer 
and a separate desktop computer. Further, as noted above, 
because different vendors of portable computers have propri-
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etary docking stations, computer users are held captive by 
their investments and must rely upon the particular computer 
vendor for future upgrades, support, and the like. 

To date, most personal computers provide data file security 
through software only. A wide variety of removable storage 
media are available for a personal computer. These removable 
media do not provide any access security protection in hard
ware. Data encryption program often must be used for pro
tection. Such program is cumbersome to handle for the user 
requiring extra cost and time. Data encryption is more com- 10 

manly used for communication over an unprotected network 
or the Internet. Having a large number of frequently used files 
managed by encryption software is not practical. Without 
software security program, any file can be read and copied 
illegally from a hard disk drive on a PC or any removable 15 

media. 
PC architecture generally allows freedom of data flow 

between memory and peripheral devices within the allowed 
memory and I/0 address spaces. In conventional PC archi
tecture, a peripheral bus, i.e. PCI bus, is used to control all 20 

data transactions among peripheral devices. PCI bus allows 
any device to be a bus master and perform data transaction 
with another device. Also when a software program is in 
control, it can move data between any two devices. There is no 
hardware or protocol security mechanism on a standard 25 

peripheral bus such as PCI Bus to detect or block data trans
actions. Operating system may have individual files read or 
write protected. These types of special security feature 
require significant additional user interaction to control. This 
is too cumbersome for a typical user to manage. There is no 30 

mechanism in current PCs to allow access to the primary hard 
disk drive and yet prevent copying of its content. The con
ventional PC is a single machine that does not have a mecha
nism to perform security ID matching in hardware. 

Thus, what is needed are computer systems that provide 35 

improved security features to prevent illegal or unauthorized 
access to information. 

SUMMARY OF THE INVENTION 

4 
identification of the computer module. Based upon a relation
ship of the console identification and the computer module 
identification, a predetermined security status is determined 
from, for example, a look up table or the like. The method then 
selects the predetermined security status, which can be one of 
many. The method then operates the computer module based 
upon the security status. 

In a further alternative embodiment, the present invention 
provides a method for identifying a user for a computer mod
ule. The method includes inserting a computer module into a 
console; and initiating a security program in memory of the 
computer module. The method prompts a plurality of input 
fields corresponding to respective input information on a user 
interface to be provided by a user of the computer module. 
Next, the method inputs the input information into the user 
interface of the computer module. The input information 
includes a user (e.g., owner) name, a user (e.g., owner) pass
word, a business name, a business password, and a location. 

Still further, the present invention provides a system for 
secured information transactions, e.g., data security, elec
tronic commerce, private communications. The system 
includes a console comprising a peripheral controller housed 
in the console. A user identification input device (e.g., key
board, retinal reader, finger print reader, voice recognition 
unit) is coupled to the peripheral controller. The user identi
fication input device is provided for user identification data of 
the user. The system has an attached computer module 
coupled to the console. The attached computer module has a 
security memory device (e.g., flash memory device) stored 
with the user identification data. 

Numerous benefits are achieved using the present inven
tion over previously existing techniques. The present inven
tion provides mechanical and electrical security systems to 
prevent theft or unauthorized use of the computer system in a 
specific embodiment. Additionally, the present invention sub
stantially prevents accidental removal of the ACM from the 
console. In some embodiments, the present invention pre
vents illegal or unauthorized use during transit. The present 
invention is also implemented using conventional technolo-

40 gies that can be provided in the present computer system in an 
easy and efficient marmer. Depending upon the embodiment, 
one or more of these benefits can be available. These and other 
advantages or benefits are described throughout the present 

According to the present invention, a technique including a 
method and device for securing a computer module in a 
computer system is provided. In an exemplary embodiment, 
the present invention provides a security system for an 
attached computer module ("ACM"). In an embodiment, the 45 

ACM inserts into a computer module bay (CMB) within a 
peripheral console to form a functional computer. A security 
program reads an identification number in a security memory 
device to determine a security level of the ACM according to 
one embodiment. 

In a specific embodiment, the present invention provides a 
system for secured information transactions. The system has 

50 

specification and are described more particularly below. 
These and other embodiments of the present invention, as 

well as its advantages and features, are described in more 
detail in conjunction with the text below and attached FIGS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified diagram of a computer system 
according to an embodiment of the present invention; 

FIG. 2 is a simplified diagram of a computer module 
according to an embodiment of the present invention; 

FIG. 3 is a simplified top-view diagram of a computer 
module according to an embodiment of the present invention; 

FIG. 4 is a simplified illustration of security systems 
according to embodiments of the present invention; 

a console (e.g., computer housing) comprising a peripheral 
controller housed in the console; and a security memory 
device (e.g., flash memory device) coupled to the peripheral 55 

controller. The system also has an attached computer module 
(i.e., a removable module with memory and microprocessor) 
coupled to the console. The attached computer module has a 
host interface controller housed within the attached computer 
module to interface to the security memory device through 
the peripheral controller. 

In an alternative embodiment, the present invention pro
vides a security protection method for a computer module. 
The method includes steps or acts of inserting the computer 
module into a console. Once the module has been inserted, the 65 

method initiates a security program in the module to read a 
security identification of the console and to read a security 

FIG. 5 is a simplified diagram of a computer module in a 
60 console according to an embodiment of the present invention; 

FIG. 6 is a simplified diagram of a security method for a 
module according to an embodiment of the present invention; 
and 

FIG. 7 is a simplified diagram of a method according to an 
embodiment of the present invention. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present application. 
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FIG. 9 depicts a peripheral console configuration. 
FIG. 10 is a block diagram of one embodiment of a com

puter system employing the present invention. 
FIG. 11 is a block diagram of an attached computing 

module (ACM). 
FIG. 12 is a block diagram of a peripheral console 

(PCON). 
FIG. 13 is a block diagram of one embodiment of a com

puter system using the interface of the present invention. 
FIG. 14 is a detailed block diagram of one embodiment of 10 

the host interface controller of the present invention. 
FIG. 15 is a detailed block diagram of one embodiment of 

the PIC of the present invention. 

6 
system includes at least a key 11. The key 11 mates with key 
hole 13 in a lock, which provides a mechanical latch 15 in a 
closed position. The mechanical latch, in the closed position, 
mates and interlocks the ACM to the computer module bay. 
The mechanical latch, which also has an open position, allows 
the ACM to be removed from the computer module bay. 
Further details of the mechanical locking system are shown in 
the FIG. below. 

FIG. 2 is a simplified diagram of a computer module 10 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. Some of the reference numerals are similar to the pre-FIG. 16 is a schematic diagram of the signal lines PCK, 

PDO to PD3, and PCN. 
FIG. 17 is a partial block diagram of a computer system 

using the interface of the present invention as a bridge 
between the north and south bridges of the computer system. 

15 vious FIG. for easy reading. The computer module 10 
includes key 11, which is insertable into keyhole 13 of the 
lock. The lock has at least two position, including a latched or 
closed position and an unlatched or open position. The 

FIG. 18 is a partial block diagram of a computer system in 
which the north and south bridges are integrated with the host 20 

and peripheral interface controllers, respectively. 
FIG. 19 shows an attached computer module with Inte

grated CPUINB!Graphics and Integrated HICISB. 
FIG. 20 shows an attached computer module with single 

chip fully integrated: CPU, Cache, Core Logic, Graphics 25 

controller and Interface controller. 
FIGS. 21 and 22 are tables including the pin number, 

symbol, signal, standard and description for the pins on the 
peripheral and video connectors, respectively. 

FIG. 23 is a table showing the symbols, signals, data rate 30 

and description of signals in a first embodiment of the XPBus. 
FIG. 24 is a table showing different types of first nibbles 

and their corresponding data packet types. 

latched position secures the ACM to the computer module 
bay. The unlatched or open position allows the ACM to be 
inserted into or removed from the computer bay module. As 
shown, the ACM also has a slot or opening 14, which allows 
the latch to move into and out of the ACM. The ACM also has 
openings 17 in the backside for an electrical and/or mechani
cal connection to the computer module bay, which is con
nected to the console. 

FIG. 3 is a simplified top-view diagram 10 of a computer 
module for computer system according to an embodiment of 
the present invention. This diagram is merely an illustration 
and should not limit the scope of the claims herein. One of 
ordinary skill in the art would recognize other variations, 
modifications, and alternatives. The layout diagram illus
trates the top-view of the module 10, where the backside 
components (e.g., Host Interface Controller) are depicted in 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

FIG. 1 is a simplified diagram of a computer system 1 
according to an embodiment of the present invention. This 
diagram is merely an illustration and should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The computer system 1 includes an attached computer 
module (i.e., ACM) 10, a desktop console 20, among other 
elements. The computer system is modular and has a variety 
of components that are removable. Some of these compo
nents (or modules) can be used in different computers, work
stations, computerized television sets, and portable or laptop 
units. 

35 dashed lines. The layout diagram has a first portion, which 
includes a central processing unit ("CPU") module 400, and 
a second portion, which includes a hard drive module 420. A 
common printed circuit board 437 houses these modules and 
the like. Among other features, the ACM includes the central 

40 processing unit module 400 with a cache memory 405, which 
is coupled to a north bridge unit 421, and a host interface 
controller 401. The host interface controller includes a lock 
control403. As shown, the CPU module is disposed on a first 
portion of the attached computer module, and couples to 

45 connectors 17. Here, the CPU module is spatially located near 
connector 17. 

In the present embodiment, ACM 10 includes computer 50 

components, as will be described below, including a central 
processing unit ("CPU"), IDE controller, hard disk drive, 
computer memory, and the like. The computer module bay 
(i.e., CMB) 40 is an opening or slot in the desktop console. 
The CMB houses the ACM and provides communication to 55 

and from the ACM. The CMB also provides mechanical pro
tection and support to ACM 10. The CMB has a mechanical 
aligmnent mechanism for mating a portion oftheACM to the 
console. The CMB further has thermal heat dissipation sinks, 
electrical connection mechanisms, and the like. Some details 60 

of the ACM can be found in co-pending U.S. patent applica
tion Ser. Nos. 09/149,882 and 09/149,548 filed Sep. 8, 1998 
commonly assigned, and hereby incorporated by reference 
for all purposes. 

In a preferred embodiment, the present system has a secu- 65 

rity system, which includes a mechanical locking system, an 
electrical locking system, and others. The mechanical locking 

The CPU module can use a suitable microprocessing unit, 
microcontroller, digital signal processor, and the like. In a 
specific embodiment, the CPU module uses, for example, a 
400 MHz Pentium II microprocessor module from Intel Cor
poration and like microprocessors from AMD Corporation, 
Cyrix Corporation (now National Semiconductor Corpora
tion), and others. In other aspects, the microprocessor can be 
one such as the Compaq Computer Corporation Alpha Chip, 
Apple Computer Corporation PowerPC G3 processor, and 
the like. Further, higher speed processors are contemplated in 
other embodiments as technology increases in the future. 

In the CPU module, host interface controller 401 is coupled 
to BIOS/flash memory 405. Additionally, the host interface 
controller is coupled to a clock control logic, a configuration 
signal, and a peripheral bus. The present invention has a host 
interface controller that has lock control403 to provide secu
rity features to the present ACM. Furthermore, the present 
invention uses a flash memory that includes codes to provide 
password protection or other electronic security methods. 

The second portion of the attached computer module has 
the hard drive module 420. Among other elements, the hard 
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drive module includes north bridge 421, graphics accelerator 
423, graphics memory 425, a power controller 427, an IDE 
controller 429, and other components. Adjacent to and in 
parallel alignment with the hard drive module is a personal 
computer interface ("PCI") bus 431, 432. A power regulator 
435 is disposed near the PCI bus. 

In a specific embodiment, north bridge unit 421 often 
couples to a computer memory, to the graphics accelerator 
423, to the IDE controller, and to the host interface controller 
via the PCI bus. Graphics accelerator 423 typically couples to 10 

a graphics memory 423, and other elements. IDE controller 
429 generally supports and provides timing signals necessary 
for the IDE bus. In the present embodiment, the IDE control-
ler is embodied as a 643U2 PCI-to IDE chip from CMD 
Technology, for example. Other types of buses than IDE are 15 

contemplated, for example EIDE, SCSI, USB, and the like in 
alternative embodiments of the present invention. 

The hard drive module or mass storage unit 420 typically 
includes a computer operating system, application software 
program files, data files, and the like. In a specific embodi- 20 

ment, the computer operating system may be the Windows98 
operating system from Microsoft Corporation of Redmond 
Washington. Other operating systems, such as WindowsNT, 
MacOSS, Unix, and the like are also contemplated in alter
native embodiments of the present invention. Further, some 25 

typical application software programs can include Office98 
by Microsoft Corporation, Corel Perfect Suite by Corel, and 
others. Hard disk module 420 includes a hard disk drive. The 
hard disk drive, however, can also be replaced by removable 
hard disk drives, read/write CD ROMs, flash memory, floppy 30 

disk drives, and the like. A small form factor, for example 
2.5", is currently contemplated, however, other form factors, 
such as PC card, and the like are also contemplated. Mass 
storage unit 240 may also support other interfaces than IDE. 

In a specific embodiment, the present invention provides a 35 

file and data protection security system and method for a 
removable computer module or ACM. ACM contains the 
primary hard disk drive (HDD) where the operating system, 
application programs, and data files reside. The security sys
tem is used to prevent illegal access and copying of any file 40 

residing on the HDD inside ACM. An ACM is a self-con
tained computing device that can be armed with security 
software and hardware to protect its owner's private files and 
data. ACM docks with a computer bay in a wide variety of 
peripheral consoles. The combinedACM and peripheral con- 45 

sole function as a personal computer. A computer module 
interface bus connects ACM and peripheral device. In some 
embodiments, allACM data passes through computer module 
interface (CMI) bus to reach any device in the peripheral 
console, i.e. floppy drive, removable media, secondary hard 50 

disk drive, modem, and others. CMI bus data transfer is 
controlled by a pair of interface controllers on either side of 
the bus. This partitioning of a personal computer offer a way 
of protecting against illegal access of data residing within 
ACM by guarding data transaction through the computer 55 

module interface bus. 
In a specific embodiment, a securedACM has an enclosure 

that includes the following components: 
1)ACPU, 
2) Main memory, 60 

3) A primary Hard Disk Drive (HDD), 
4) Operating System, application software, data files on 

primary HDD, 
5) Interface circuitry and connectors to peripheral console, 
6) Flash memory used for storing security code and ID, 65 

7) Data detection and control circuitry to manage data flow 
to peripheral console, 

8 
8) Circuit board connecting the above components, and 

others. 
A peripheral console includes some of the following ele

ments: 
1) Input means, e.g. keyboard and mouse, 
2) Display means, e.g. CRT monitor, or integrated LCD 

display, 
3) Removable storage media subsystem, e.g. Floppy drive, 

CD ROM drive, 
4) Communication device, e.g. LAN or modem, 
5) Computer Module Bay, interface device and connectors 

toACM, 
6) Flash memory with security ID, 
7) Power supply or battery system, and other devices. 
The Computer Module Bay (CMB) is an opening in a 

peripheral console that receives ACM. CMB provides 
mechanical protection and electrical connection to ACM. The 
Computer Module Interface bus is made up of3 bus compo
nents: video bus, peripheral data bus, and power bus. Video 
Bus consists of video output of graphics devices, i.e. analog 
RGB and control signals for monitor, or digital video signals 
to drive flat panel displays. Power bus supplies the power for 
ACM. Peripheral data bus is a high speed, compressed, 
peripheral bridge bus managed by a Host Interface Controller 
in ACM and a peripheral Interface Controller in peripheral 
console. In some embodiments, all peripheral data transac
tion passes through the interface controllers. 

The implementation of the secured ACM generally 
includes the following elements: 

1) A programmable Flash memory controlled by the 
Peripheral Interface Controller containing the security 
ID for the peripheral console, 

2) A programmable Flash memory controlled by the Host 
Interface Controller containing hardware specific secu
rity code and ID for the computer module, 

3) A data detection and control circuitry within Host Inter
face Controller to detect and manage data going out of 
ACM,and 

4) A low level hardware dependent security code to per
form security ID matching, hardware programming to 
manage data flow, 

5) A high-level security program to manage user interface, 
program security ID, program security level, and other 
functions. 

The hardware and software implementation allow more 
flexibility in the level of security protection offered to an 
ACM owner. Some examples of security levels are: 

1) No access-Security IDs do not match according to 
owner's requirement. The Host Interface Controller 
blocks all peripheral data traffic between ACM and 
peripheral console except for keyboard and mouse, 

2) Peripheral Read-only-No files can be written to any 
peripheral devices. All peripheral devices in peripheral 
console are managed as Read-only devices. The primary 
hard disk drive in ACM can be accessed freely, 

3) Limited access--Certain peripheral devices are allowed 
read/write access, i.e. modem, and other devices are 
Read-only, i.e. removable media devices, 

4) Full access-No restriction, and others. 
Upon power up, the low level security code is executed to 

compare security ID between the respective flash memory 
between ACM and peripheral console. Typical security ID 
can include: 

1) User ID 
2) User password 
3) User Access privilege 
4) Business ID 
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5) Business password 
6) Equipment ID 
7) Equipment access privilege, and any other security IDs. 
The user through the security program can activate differ-

ent levels of password protection, which can be stored in a 
look up table. The company through the security program can 
control different levels of access privilege of a user, a business 
group, or equipment. The security code then program the 
security level allowed by the access privilege determined by 
the security ID matching result. For example, if an unidenti- 10 

fied peripheral console is detected upon power up by the low 
level security code, e.g. a home unit, the access privilege can 
set to Peripheral Read-only. With Read-only access privilege 
for all peripheral devices in peripheral console, the data 
detection and control circuitry is programmed to monitor all 15 

data traffic going to the peripheral console. Any memory 
block transfer to peripheral console will be detected and 
blocked. Under this mode, a user can use the computer with 
free access to the primary HD D inACM. Any files can be read 
from other storage media in the peripheral console. But no 20 

files from the primary HDD can be copied to another media. 
The data detection circuitry separately monitors peripheral 

bus operation type and memory address range being 
accessed. A specific address range for memory accesses and 
for I/0 accesses can be programmed for the data detection 25 

circuitry to flag a match. A data blocking circuitry is triggered 
by the detection circuitry when a match occurs, and blank out 
the data that is being sent to the peripheral console. For the 
security system to be effective, a [temper] tamper resistant 
enclosure must be used to prevent removal of the hard disk 30 

drive and the flash memory inside ACM. Further details are 
shown throughout the present specification and more particu
larly below. 

10 
restricted access 305. The user's use of the module 307 can be 
from a variety of consoles and is accessed using security 
identification 319. Here, access privilege is private, which 
allows the user to access private personal information or 
private company information that the user has created. The 
user's access from his office relies upon security identifica
tion 321, which grants access to private information and 
general company information. The co-worker's console can 
also be used with security identification 323, which allows the 
user to access general company information but not private 
information of John Doe, for example. Depending upon the 
console used by the user, the security system can provide 
partial or full access to information on servers via network as 
well as an attached computer module. Information can also be 
limited to read only for certain information sources such as a 
server, a hard drive, a floppy drive, and others. 

In a specific embodiment, the present invention also pro
vides a security feature fortheACM 307. Here, the user of the 
ACM can be granted access to information in the ACM if the 
correct security identification information 319 is provided to 
the combination of ACM and console. Once the correct infor
mation is provided, the user can access the information on the 
hard drive of the ACM, which can be for private use. Other 
levels of access and security can also be provided depending 
upon the application. 

FIG. 5 is a simplified diagram 500 of a computer module in 
a console according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The block diagram 500 includes an attached 
computer module 501 and a peripheral console 503, as well as 
other elements as desired. These elements have a variety of 
features such as those noted above, as well as others. In the 
present diagram, different reference numerals are used to 
show the operation of the present system. 

The block diagram 500 illustrates attached computer mod
ule 501. The module 501 has a central processing unit 502, 
which communicates to a north bridge 541, by way of a CPU 
bus 527. The north bridge couples to main memory 523 via 
memory bus 529. The main memory can be any suitable high 
speed memory device or devices such as dynamic random 
access memory ("DRAM") integrated circuits and others. 
The DRAM includes at least 32 Meg. or 64 Meg. and greater 
of memory, but can also be less depending upon the applica-

FIG. 4 is a simplified illustration of security systems 300 
according to embodiments of the present invention. This 35 

illustration is merely an example, which should not limit the 
scope of the claims herein. One of ordinary skill in the art 
would recognize other variations, modifications, and alterna
tives. The systems show various examples of ways to imple
ment the present invention. Here, a user relies upon certain 40 

consoles to access information. A company's shared portable 
console 325 can access general company information 303. 
Selected security identification information 315 is entered 
into the shared console to access the information via a net
work. The information generally includes owner, owner pass
word, business, business password, console type, location, 
and access privilege information, which is displayed on a user 
display. The owner is generally the user name. Owner pass
word is the user password. The business is the business unit 
name and business password is the business unit password. 
The console type can be portable for laptops, notebooks, and 
the like. Alternatively, the console type can be a desktop. The 
location generally specifies the desktop location or address 
for a networked system. Alternatively, the location can also be 

45 tion. Alternatively, the main memory can be coupled directly 
with the CPU in some embodiments. The north bridge also 
couples to a graphics subsystem 515 via bus 542. The graph
ics subsystem can include a graphics accelerator, graphics 
memory, and other devices. Graphics subsystem transmits a 

a home location. Access privilege can be categorized into 
many different levels. For example, the user can access gen
eral company information, but not information directed to 
other business units. The user can also be limited to access 
his/her private information, which is company related. Many 
other types of information can be restricted or accessed 
depending upon the embodiment. 

Other types of access can be granted depending upon the 
consoles. For example, various consoles include, among oth
ers, a console at a user's home, e.g., "John Doe's," a console 

50 video signal to an interface connector, which couples to a 
display, for example. 

The attached computer module also includes a primary 
hard disk drive 509 that serves as a main memory unit for 
programs and the like. The hard disk can be any suitable drive 

55 that has at least 2 GB and greater. As merely an example, the 
hard disk is a Marathon 2250 (2.25 GB, 2lf2 inch drive) 
product made by Seagate Corporation of Scotts Valley, but 
can be others. The hard disk communicates to the north bridge 
by way of a hard disk drive controller and bus lines 502 and 

60 531. The hard disk drive controller couples to the north bridge 
by way of the host PCI bus 531, which connects bus 537 to the 
north bridge. The hard disk includes computer codes that 
implement a security program according to the present inven-
tion. Details of the security program are provided below. 

in the user's office 329, a console in a co-worker's office 331, 65 

which the user can access. The access from John Doe's home 
The attached computer module also has a flash memory 

device 505 with a BIOS. The flash memory device 505 also 
has codes for a user password that can be stored in the device. console uses security identification 317 and provides 
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The flash memory device generally permits the storage of 
such password without a substantial use of power, even when 
disconnected. As merely an example, the flash memory 
device has at least 512 kilobits or greater of memory, or 1 
megabits or greater of memory. The flash memory device can 
store a security identification number or the like. The flash 
memory device is generally non-volatile and can preserve 
information even when the power is turned off, for example. 
The flash memory generally has at least 128 kilo bits storage 
cells or more. The flash memory can be any product such as a 10 

W29C020 product made by a company called Winbond of 
Taiwan, but can also be others. The flash memory cell and 
user identification will be more fully described below in 
reference to the FIGS. A host interface controller 507 com-

15 
munications to the north bridge via bus 535 and host PCI bus. 
The host interface controller also has a data control511. Host 
interface controller 507 communicates to the console using 
bus 513, which couples to connection 515. 

Peripheral console 503 includes a variety of elements to 20 

interface to the module 501, display 551, and network 553. 
The console forms around south bridge 571, which couples to 
bus 563, which couples to bus 561. Bus 561 is in communi
cation with network card 555, which is a local area network 
for Ethernet, for example. South bridge also couples through 25 

control569 to peripheral interface controller 567, which also 
communicates to bus 561. Peripheral interface controller also 
couples to host interface controller through connection 515 
and bus 513. The peripheral console has a primary removable 
drive 559 connected to south bridge through bus 575. South 30 

bridge also couples to secondary hard disk through bus 577. 

12 
be used to control access to the external devices, for example. 
Of course, the particular configuration of the software will 
depend upon the application. 

Hardware features can be implemented using a primary 
hard disk 611 coupled to a CPU/cache combination, which 
includes a main memory. The main memory is often a volatile 
memory such as dynamic random access memory. Data from 
any one of the external devices can enter the CPU/cache 
combination. For example, the secondary hard disk memory 
and I/0 address range data is transferred 624 to the CPU/ 
cache combination. The removable drive memory and I/0 
address range data can also transfer 625 to the CPU/cache 
combination. The LAN memory and 1/0 address range data 
can also transfer 626 to the CPU/cache combination. Key
board data can also transfer 627 to the CPU/cache combina
tion. To write data from the module into any one of these 
external elements, the data security program interfaces with 
the data detection and control circuit to determine of such data 
should be transferred to any one of the external elements. As 
noted, the external elements include, among others, second
ary hard disk, and removable drive. Here, the data security 
program checks the security identification number with other 
numbers to determine the security access level. There are 
many other ways that the present invention can be imple
mented. These methods are described more fully below. 

FIG. 7 is a simplified diagram 700 of a method according to 
an embodiment of the present invention. This diagram is 
merely an illustration which should not limit the scope of the 
claims herein. One of ordinary skill in the art would recognize 
other variations, modifications, and alternatives. The present 
method begins at power up, which is step 701. The present 
method reads a security code, which has been entered by a 
user, for example, in step 703. The security code can be a 
string of characters, including numbers and letters. The secu
rity code is preferably a mixture of numbers and letters, which 
are at least about 6 characters in length, but is not limited. 

The present method reads (step 703) the security code, 
which has been entered. Next, the security code is compared 
with a stored code, which is in flash memory or the like (step 
705). If the compared code matches with the stored code, the 
method resumes to step 708. Alternatively, the method goes to 
step 707 via branch 706 where no access is granted. When no 
access is granted, all data are blocked out from the user that 
attempts to log onto the system. Alternatively, the method 

In a specific embodiment, the peripheral console also has a 
serial EEPROM memory device 575, which is coupled to the 
peripheral interface controller. The memory device can store 

35 
a security identification number or the like. The memory 
device is generally non-volatile and can preserve information 
even when the power is turned off, for example. The memory 
generally has at least 16 kilobits of storage cells or more. 
Preferably, the memory device is a 16 kilobit device or 64 40 

megabit device or greater, depending upon the application. 
The memory can be any product such as a X24320 product 
made by a company called Xicor, but can also be others. The 
memory cell and user identification will be more fully 
described below in reference to the FIGS. 45 determines if a certain level of access is granted, step 708. 

FIG. 6 is a simplified diagram of a security method 600 for 
a module according to an embodiment of the present inven
tion. This diagram is merely an illustration which should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. The present method shows an example of how 
the present security method can be implemented. The present 
method uses a combination of software 601 and hardware 
603, which is in the computer module. A plurality of external 
devices can be accessed depending upon the embodiment. 
These external devices include a secondary hard drive 618, a 
removable drive 619, a network (e.g., LAN, modem) device 
621, and others. A keyboard 623 is also shown, which can act 
locally. 

The software 601 includes an operating system 609, appli
cation programs 607, and a data security and initialization 
program 605. Other programs can also exist. Additionally, 
some of these programs may not exist. Preferably, the data 
security and initialization program exists. This data security 
and initialization program is initiated once the attached com
puter module is inserted into the console. The program inter
face and oversees a variety of hardware features, which will 

Depending upon the embodiment, the present method can 
grant full access, step 710, via branch 716. The present 
method allows full access based upon information stored in 
the flash memory device. Alternatively, the method can allow 

50 the user to access a limited amount of information. 
Here, the present method allows for at least one or more 

than two levels of access. In a specific embodiment, the 
present method allows for the user of the module to access 
peripheral storage (step 711). The access privilege is read-

55 only. The user can read information on the peripheral storage 
including hard disks and the like. Once the user accesses the 
storage, the method data control, step 719, takes over, where 
the hardware prevents the user from accessing other informa
tion, step 721. In a specific embodiment, the method can 

60 allow information to be removed from the peripheral storage. 
If the method allows for data to be removed, step 723, the 
method goes through branch 731 to let data out, which can 
occur through the module. Alternatively, the method goes to 
block data (step 725) via branch 733. Depending upon the 

65 embodiment, the method returns to the decision block, step 
723. Alternatively, the method traverses branch 714 to a 
peripheral read-only process, step 712. The read-only process 
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programs data control, step 713. Next, the hardware takes 
over (step 715). The method blocks all data from being 
accessed by the user, step 717. 

FIG. 8 is a simplified diagram of a system 800 according to 
an alternative embodiment of the present invention. This dia
gram is merely an example which should not limit the scope 
of the claims herein. One of ordinary skill in the art would 
recognize many other variations, modifications, and alterna
tives. The system 800 includes an attached computer module 
801, which can be inserted into one of a plurality of console 
devices to create a "plug and play" operation. For example, 
the console device can be peripheral console 801 or periph
eral console 805. Each peripheral console can have similar or 
different connection characteristics. Peripheral console 803 
couples to a local area network using Ethernet 817. Peripheral 
console 805 couples to a DSL line 827 through a DSL modem 
825. Other consoles can also be included to use other types of 
networks such as ADSL, Cable Modem, wireless, Token 
Ring, and the like. 

As shown, the attached computer module has elements 
such as a memory region 807, which stores BIOS informa
tion, a security code, and a security identification number on 
a flash memory device or the like. The memory region 
couples to a central processing region 809, which can include 
CPU, chipset, cache memory, graphics, and a hard disk drive, 
as well as other features. The central processing region 
couples to a host interface controller, which interfaces the 
attached computer module to one of the peripheral consoles. 
Any of the above information can also be included in the 
attached computer module. 

Each peripheral console also has a variety of elements. 
These elements include a region 813, 821, which has a flash 
memory device with a security identification number, a pass
word, access information, access privileges, internet service 
provider access information, as well as other features, which 
were previously noted. The peripheral console also has an 
interface controller 815, 823, which couples region 813, 821, 
respectively to a networking device 817, 825. The networking 
device can be an Ethernet card 817, which allows communi
cation to the local area network 819. Alternatively, the net
working device can be a DSL modem 825, which allows 
communication to a DSL (or ADSL) phone line. Other types 
of networking device can also be used, depending upon the 
application. 

Each console provides a selected connection based upon 
set of predefined factors. These factors include communica
tion hardware information so that software in attached com
puter module can read and allow a connection to a network. 
Here, access information can be provided to the user. Infor
mation about connection information will also be included. 
This connection information includes telephone numbers, 
account numbers, passwords (local), or a company password. 
The console and module combination will take care of 
charges, etc. based upon time bases. Module will have credit 
card information, but will have security. In a specific embodi
ment, the module inserts into the console. The module then 
asks the console which hardware will be used. If the hardware 
is an Ethernet connect, the module configures connection 
information to access the Ethernet connection. Alternatively, 
if the hardware requires a DSL connection, the module con
figures connection information to access the DSL connection. 
Other configuration information such as company server 
information, password, can also be provided. 

14 
computer user. The second unit, a peripheral console 
(PCON), contains the power supply and primary input and 
output devices for the computer system. AnACM and aPCON 
are coupled with one another to form a fully functional per
sonal computer system. 

FIG. 9 depicts a notebook computer PCON configuration. 
The opening of the computer bay 992 is visible at the side of 
the PCON unit 900. The PCON 900 provides an integrated 
LCD display panel 9J 0 as the user's primary display device. 

10 The PCON 900 provides an integrated keyboard 922 as the 
user's primary input device. 

FIG. 10 is a block diagram of the components in one 
computer system. The computer system comprises an 

15 
attached computer module (ACM) J 000, a peripheral console 
(PCON) JOOJ, and the interconnection apparatus J003 
between them. TheACM J 000 includes the central processing 
unit (CPU) 1010, system memory J020, high performance 
devices J 050, primary mass storage J 030, and related inter-

20 face and support circuitry 1040. The PCON J OOJ includes 
primary display JOll, primary input J02J, secondary mass 
storage J 05J, other devices J 06J, expansion slots J 07J, the 
primary power supply 103J, and related interface and sup
port circuitry J 04J. The interconnection apparatus J 003 

25 includes circuitry to convey power and operational signals 
between the ACM 1000 and PCON J 001. 

Within the ACM J 000, the CPU J OJ 0 executes instructions 
and manipulates data stored in the system memory J 020. The 
CPU J OJ 0 and system memory J 020 represent the user's core 

30 computing power. The core computing power may also 
include high performance devices J 050 such as advanced 
graphics processor chips that greatly increase overall system 
performance and which, because of their speed, need to be 

35 
located close to the CPU J OJ 0. The primary mass storage 
J 030 contains persistent copies of the operating system soft
ware, application software, configuration data, and user 
data. The software and data stored in the primary mass stor
age device J 030 represent the user's computing environment. 

40 Interface and support circuitry J 040 primarily includes inter
face chips and signal busses that interconnect the CPU J OJ 0, 
system memory J 020, high performance devices J 050, and 
primary mass storage J 030. The interface and support cir
cuitry J 040 also connects ACM-resident components with the 

45 ACM-to-PCON interconnection apparatus J 003 as needed. 
Within the PCON J001, the primary display component 

J OJJ may include an integrated display device or connection 
circuitry for an external display device. This primary display 
device J OJJ may be, for example, an LCD, plasma, or CRT 

50 display screen used to display text and graphics to the user for 
interaction with the operating system and application soft
ware. The primary display component J OJJ is the primary 
output of the computer system, i.e., the paramount vehicle by 
which programs executing on the CPU J OJ 0 can communi-

55 cate toward the user. 
The primary input component J 02J of the PCON 100J may 

include an integrated input device or connection circuitry for 
attachment to an external input device. The primary input 
J 02J may be, for example, a keyboard, touch screen, keypad, 

60 mouse, trackball, digitizing pad, or some combination thereof 
to enable the user to interact with the operating system and 
application software. The primary input component J02J is 
the paramount vehicle by which programs executing on the 

A personal computer system that comprises two physically 
separate units and the interconnection between them is dis- 65 

closed. The first unit, an attached computing module (ACM), 
contains the core computing power and environment for a 

CPU J 010 receive signals from the user. 
The PCON J OOJ may contain secondary mass storage 

J 05J to provide additional high capacity storage for data and 
software. Secondary mass storage J 05J may have fixed or 
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removable media and may include, for example, devices such 
as diskette drives, hard disks, CD-ROM drives, DVD drives, 
and tape drives. 

The PCON 1001 may be enhanced with additional capa
bility through the use of integrated "Other Devices" 1061 or 
add-on cards inserted into the PCON's expansion slots 1071. 
Examples of additional capability include sound generators, 
LAN connections, and modems. Interface and support cir
cuitry 1041 primarily includes interface chips, driver chips, 
and signal busses that interconnect the other components 
within the PCON 1001. The interface and support circuitry 
1041 also connects ?CON-resident components with the 
ACM-to-PCON interconnection apparatus 1003 as needed. 

Importantly, the PCON 1001 houses the primary power 
supply 1031. The primary power supply 1031 has sufficient 

16 
CPU clock signal conveyed to the CPU 1110 via signal path 
1162, in response to a signal received from the host interface 
controller (HIC) 1720 via signal path 1161. The generation 
and variable frequency control of clocking signals is well 
understood in the art. By varying the frequency, the power 
consumption of the CPU 1110 (and thus the entire ACM 
11 00) can be varied. 

The variable clock rate generation may be exploited to 
match the CPU power consumption to the available electrical 

10 power. Circuitry in the host interfacecontroller(HIC) 1720of 
the presently described embodiment adjusts the frequency 
control signal sent via signal path 1161 to the clocking cir
cuitry 1144, based on the "console type" information signal 
1718 conveyed from the peripheral console (PCON) by the 

15 CPU-to-PCON interconnection 1700. 
capacitytopowerboththePCON100landtheACMJOOOfor FIG. 12 is a block diagram of a peripheral console 
normal operation. Note that the ACM 1000 may include a (PCON). A peripheral console couples with an ACM to form 
secondary ''power supply" in the form, for example, of a an operating personal computer system. The peripheral con-
small battery. Such a power supply would be included in the sole (PCON) supplies an ACM with primary input, display, 
ACM 1000 to maintain, for example, a time-of-day clock, 20 and power supply; the ACM supplies the core computing 
configuration settings when the ACM 1000 is not attached to power and environment of the user. In the presently described 
a PCON, or machine state when moving an active ACM embodiment the physical PCON package 1200 contains the 
immediately from one PCON to another. The total energy ?CONJunctional components 1201 and the PCON side of the 
stored in such a battery would, however, be insufficient to ACM-to-PCON Interconnection 1800. The PCON functional 
sustain operation of the CPU 1010 at its rated speed, along 25 components 1201 comprise primary display 1210, a primary 
with the memory 1020 and primary mass storage 1030, for input 1220, a primary power supply 1230, interface and 
more than afraction of an hour, ifthe battery were able to support 1240, secondary mass storage 1250, other devices 
deliver the required level of electrical current at all. 1260, and expansion slots 12 70. 

FIG. 11 is a block diagram of an attached computing The PCON side of the ACM-to-PCON Interconnection 
module (ACM) 1100. The physical ACM package 1100 con- 30 1800 comprises a Peripheral Interface Controller (PIC) com-
tains the ACMfunctional components 11 OJ and the ACM side ponent 1840, a PCON connector component 1850, console-
of the ACM-to-PCON Interconnection 1700. The ACM 11 OJ type component 1842, and flash memory device 1848. The 
comprises a CPU component 1110, a system memory com- PIC 1840 and connector 1850 components couple the PCON 
ponent 1120, a primary mass storage component 1130, a high functional components 1201 with the signals of an ACM-to-
performance devices components 1150, and an interface and 35 PCON interface bus 1810 used to operatively connect an 
support component 1140. ACM with a PCON. The ACM-to-PCON interface bus 1810 

The ACM side of the ACM-to-PCON Interconnection 1700 comprises conveyance for electrical power 1814 and signals 
comprises a Host Interface Controller (HI C) component for a peripheral bus 1812, video 1816, video port 1817, and 
1720and anACM connector component 1730. TheHIC 1720 console-type 1818. The preferred ACM-to-PCON Intercon-
and connector 1730 components couple the ACMfunctional 40 nection 1800 is described in detail in the U.S. patent appli-
components 1100 with the signals of anACM-to-PCON inter- cation entitled "A Communication Channel and Interface 
face bus 1710 used to operatively connect an ACM with a Devices for Bridging Computer Interface Buses," already 
PCON. The ACM-to-PCON interface bus 1710 comprises incorporated herein by reference. 
conveyance for electrical power 1714 and signals for a Connector component 1850 may be selected to mate 
peripheral bus 1712, video 1716, video port 1717, and con- 45 directly with the connector component 1730 of an ACM 
sole type 1718. The preferred ACM-to-PCON Interconnec- (shown in FIG. 11). Alternatively, connector component 1850 
tion 1700 is described in detail in a companion U.S. patent may be selected to mate with, for example, the connector on 
application Ser. No. 09/149,882, entitled "A Communication one end of a cable intervening between the PCON and an 
Channel and Interface Devices for Bridging Computer Inter- ACM in a particular embodiment. The ACM-to-PCON inter-
face Buses," by the same inventor, filed on Sep. 8, 1998, and 50 connection described in the aforementioned companion 
hereby incorporated by reference. The preferred ACM-to- patent application has the advantage of providing reliable 
PCON interconnection 1700 includes circuitry to transmit signal conveyance across low cost cables. 
and receive parallel bus information from multiple signal Flash memory device 1848 provides non-volatile storage. 
paths as a serial bit stream on a single signal path. This This storage may be accessible to devices in both the ACM 
reduces the number of physical signal paths required to 55 and the PCON, including the host interface controller and the 
traverse the interconnection 1700. Further, employing low- peripheral interface controller 1840 to which it is connected. 
voltage differential signaling (LVDS) on the bit stream data As such, .flash memory 1848 may be used to store configura-
paths provides very reliable, high-speed transmission across tion and security data to facilitate an intelligent mating 
cables. This represents a further advantage of the present between an ACM and a PCON that needs no participation of 
invention. 60 the CPU. 

Clocking circuitry 1144 generates clock signals for distri
bution to other components within theACM 1100 that require 
a timing and synchronization clock source. The CPU 1110 is 
one such component. Often, the total power dissipated by a 
CPU is directly proportional to the frequency of its main clock 65 

signal. The presently described embodiment oftheACM 1100 
includes circuitry that can vary the frequency of the main 

The secondary mass storage component 1250 of the PCON 
functional circuitry 1201 of the presently described embodi
ment comprises diskette drive 12 54, hard disk drive 125 2, and 
CD-ROM drive 1256. Secondary mass storage 1250 gener
ally provides low-cost, non-volatile storage for data files 
which may include software program files. Data files stored 
on secondary mass storage 12 50 are not part of a computer 
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user's core computing power and environment, Secondary 
mass storage 1250 may be used to store, for example, seldom 
used software programs, software programs that are used 
only with companion hardware devices installed in the same 
peripheral console 1200, or archival copies of data files that 
are maintained in primary mass storage 1130 of an ACM 
(shown in FIG, 11), Storage capacities for secondary mass 
storage 12 50 devices may vary from the 1,44 megabytes of the 
3,5-inch high density diskette drive 1254, to more than 10 
gigabytes for a large format (5-inch) hard disk drive 1252, 10 

Hard disk drive 1252 employs fixed recording media, while 
diskette drive 1254 and CD-ROM drive 1256 employ remov
able media, Diskette drive 1254 and hard disk drive 1252 
support both read and write operations (i,e,, data stored on 

15 
their recording media may be both recalled and modified) 
while CD-ROM drive 1256 supports only read operations, 

Two PC! or PCI-like buses are interfaced using a non-PCI 
or non-PCI-like channel, PC! control signals are encoded 
into control bits, and the control bits, rather than the control 20 

signals that they represent, and are transmitted on the inter
face channel, At the receiving end, the control bits represent
ing control signals are decoded back into PC! control signals 
prior to being transmitted to the intended PC! bus, 

The fact that control bits rather than control signals are 25 

transmitted on the interface channel allows using a smaller 
number of signal channels and a correspondingly small num
ber of conductive lines in the interface channel than would 
otherwise be possible, This is because the control bits can be 
more easily multiplexed at one end of the interface channel 30 

and recovered at the other end than control signals, This 
relatively small number of signal channels used in the inter
face channel allows using LVDS channels for the interface, As 
mentioned above, an LVDS channel is more cable friendly, 

35 
faster, consumes less power, and generates less noise than a 
PC! bus channel, Therefore, an LVDS channel is advanta
geously used for the hereto unused purpose ofinterfacing PC! 
or PCI-like buses, The relatively smaller number of signal 
channels in the interface also allows using connectors having 40 

smaller pins counts, As mentioned above an interface having 
a smaller number of signal channels and, therefore, a smaller 
number of conductive lines is less bulky and less expensive 
than one having a larger number of signal channels, Simi
larly, connectors having a smaller number of pins are also 45 

less expensive and less bulky than connectors having a larger 
number of pins, 

In one embodiment, the present invention encompasses an 
apparatus for bridging a first computer interface bus and a 
second computer interface bus, in a microprocessor based 50 

computer system where each of the first and second computer 
interface buses have a number of parallel multiplexed 
address/data bus lines and operate at a clock speed in a 
predetermined clock speed range having a minimum clock 
speed and a maximum clock speed The apparatus comprises 55 

an interface channel having a clock channel and a plurality of 
bit channels for transmitting bits,' a first interface controller 
coupled to the first computer interface bus and to the interface 
channel to encode first control signals from the first computer 
interface bus into first control bits to be transmitted on the 60 

interface channel and to decode second control bits received 
from the interface channel into second control signals to be 
transmitted to the first computer interface bus,' and a second 
interface controller coupled to the interface channel and the 
second computer interface bus to decode the first control bits 65 

from the interface channel into third control signals to be 
transmitted on the second computer interface bus and to 

18 
encode fourth control signals from the second computer inter
face bus into the second control bits to be transmitted on the 
interface channel, 

In one embodiment, the first and second interface control
lers comprise a host interface controller (HI C) and a periph
eral interface controller (PIC), respectively, the first and sec
ond computer interface buses comprise a primary PC! and a 
secondary PC! bus, respectively, and the interface channel 
comprises an LVDS channel, 

In a preferred embodiment, the interface channel has a 
plurality of serial bit channels numbering fewer than the 
number of parallel bus lines in each of the PC! buses and 
operates at a clock speed higher than the clock speed at which 
any of the bus lines operates, More specifically, the interface 
channel includes two sets of unidirectional serial bit channels 
which transmit data in opposite directions such that one set of 
bit channels transmits serial bits from the HIC to the PIC 
while the other set transmits serial bits from the PIC to the 
HIC For each cycle of the PC! clock, each bit channel of the 
interface channel transmits a packet of serial bits, 

The HIC and PIC each include a bus controller to interface 
with the first and second computer interface buses, respec
tively, and to manage transactions that occur therewith, The 
HIC and PIC also include a translator coupled to the bus 
controller to encode control signals from the first and second 
computer interface buses, respectively, into control bits and 
to decode control bits from the interface channel into control 
signals, Additionally, the HIC and PIC each include a trans
mitter and a receiver coupled to the translator. The transmit
ter converts parallel bits into serial bits and transmits the 
serial bits to the interface channel, The receiver receives 
serial bits from the interface channel and converts them into 
parallel bits, 

FIG, 13 is a block diagram of one embodiment of a com
puter system 1300 using the interface of the present invention, 
Computer system 1300 includes an attached computer mod
ule (ACM) 1305 and a peripheral console 1310, which are 
described in greater detail in the application ofWilliam W. Y. 
Chu, Ser. No, 09/149,548, for "Personal Computer Periph
eral Console With Attached Computer Module "filed on Sep, 
8, 1998 and incorporated herein by reference, The ACM 1305 
and the peripheral console 1310 are interfaced through an 
exchange interface system (XIS) bus 1315, The XIS bus 1315 
includes power bus 1316, video bus 1317 and peripheral bus 
(XPBus) 1318, which is also herein referred to as an interface 
channel, The power bus 1316 transmits power between ACM 
1305 and peripheral console 1310, In a preferred embodi
ment power bus 1316 transmits power at voltage levels of3,3 
volts, 5 volts and 12 volts, Video bus 1317 transmits video 
signals between the ACM 1305 and the peripheral console 
1310, In a preferred embodiment, the video bus 1317 trans
mits analog Red Green Blue (RGB) video signals for color 
monitors, digital video signals (such as Video Electronics 
Standards Association (VESA) Plug and Display's Transition 
Minimized Differential Signaling (TMDS) signals for flat 
panel displays), and television (TV) and/or super video 
(S-video) signals, The XPBus 1318 is coupled to host inter
face controller (HIC) 1319 and to peripheral interface con
troller (PIC) 1320, which is also sometimes referred to as a 
bay interface controller. 

In the embodiment shown in FIG, 13, HIC 1319 is coupled 
to an integrated unit 1321 that includes a CPU, a cache and 
a north bridge, In another embodiment, such as that shown in 
FIG, 17, the CPU 1705 and north bridge 1710 are separate 
rather than integrated units, In yet another embodiment, such 
as that shown in FIG, 18, the HIC and PIC are integrated with 
the north and south bridges, respectively, such that integrated 
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HIC and north bridge unit 1805 includes an HIC and a north served by their corresponding elements in HIC 1600 and as 
bridge, while integrated PIC and south bridge unit 1810 thefunctionsofthecorrespondingelementsinHIC1600have 
includes a PIC and a south bridge. FIG. 19 shows an attached been described in detail above, the function of elements of 
computer module with integrated CPUINB!Graphics 1915 PIC 11100 having corresponding elements in HIC 1600 will 
and Integrated HICISB 1920. FIG. 20 shows an attached not be further described herein. Reference may be made to the 
computer module with single chip 2025 fully integrated: above description of FIG. 14 for an understanding of the 
CPU, Cache, Core Logic, Graphics controller and Interface functions of the elements of PIC 11100 having corresponding 
controller. elements in HIC 1600. 

FIG. 14 is a detailed block diagram of one embodiment of FIG. 16 is a schematic diagram of lines PCK, PDO to PD3, 
the HIC of the present invention. As shown in FIG. 14, HIC 10 andPCN. TheselinesareunidirectionalLVDSlinesfortrans-
1600 comprises bus controller 1610, translator 1620, trans-
mitter 1630, receiver 1640, a PLL 1650, an address/data mitting clock signals and bits from the HIC to the PIC. The 

lt . z (AID MU'V\ 1660 dl ·t t ll (RD•I bits on the PDO to PD3 and the PCN lines are sent synchro-mu zp exer "'J , a rea wrz e con ro er 1 

WR Cntl) 1670, a video serial to parallel converter 1680 and nously within every clock cycle of the PCK. Another set of 
a CPU control & general purpose input/output latch/driver 15 lines, namely PCKR, PDRO to PDR3, and PCNR, are used to 
(CPU CNTL & GPIO latch/driver) 1690. transmit clock signals and bits from the PIC to HI C. The lines 

HIC 1600 is coupled to an optional flash memory BIOS used for transmitting information from the PIC to the HIC 
configuration unit 1601. Flash memory unit 1601 stores basic have the same structure as those shown in FIG. 16, except that 
input output system (BIOS) and PC! configuration informa- they transmit data in a direction opposite to that in which the 
tion and supplies the BIOS and PC! configuration informa- 20 lines shown in FIG. 16 transmit data. In other words they 
tion to AID MUX 1660 and RDIWR Control 1670, which transmit information from the PIC to the HI C. The bits on the 
control the programming, read, and write of flash memory PDRO to PDR3 and the PCNR lines are sent synchronously 
unit 1601. within every clock cycle of the PCKR. Some of the examples of 

Bus controller 1610 is coupled to the host PC! bus, which control information that may be sent in the reverse direction, 
is also referred to herein as the primary PC! bus, and man- 25 i.e., on PCNR line, include a request to switch data bus 
ages PC! bus transactions on the host PC! bus. Bus controller direction because of a pending operation (such as read data 
1610 includes a slave (target) unit 1611 and a master unit available), a control signal change in the target requiring 
1616. Both slave unit 1611 and master unit 1616 each include communication in the reverse direction, target busy, and 
two first in first out (FIFO) buffers, which are preferably transmission error detected. 
asynchronous with respect to each other since the input and 30 The XPBus which includes lines PCK, PDO to PD3, PCN, 
output of the twoFIFOs in the master unit 1616 as well as the PCKR, PDRO to PDR3, and PCNR, has two sets ofunidirec-
two FIFOs in the slave unit 1611 are clocked by different tiona! lines transmitting clock signals and bits in opposite 
clocks, namely the PC! clock and the PCK. Additionally, slave directions. The first set of unidirectional lines includes PCK, 
unit 1611 includes encoder 1622 and decoder 1623, while PDOtoPD3, andPCN. Thesecondsetofunidirectionallines 
master unit 1616 includes encoder 1627 and decoder 1628. 35 includes PCKR, PDRO to PDR3, and PCNR. Each of these 
TheFIFOs 1612, 1613, 1617 and 1618 manage data transfers unidirectional set of lines is a point-to-point bus with a fixed 
between the host PC! bus and the XPBus, which in the transmitterandreceiver, orinotherwordsafixedmasterand 
embodiment shown in FIG. 14 operate at 33 MHz and 66 slave bus. For the first set of unidirectional lines, the HIC is a 
MHz, respectively. PC! address/data (AD)from the host PC! fixed transmitter/master whereas the PIC is a fixed receiver/ 
bus is entered into FIFOs 1612 and 1617 before they are 40 slave. For the second set of unidirectional lines, the PIC is a 
encoded by encoders 1622 and 1627. Encoders 1622 and fixed transmitter/master whereas the HIC is a fixed receiver/ 
1627 format the PC! address/data bits to a form more suitable slave. The LVDS lines of XPBus, a cable friendly and remote 
for parallel to serial conversion prior to transmittal on the system I/0 bus, transmit fixed length data packets within a 
XPBus. Similarly, address and data information from the clock cycle. 
receivers is decoded by decoders 1623 and 1628 to a form 45 The XPBus lines, PDO to PD3, PCN, PDRO to PDR3 and 
more suitable for transmission on the host PC! bus. PCNR, and the video data and clock lines, VP D and VPCK, 

The multiplexed parallel AID bits and some control bits are not limited to being LVDS lines, as they may be other 
input to transmitter 1630 are serialized by parallel to serial forms ofbit based lines. For example, in another embodiment, 
converters 1632 of transmitter 1630 into 10 bit packets. These the XPBus lines may be IEEE 1394 lines. 
bit packets are then output on data lines PDO to PD3 of the 50 It is to be noted that although each of the lines PCK, PDO 
XPBus. Other control bits are serialized by parallel to serial to PD3, PCN, PCKR, PDRO to PDR3, PCNR, VPCK, and 
converter 1633 into 10 bit packets and sent out on control line VPD is referred to as a line, in the singular rather than plural, 
PCN of the XPBus. each such line may contain more than one physical line. For 

FIG. 15 is a detailed block diagram of one embodiment of example, in the embodiment shown in FIG. 16, each of lines 
thePICofthepresentinvention.PIC11100isnearlyidentical 55 PCK, PDO to PD3 and PCN includes two physical lines 
to HIC 1600 in its function, except that HIC 1600 interfaces between each driver and its corresponding receiver. The term 
the host PC! bus to the XPBus while PIC 11100 interfaces the line, when not directly preceded by the terms physical or 
secondary PC! bus to the XPBus. Similarly, the components conductive, is herein used interchangeably with a signal or bit 
in PIC 11100 serve the same function as their corresponding channel of one or more physical lines for transmitting a 
components inHIC 1600. Reference numbers for components 60 signal. In the case of non-differential signal lines, generally 
in PIC 11100 have been selected such that a component in only one physical line is used to transmit one signal. However, 
PIC 11100 and its corresponding component in HIC 1600 in the case of differential signal lines, a pair of physical lines 
have reference numbers having the same two least significant is used to transmit one signal. For example, a pair of physical 
digits. Thus for example, the bus controller in PIC 11100 is lines together transmit a signal in a bit line or bit channel in 
referenced as bus controller 11110 while the bus controller in 65 an LVDS or IEEE 13 94 interface. 
HIC 1600 is referenced as bus controller 1610. As many of the A bit based line (i.e., a bit line) is a line for transmitting 
elements in PIC 11100 serve the same functions as those serial bits. Bit based lines typically transmit bit packets and 

Case 6:13-cv-00641   Document 1-10   Filed 09/09/13   Page 37 of 40 PageID #:  464



US RE44,468 E 
21 

use a serial data packet protocol. Examples of bit lines 
include an LVDS line, an IEEE 1394 line, and a Universal 
Serial Bus (USB) line. 

FIGS. 21 and 22 are tables including the pin number, 
symbol, signal, standard and description for the pins on the 
peripheral and video connectors, respectively. FIG. 23 is a 
table showing the symbols, signals, data rate and description 

22 
[6. The method of claim 1 wherein said step of initiating 

reads said security identification of said console from a flash 
memory device.] 

[7. The method of claim 1 wherein said console is selected 
from a desktop home computing device, an office desktop 
computing device, a mobile computing device, a television 
sot-top computing device, and a co-worker's computing 
device.] 

[8. A system for secured information transactions, the sys-
10 tern comprising: 

of signals on the XPBus, where RTN indicates a ground 
(GND) reference. In the above tables, P&D stands for plug 
and display and is a trademark of the Video Electronics Stan
dards Association (VESA)for the Plug and Display standard, 
DDC2:SCL and DDC2:SDA stand for the VESA display data 
channel (DDC) standard 2 clock and data signals, respec
tively, SV stands for super video, V33 is 3.3 volts, and V5 is 5.0 
volts. TMDS stands for Transition Minimized Differential Sig- 15 

naling and is a trademark of Silicon Images and refers to their 
Panel Link technology, which is in turn a trademark for their 
LVDS technology. TMDS is used herein to refer to the Panel 
Link technology or technologies compatible therewith. 

a console comprising a peripheral controller housed in the 
console; 

a user identification input device coupled to the peripheral 
controller, the user identification input device being pro
vided for user identification data; and 

The reserved data packet types can be used to support 
non-PCI bus transactions, e.g., USB transactions. The bits 
sent in the first nibble of each data packet indicate the type of 
the data packet. FIG. 24 is a table showing different types of 
first nibbles and their corresponding data pacekt types. 

an attached computer module coupled to the console, the 
attached computer module comprising a security 
memory device stored with the user identification data.] 

[9. The system of claim 8 wherein the user identification 
20 input device is a finger print reader.] 

Although the functionality above has been generally 25 

described in terms of a specific sequence of steps, other steps 
can also be used. Here, the steps can be implemented in a 
combination of hardware, firmware, and software. Either of 
these can be further combined or even separated. Depending 
upon the embodiment, the functionality can be implemented 30 

in a number of different ways without departing from the 
spirit and scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. 

While the above is afull description of the specific embodi- 35 

ments, various modifications, alternative constructions and 
equivalents may be used. Therefore, the above description 
and illustrations should not be taken as limiting the scope of 
the present invention which is defined by the appended 
claims. 40 

What is claimed is: 
[1. A security protection method for a computer module, 

said method comprising: 
inserting the computer module into a console; 
initiating a security program in said module to read a secu

rity identification of said console and to read a security 
identification of said computer module; 

determining of a predetermined security status based upon 

45 

a relationship of said console identification and said 50 

computer module identification; 
selecting said predetermined security status; and 
operating said computer module based upon said security 

status.] 
[2. The method of claim 1 wherein said predetermined 55 

security status disables a network access to the computer 
module.] 

[10. The system of claim 8 wherein the user identification 
input device is a voice processing device.] 

[11. A method for operating a module computer into one of 
a plurality of network systems, the method comprising: 

providing a computer module, the module comprising a 
connection program; 

inserting the computer module into a computer console, the 
computer console having access to a network; 

receiving connection information from the computer con
sole; 

configuring the connection program to adapt to the con
nection information; and 

establish a connection between the computer module and a 
server coupled to the network.] 

[12. The method of claim 11 wherein the connection infor
mation comprises a connection protocol for providing the 
connection.] 

[13. The method of claim 12 wherein the connection pro
tocol is selected from TCP/IP, or mobile IP.] 

14. A computer for information transactions, comprising: 
a central processing unit directly connected to a first Low 

Voltage Differential Signal (LVDS) channel comprising 
two sets of unidirectional, serial bit channels to transmit 
data in opposite directions; 

a main memory directly connected to the central process
ing unit; and 

a peripheral bridge directly coupled to the central process-
ing unit without any intervening Peripheral Component 
Interconnect ("PC!") bus, wherein the peripheral 
bridge directly conveys an encoded serial bit stream of 
address and data bits of a PC! bus transaction over a 
second LVDS channel comprising two sets of unidirec
tional, serial bit channels to transmit data in opposite 
directions. 

15. The computer of claim 14, further comprising a con
nector coupled to a console, wherein the second LVDS chan
nel communicates the encoded serial bit stream of address 
and data bits of the PC! bus transaction to the console. [3. The method of claim 1 wherein said predetermined 

security status disables a secondary storage of information 
from said computer module to substantially prevent informa
tion to be transferred from a memory of the computer module 
to said secondary storage.] 

16. The computer of claim 15 further comprising a graph-
60 ics controller that conveys digital video display information 

from the connector to the console. 

[4. The method of claim 1 wherein said security program is 
provided in a system BIOS.] 

[5. The method of claim 1 wherein said step of initiating 65 

reads said security identification of said computer module 
from a flash memory device.] 

17. The computer of claim 15 wherein the console com
prises a mass storage device that couples to the second LVDS 
channel. 

18. A computer system, comprising: 
a console comprising a Liquid Crystal Display (LCD) dis

play and a first Low Voltage Differential Signal (LVDS) 

Case 6:13-cv-00641   Document 1-10   Filed 09/09/13   Page 38 of 40 PageID #:  465



US RE44,468 E 
23 

channel comprising two sets of unidirectional, serial bit 
channels to transmit data in opposite directions; and 

a computer coupled to the console through a connector, the 
computer comprising 
an integrated central processing unit and graphics con

troller in a single chip directly connected to a second 
LVDS channel comprising two sets of unidirectional, 
serial bit channels to transmit data in opposite direc
tions; and 

a mass storage unit coupled to the central processing 10 

unit and graphics controller in a single chip; 
wherein the graphics controller conveys digital video 

display information to the LCD display through the 
connector upon coupling to the console. 

15 
19. The computer system of claim 18 wherein the computer 

further comprises a peripheral bridge directly coupled to the 
central processing unit without any intervening Peripheral 
Component Interconnect ( "PCJ ") bus, the peripheral bridge 
directly conveying an encoded serial bit stream of address 20 

and data bits of a PCJ bus transaction. 
20. The computer system of claim 19 wherein the periph

eral bridge conveys the encoded serial bit stream of address 
and data bits of the PC! bus transaction to the first LVDS 
channel upon coupling of the computer to the console. 

21. A computer, comprising: 

25 

a central processing unit directly connected to a first Low 
Voltage Differential Signal (LVDS) channel comprising 
two sets of unidirectional, serial bit channels to transmit 
Universal Serial Bus (USB) Protocol data in opposite 30 

directions; 
a second LVDS channel comprising two sets of unidirec

tional, serial bit channels to transmit data in opposite 
directions; 

a connector coupled to the first LVDS channel; and 
a main memory directly coupled to the central processing 

unit. 

35 

22. The computer of claim 21 wherein the second LVDS 
channel communicates an encoded serial bit stream of 40 

address and data bits of a Peripheral Component Intercon
nect ("PC!") bus transaction. 

23. The computer of claim 21 wherein the first LVDS chan
nel conveys Universal Serial Bus (USB) Protocol data to a 
console through the connector. 45 

24. A computer, comprising: 
an integrated central processing unit and graphics control

ler in a single chip directly connected to a Low Voltage 
Differential Signal (LVDS) channel comprising two sets 
of unidirectional, serial bit channels to transmit data in 50 

opposite directions; 
a main memory directly coupled to the integrated central 

processing unit and graphics controller; 
a differential signal channel directly extending from the 

55 
integrated central processing unit and graphics control-
ler to convey digital video display information; 

a connector for coupling to a console; and 
a second differential signal channel comprising two sets of 

unidirectional, serial bit channels to transmit data in 60 
opposite directions, wherein the second differential sig
nal channel conveys Universal Serial Bus (USB) proto
col data through the connector to the console. 

25. The computer of claim 24 wherein the LVDS channel 
conveys an encoded serial bit stream of address and data bits 65 

of a Peripheral Component Interconnect ("PC!") bus trans-
action. 

24 
26. A modular computer system, comprising: 
a console comprising a first Low Voltage Differential Sig

nal (LVDS) channel comprising two sets of unidirec
tional, serial bit channels to transmit data in opposite 
directions; and 

a computer coupled to the console through a connector, the 
computer comprising 
a central processing unit, 
a mass storage unit coupled to the central processing 

unit, 
a second LVDS channel comprising two sets of unidi

rectional, serial bit channels to transmit data in oppo
site directions, and 

a peripheral bridge directly coupled to the central pro
cessing unit without any intervening Peripheral Com
ponent Interconnect bus, wherein the peripheral 
bridge directly conveys an encoded serial bit stream 
of address and data bits of a Peripheral Component 
Interconnect ("PC!") bus transaction over the second 
LVDS channel; and 

wherein the second LVDS channel communicates to the 
first LVDS channel in the console upon the computer 
coupling to the console. 

2 7. The modular computer system of claim 26 wherein the 
second LVDS channel conveys the encoded serial bit stream 
of the PC! bus transaction to the first LVDS channel upon 
coupling of the computer module to the console. 

2 8. The modular computer system of claim 2 7 wherein the 
console further comprises a mass storage device that couples 
to the first and second LVDS channels. 

29. A modular computer system, comprising: 
a console comprising a power supply; and 
a computer coupled to the console through a connector, the 

computer comprising 
a central processing unit, 
a first Low Voltage Differential Signal (LVDS) channel 

comprising two sets of unidirectional, multiple serial 
bit channels to transmit data in opposite directions, 

a peripheral bridge directly coupled to the first LVDS 
channel to communicate an encoded serial bit stream 
of address and data bits of a Peripheral Component 
Interconnect ("PC!") bus transaction, the peripheral 
bridge directly coupled to the central processing unit 
without any intervening PC! bus, and 

wherein the power supply supplies power to the computer 
upon coupling to the console. 

30. The computer system of claim 29 further comprising a 
second LVDS channel that conveys the encoded serial bit 
stream of address and data bits of the PC! bus transaction, 
wherein the second LVDS channel directly extends from the 
central processing unit. 

31. A modular computer system, comprising: 
a console comprising a first Low Voltage Differential Sig

nal (LVDS) channel comprising two sets of unidirec
tional, serial bit channels to transmit data in opposite 
directions; and 

a computer that couples to the console, the computer com
prising 
an integrated central processing unit and graphics con

troller in a single chip, directly connected to a second 
LVDS channel comprising two sets of unidirectional, 
serial bit channels to transmit data in opposite direc
tions, and 

a connector that couples to the first LVDS channel in the 
console. 
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32. The modular computer system of claim 31 wherein the 
second LVDS channel conveys an encoded serial bit stream of 
address and data bits of a Peripheral Component Intercon
nect ("PC!") bus transaction. 

33. The modular computer system of claim 31 wherein the 
first LVDS channel conveys an encoded serial bit stream of 
address and data bits of a Peripheral Component Intercon
nect ("PC!") bus transaction. 

34. The modular computer system of claim 31 wherein the 
computer conveys Universal Serial Bus (USB) protocol data 10 

to the console upon the computer coupling to the console. 
35. A computer, comprising: 
a central processing unit; 
a main memory directly connected to the central process-

ing unit; 
15 

a peripheral bridge directly coupled to the central process
ing unit without any intervening Peripheral Component 
Interconnect (PCJ) bus, wherein the peripheral bridge 
directly conveys an encoded serial bit stream of address 20 

and data bits of a Peripheral Component Interconnect 
(PCJ) bus transaction over a first Low Voltage Differen
tial Signal (LVDS) channel comprising two sets of uni
directional, serial bit channels to transmit data in oppo-
site directions; and 25 

a mass storage device directly coupled the peripheral 
bridge. 

36. The computer of claim 35 further comprising a graph
ics controller coupled to the peripheral bridge. 

37. A computer, comprising: 30 

a central processing unit directly connected to a first Low 
Voltage Differential Signal (LVDS) channel to convey a 
first encoded serial bit stream of address and data bits of 
a Peripheral Component Interconnect (PCJ) bus trans-
action; 35 

a main memory directly connected to the central process
ing unit; and 

a peripheral bridge directly coupled to the central process
ing unit without any intervening PC! bus, wherein the 
peripheral bridge directly conveys a second encoded 40 

serial bit stream of address and data bits of a (PCJ) bus 
transaction over a second LVDS channel comprising 
two sets of unidirectional, serial bit channels to transmit 
data in opposite directions. 

38. The computer of claim 37 further comprising a con- 45 

nectar coupled to a console, wherein the second LVDS chan
nel communicates the second encoded serial bit stream of 
address and data bits of the PC! bus transaction to the con
sole. 

39. The computer of claim 3 8 further comprising a graph- 50 

ics controller to convey digital video display information from 
the connector to the console. 

40. The computer of claim 38 wherein the console com
prises a peripheral device that couples to the second LVDS 
channel. 55 

41. A computer, comprising: 
an integrated central processing unit and graphics control-

ler in a single chip directly connected to a first Low 
Voltage Differential Signal (LVDS) channel comprising 
two sets of unidirectional, serial bit channels to transmit 60 

data in opposite directions, wherein the integrated cen-

26 
tral processing unit and graphics controller conveys 
digital video display signals through a second differen
tial signal channel; 

a main memory directly coupled to the integrated central 
processing unit and graphics controller; and 

a mass storage device comprising flash memory. 
. 42: The computer of claim 41 wherein the second differen

tzal szgnal channel conveys Transition Minimized Differential 
Signaling (TDMS) information. 

43. The computer of claim 41 wherein the first LVDS chan
nel conveys an encoded serial bit stream of address and data 
bits of a Peripheral Component Interconnect (PCJ) bus trans
action. 

44. A computer, comprising: 
an integrated central processing unit and graphics control

ler in a single chip directly connected to a first Low 
Voltage Differential Signal (LVDS) channel comprising 
two sets of unidirectional, serial bit channels to transmit 
data in opposite directions; 

a main memory directly coupled to the integrated central 
processing unit and graphics controller; 

a mass storage device comprising flash memory; 
a connector that conveys Universal Serial Bus (USB) pro

tocol information to a console; and 
a second LVDS channel comprising two sets of unidirec

tional, serial bit channels to transmit data in opposite 
directions, wherein the second LVDS channel conveys 
said USB protocol information to the console through 
the connector. 

45. A computer, comprising: 
a Central Processing Unit (CPU) directly connected to a 

Low Voltage Differential Signal (LVDS) channel com
prising two sets of multiple, unidirectional, serial bit 
channels to convey an encoded serial bit stream of 
encoded address and data bits of a Peripheral Compo
nent Interconnect ("PC!") bus transaction in opposite 
directions; 

a main memory directly connected to the CPU; and 
a mass storage device coupled to the CPU. 
46. The computer of claim 45 further comprising a con

nector, wherein the connector connects to a console compris
ing a power supply, and the power supply supplies power to 
the computer upon coupling to the console. 

47. The computer of claim 45 wherein the mass storage 
device comprises flash memory. 

48. A computer, comprising: 
an integrated central processing unit and graphics control

ler in a single chip directly connected to a first Low 
Voltage Differential Signal (LVDS) channel comprising 
two sets of multiple, unidirectional, serial bit channels to 
convey an encoded serial bit stream of encoded address 
and data bits of a Peripheral Component Interconnect 
(PCJ) bus transaction in opposite directions; 

a main memory directly coupled to the integrated central 
processing unit and graphics controller; and 

an Ethernet communication device coupled to the first 
LVDS channel. 

49. The computer of claim 48 further comprising a con
nector, wherein the connector connects to a console compris
ing a power supply, and the power supply supplies power to 
the computer upon coupling to the console. 

* * * * * 
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